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Introduction

Welcome

Welcome to Computer Science from the Bottom Up

Philosophy

In anutshell, what you are reading is intended to be a shop class for computer science. Y oung computer
science students are taught to "drive" the computer; but where do you go to learn what is under the
hood? Trying to understand the operating system is unfortunately not as easy as just opening the bonnet.
The current Linux kernel runs into the millions of lines of code, add to that the other critical parts of
a modern operating system (the compiler, assembler and system libraries) and your code base becomes
unimaginable. Further still, add aUniversity level operating systems course (or four), some good reference
manuals, two or three years of C experience and, just maybe, you might be able to figure out where to
start looking to make sense of it all.

To keep with the car analogy, the prospective student is starting out trying to work on a Forumla One
engine without ever knowing how atwo stroke motor operates. During their shop class the student should
pull apart, twist, turn and put back together that two stroke motor, and consequentially have a pretty good
framework for understanding just how the Formula One engine works. Nobody will expect them to be a
Formula One engineer, but they are well on their way!

Why from the bottom up?

Not everyone wants to attend shop class. Most people only want to drive the car, not know how to build
one from scratch. Obviously any general computing curriculum has to take thisinto account else it won't
be relevant to its students. So computer science is taught from the "top down"; applications, high level
programming, software design and development theory, possibly data structures. Students will probably
be exposed to binary, hopefully binary logic, possibly even some low level concepts such as registers,
opcodes and the like at a superficial level.

This book aims to move in completely the opposite direction, working from operating systems
fundamental s through to how those applications are complied and executed.

Enabling technologies

This book is only possible thanks to the development of Open Source technologies. Before Linux it was
like taking a shop course with a car that had it's bonnet welded shut; today we are in aposition to open that
bonnet, poke around with the insides and, better till, take that engine and use it to do whatever we want.

Xi



Chapter 1. General Unix and Advanced

C

Everything is a file!

An often quoted tenet of UNIX-like systems such as Linux or BSD is everything is afile.

Imagine a file in the context something familiar like a word processor. There are two fundamental
operations we could use on thisimaginary word processing file:

1. Read it (existing saved data from the word processor).
2. Writeto it (new data from the user).

Consider some of the common things attached to a computer and how they relate to our fundamental file
operations:

1. The screen
2. The keyboard
3. A printer

4. A CDROM

The screen and printer are both like a write-only file, but instead of being stored as bits on a disk the
information is displayed as dots on a screen or lines on a page. The keyboard is like aread only file, with
the data coming from keystrokes provided by the user. The CDROM is similar, but rather than randomly
coming from the user the data is stored directly on the disk.

Thus the concept of afile isagood abstraction of either aasink for, or source of, data. As such it isan
excellent abstraction of all the devices one might attach to the computer. Thisrealisation isthe great power
of UNIX and is evident across the design of the entire platform. It is one of the fundamental roles of the
operating system to provide this abstraction of the hardware to the programmer.

It is probably not too much of a strech to say abstraction is the primary concept that underpins all modern
computing. No one person can understand everythinig from designing a modern user-interface to the
internal workings of a modern CPU, much less build it all themselves. To programmers, abstractions are
the lingua franca that allows us to collaborate and invent.

Learning to navigate across abstractions gives one greater insight into how to use the abstractions in the
best and most innovative ways. In this book, we are concerned with abstractions at the lowest layers;
bewteen applications and the operating-system and the operating-system and hardware. Above this lies
many more layers, each worthy of their own books. As these chapters progress, you will hopefully gain
some insight into the abstractions presented by a modern operating-system.
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Figure 1.1. Abstraction

(o) T

7

Spot the difference?

Implementing abstraction

In general, abstraction is implemented by what is generically termed an Application Programming
Interface (API). APl is a somewhat nebulous term that means different things in the context of various
programming endavours. Fundamentally, a programmer designs a set of functions and documents their
interface and functionality with the principle that the actual implementation providing the API is opaque.

For example, many large web-applications provide an API accessible via HTTP. Accessing data via this
method surely triggers many complicated series of remote-procedure calls, database queries and data
transfer; all of which is opague to the end user who simply receives the contracted data.

Those familiar with object-oriented languages such as Java, Python or C++ would be familiar with the
abstraction provided by classes. Methods providetheinterfaceto the class, but abstract theimplementation.

Implementing abstraction with C

A common method used in the Linux Kernel and other large C code bases, which lacks a built-in concept
of object-orientation, is function pointers. Learning to read this idom is key to navigating most large C
code-bases. By understanding how to read the abstractions provided within the code an understanding of
internal API designs can be built.

Example 1.1. Abstraction with function pointers
#i ncl ude <stdio. h>

/[* The APl to inplenent */
struct greet_api

{

int (*say_hello)(char *nane);
i nt (*say_goodbye) (void);
1

/[* Qur inplementation of the hello function */
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int say_hell o_fn(char *nane)
{
printf("Hello %\n", nane);
return O;

}

/* Qur inplenmentation of the goodbye function */
i nt say_goodbye_fn(voi d)

{

printf("Goodbye\n");

return O;

}

/* A struct inplementing the APl */
struct greet_api greet_api =
{
.say_hello = say_hello_fn,
. say_goodbye = say_goodbye fn

b

/* main() doesn't need to know anythi ng about how the

* say_hel | o/ goodbye works, it just knows that it does */
int main(int argc, char *argv[])

{

greet _api.say_hello(argv[1]);

greet _api.say_goodbye();

printf("%, %, Y%\n", greet_api.say_hello, say hello_fn, &say_hello_fn);

exit(0);
}

Code such as the above is the simplest example of constructs used repeatedly through the Linux Kernel
and other C programs. Lets have alook at some specific elements.

We start out with astructurethat definesthe API (st ruct gr eet _api ). Thefunctionswhose namesare
encased in parenthesis with a pointer marker describe a function poi nter®. The function pointer describes
the prototype of function it must point to; pointing it at a function without the correct return type or
parameters will generate a compiler warning at least; if left in code will likely lead to incorrect operation
or crashes.

We then have our implementation of the API. Often for more complex functionality you will see an
idiom where APl implementation functions will only be a wrapper around another function that is
conventionally prepended with one or or two underscores? (i.e.say_hell o_fn() would call another
function_say_hel | o_function()). Thishassevera uses; generaly it relatesto having smpler and
smaller parts of the APl (marshalling or checking arguments, for example) separate to more complex
implemenation, which often eases the path to significant changes in the internal workings whilst ensuring
the API remains constant. Our implementation is very simple however, and doesn't even need it's own
support functions. In various projects, single, double or even triple underscore function prefixeswill mean
different things, but universally it isavisual warning that the function is not supposed to be called directly
from "beyond" the API.

Toften you will see that the names of the parameters are omitted, and only the type of the parameter is specified. This allows the implementer to
specify their own parameter names avoiding warnings from the compiler.
2A double-underscore function __f oo may conversationally be referred to as "dunder foo".
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Second to last, wefill out the function pointersinst ruct greet _api greet api . Thenameof the
functionisapointer, therefore thereis no need to take the address of thefunction (i.e. &ay_hel | o_f n).

Finally we can call the API functions through the structure in mai n.

Y ou will see thisidiom constantly when navigating the souce code. The tiny example below istaken from
i ncl ude/ i nux/virtio. hintheLinux kernel sourceto illustrate:

Example 1.2. Abstractionini ncl ude/ | i nux/virtio. h

/**

* virtio_driver - operations for a virtio I/O driver

* @river: underlying device driver (populate nane and owner).

@d _table: the ids serviced by this driver.

@eature_table: an array of feature numbers supported by this driver.

@eature_table_size: nunber of entries in the feature table array.

@robe: the function to call when a device is found. Returns O or -errno.

@enmove: the function to call when a device is renoved.

@onfig_changed: optional function to call when the device configuration
changes; may be called in interrupt context.

* 0% %k X X X X %

/
struct virtio driver {
struct device driver driver;
const struct virtio_device_ id *id_table;
const unsigned int *feature_table;
unsigned int feature_table_size;
int (*probe)(struct virtio_device *dev);
void (*scan)(struct virtio_device *dev);
void (*renpve)(struct virtio_device *dev);
void (*config_changed)(struct virtio_device *dev);
#i f def CONFI G_PM
int (*freeze)(struct virtio_device *dev);
int (*restore)(struct virtio_device *dev);
#endi f

1

It's only necessary to vaguely understand that this structure is a description of avirtual 1/0 device. We can
seethe user of thisAPI (the device driver author) is expected to provide anumber of functions that will be
called under various conditions during system operation (when probing for new hardware, when hardware
isremoved, etc). It also contains arange of data; structures which should be filled with relevant data.

Starting with descriptorslike thisis usually the easiest way into understanding the various layers of kernel
code.

Libraries

Libraries have two roles which illustrate abstraction.
» Allow programmers to reuse commonly accessed code.
 Act as ablack box implementing functionality for the programmer.

For example, alibrary implementing access to the raw datain JPEG files has both the advantage that the
many programs who wish to access image files can all use the same library and the programmers building
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these programs do not need to worry about the exact details of the JPEG file format, but can concentrate
their efforts on what their program wants to do with the image.

The standard library of aUNIX platform isgenerically referredto asl i bc. It providesthe basic interface
to the system: fundamental callssuch asread(),wite() andpri ntf (). ThisAPI isdescribedin
its entirety by a specification called POSI X. It isfreely available online and describes the many calls that
make up the standard UNIX API.

Most UNIX platforms broadly follow the POSIX standard, though often differ small but sometimes
important ways (hence the complexity of the various GNU autotools, which often tries to abstract away
these differencesfor you). Linux has many interfacesthat are not specified by POSI X; writing applications
that use them exclusively will make your application less portable.

Libraries are afundamental abstraction with many details. Later chapterswill describe how libraries work
in much greater detail.

File Descriptors

One of the first things a UNIX programmer learns is that every running program starts with three files
already opened:

Table 1.1. Standard Files Provided by Unix

Descriptive Name File Number Description

Standard In 0 Input from the keyboard
Standard Out 1 Output to the console
Standard Error 2 Error output to the console
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Figure 1.2. Default Unix Files

Default Unix Files

Standard Input
Standard Output
Standard Error

£ =\

This raises the question what an open file represents. The value returned by an open call istermed afile
descriptor and is essentially an index into an array of open files kept by the kernel.
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Figure 1.3. Abstraction

Opening the file Devices register Device Drivers

2 associates a descriptor 1 with the kernel

with the associated device which gives them a file
int fd = open("/dev/sr0"); \ ‘

int ret =read(fd, & nput, count);

devi ce_read()

Device Layer device_write()

/ dev/input
File Descriptors
Further references /dev/tty

3 to the descriptor
0
are routed to the device —_— /dev/ sro
1

devi ce_read()

ﬁ device_write()
3 j —
\\‘
— devi ce_read()
device_wite()

File descriptors are an index into a file-descriptor table stored by the kernel. The kernel creates a file-
descriptor in response to an open call and associates the file-descriptor with some abstraction of an
underlying file-like object; be that an actual hardware device, or afile-system or something else entirely.
Consequently aprocessesr ead or wr i t e callsthat reference that file-descriptor are routed to the correct
place by the kernel to ultimately do something useful.

In short, the file-descriptor isthe gateway into the kernel's abstractions of underlying hardware. An overall
view of the abstraction for physical-devicesis shown in Figure 1.3, “Abstraction”.

Starting at the lowest level, the operating system requires aprogrammer to create adevice-driver to beable
to communicate with a hardware device. This device-driver is written to an APl provided by the kernel
justlikein Example 1.2, “Abstractionini ncl ude/ | i nux/ vi rti o. h”; thedevice-driver will provide
arange of functions which are called by the kernel in response to various requirements. In the simplified
example above, we can seethedriversprovidear ead andwr i t e function that will be called in response
to the anal ogous operations on the file-descriptor. The device-driver knows how to convert these generic
requests into specific requests or commands for a particular device.

To provide the abstraction to user-space, the kernel provides afile-interface viawhat is generically termed
adevicelayer. Physical deviceson the host are represented by afilein aspecial file-system such as/ dev.
In UNIX-like systems, so called device-nodes have what are termed a major and a minor number which
allowsthekernel to associate particular nodes with their underlying driver. These can beidentified vial s
asillustrated in Example 1.3, “Example of major and minor numbers’.

Example 1.3. Example of major and minor numbers

$1s -1 /dev/null /dev/zero /dev/tty
crwrwrw 1 root root 1, 3 Aug 26 13:12 /dev/null
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crwrwrw 1 root root 5 0 Sep 2 15:06 /dev/tty
crwrwrw 1 root root 1, 5 Aug 26 13:12 /dev/zero

This brings us to the file-descriptor, which is the handle user-space uses to talk to the underlying device.
In a broad-sense, what happens when afile isopened is that the kernel is using the path information to
map the file-descriptor with something that provides an appropriate r ead and wr i t e, etc. API. When
thisopen isfor adevice (/ dev/ sr 0 above), the major and minor number of the opened device-node
providesthe information the kernel needsto find the correct device-driver and complete the mapping. The
kernel will then know how to route further calls such as r ead to the underlying functions provided by
the device-driver.

A non-device file operates similarly, although there are more layers in-between. The abstraction here is
the mount-point; mounting a file-system has the dual purpose of setting up a mapping so the file-system
knows the underlying device that provides the storage and the kernel knows that files opened under that
mount-point should be directed to the file-system driver. Like device-drivers, file-systems are written to
aparticular generic file-system API provided by the kernel.

There are indeed many other layersthat complicate the picturein real-life. For example, the kernel will go
to great effortsto cache as much datafrom disks as possible in otherwise free-memory; this provides many
speed advantages. It will also try to organise device accessin the most efficient ways possible; for example
trying to order disk-accessto ensure data stored physically closeto each other isretrieved together, even if
the requests did not arrivein such an order. Further, many devices are of amore generic class such asUSB
or SCSI devices which provide their own abstraction layersto write too. Thus rather than writing directly
to devices, file-systems will go through these many layers. Understanding the kernel is to understand how
these many APIsinterrelate and coexist.

The Shell

The shell is the gateway to interacting with the operating system. Be it bash, zsh, csh or any of the
many other shells, they all fundamentally have only one major task — to allow you to execute programs
(you will begin to understand how the shell actually does this when we talk about some of the internals
of the operating system later).

But shells do much more than allow you to simply execute a program. They have powerful abilities to
redirect files, allow you to execute multiple programs simultaneously and script complete programs. These
all come back to the everything isafile idiom.

Redirection

Often we do not want the standard file descriptors mentioned in the section called “File Descriptors’ to
point to their default places. For example, you may wish to capture all the output of a program into afile
on disk, or, alternatively have it read its commands from afile you prepared earlier. Another useful task
might like to pass the output of one program to the input of another. With the operating system, the shell
facilitates al this and more.

Table1.2. Standard Shell Redirection Facilities

Name Command Description Example

Redirect to afile > fil enanme Take al output from|ls > fil enane
standard out and place
itintofil ename. Note
using >> will append
to the file, rather than
overwriteit.
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Name Command Description Example

Read from afile <fil ename Copy al data from thelecho < fil enane
file to the standard input
of the program

Pipe programil | |Take everything from|ls | nore
prograng standard out of
programl and pass it
to standard input of
progr ang

Implementing pi pe

The implementation of | s | nore is just another example of the power of abstraction. What
fundamentally happens here is that instead of associating the file-descriptor for the standard-output with
some sort of underlying device (such as the console, for output to the terminal), the descriptor is pointed
to an in-memory buffer provided by the kernel commonly termed a pi pe. Thetrick here is that another
process can associate its standard input with the other-side of this same buffer and effectively consume
the output of the other process. Thisisillustrated in Figure 1.4, “A pipein action”

Figure 1.4. A pipein action

o B T

Kernel

D —————

File Descriptors / pipe \ File Descriptors
read() \
——F 0

wite()

Buffer

MAX_FD EE MAX_FD

The pipe is an in-memory buffer that connects two processes together. File-descriptors point to the pipe
object, which buffersdata sent to it (viaawr i t e) to bedrained (viaar ead)

Writes to the pipe are stored by the kernel until a corresponding read from the other side drainsthe buffer.
This is a very powerful concept and is one of the fundamental forms of inter-process communication
or IPC in UNIX like operating systems. The pipe alows more than just a data transfer; it can act as a
signaling channel. If a process r eads an empty pipe, it will by default block or be put into hibernation
until thereis some data available (thisis discussed in much greater depth in Chapter 5, The Process. Thus
two processes may use a pipe to communicate that some action has been taken just by writing a byte of
data; rather than the actual data being important, the mere presence of any data in the pipe can signa a
message. Say for example one process requests that another print a file - something that will take some
time. The two processes may setup a pipe between themselves where the requesting process doesar ead
on the empty pipe; being empty that call blocks and the process does not continue. Once the print is done,
the other process can write a message into the pipe, which effectively wakes up the requesting process
and signals the work is done.
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Allowing processes to pass data between each other like this springs another common UNIX idiom of
small toolsdoing one particular thing. Chaining these small tools gives aflexibility that asingle monolithic
tool often can not.

10



Chapter 2. Binary and Number
Representation

Binary -- the basis of computing

Binary Theory

Introduction

Binary is a number system which builds numbers from elements called bits. Each bit can be represented
by any two mutually exclusive states. Generally, when we write it down or code bhits, we represent them
with 1 and 0. We aso talk about them being true and false, and the computer internally represents hits
with high and low voltages.

We build binary numbers the same way we build numbers in our traditional base 10 system. However,
instead of a one's column, a 10's column, a 100's column (and so on) we have a one's column, a two's
columns, afour's column, an eight's column, and so on, asillustrated below.

Table2.1. Binary

64 32 16 8 4 2 1

For example, to represent the number 203 in base 10, we know we placea3 inthe1' s column, a0 inthe
10' s columnand a2 inthe 100" s column. Thisis expressed with exponents in the table below.

Table2.2. 203 in base 10

10° 10 10°
2 0 3

Or, in other words, 2 x 10% + 3 x 10° = 200 + 3 = 203. To represent the same thing in binary, we would
have the following table.

Table2.3. 203 in base 2

27 26 2° 2 23 22 2! 20
1 1 0 0 1 0 1 1

That equatesto 2’ + 2° + 2°+21 + 29= 128 + 64 + 8 + 2 + 1 = 203.

Conversion

The easiest way to convert between bases is to use a computer, after all, that's what they're good at!
However, it is often useful to know how to do conversions by hand.

The easiest method to convert between bases is repeated division. To convert, repeatedly divide the
guotient by the base, until the quotient is zero, making note of the remainders at each step. Then, write

11
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the remaindersin reverse, starting at the bottom and appending to the right each time. An example should
illustrate; since we are converting to binary we use a base of 2.

Table 2.4. Convert 203 to binary

Quotient Remainder

2030+ 2= 101 1

1019+ 2= 50 1 .
B0pp+2= 25 0 1
2510+ 2= 12 1 A
1210+ 2= 6 0 1
610+ 2= 3 0 1
3p+2= 1 1 1
10+ 2= 0 1 A

Reading from the bottom and appending to the right each time gives 11001011, which we saw from the
previous example was 203.

Bits and Bytes

ASCII

To represent al the letters of the aphabet we would need at least enough different combinations to
represent all the lower case letters, the upper case letters, numbers and punctuation, plus a few extras.
Adding this up means we need probably around 80 different combinations.

If we have two bits, we can represent four possible unique combinations (00 01 10 11). If we have
three bits, we can represent 8 different combinations. As we saw above, with n bits we can represent 2"
unigue combinations.

8 bits gives us 28 = 256 unique representations, more than enough for our aphabet combinations. We
call agroup of 8 hits abyte. Guess how bit aC char variable is? One byte.

Giventhat abyte can represent any of thevalues 0 through 256, anyone could arbitrarily make up amapping
between characters and numbers. For example, a video card manufacturer could decide that the value 10
represents A, so when value 10 is sent to the video card it displays a capital ‘A" on the screen.

To avoid thishappening, the American Standard Code for Information I nterchange or ASCII wasinvented.
Thisisa7-bit code, meaning there are 2’ or 128 available codes.

The range of codes is divided up into two major parts; the non-printable and the printable. Printable
charactersarethingslike characters (upper and lower case), numbers and punctuation. Non-printable codes
are for control, and do things like make a carriage-return, ring the terminal bell or the special NULL code
which represents nothing at all.

127 unique characters is sufficient for American English, but becomes very restrictive when one wants
to represent characters common in other languages, especially Asian languages which can have many
thousands of unique characters.

To alleviate this, modern systems are moving away from ASCII to Unicode, which can use up to 4 bytes
to represent a character, giving much more room!

12
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Parity

ASCII, being only a 7-bit code, leaves one bit of the byte spare. This can be used to implement parity
which isasimple form of error checking. Consider a computer using punch-cards for input, where ahole
represents 1 and no hole represents 0. Any inadvertent covering of ahole will cause an incorrect value to
be read, causing undefined behaviour.

Parity allows a simple check of the bits of a byte to ensure they were read correctly. We can implement
either odd or even parity by using the extra bit as a parity bit.

In odd parity, if the number of 1'sin the 7 bits of information is odd, the parity bit is set, otherwise it is
not set. Even parity is the opposite; if the number of 1'sis even the parity bit is set to 1.

In thisway, the flipping of one bit will case a parity error, which can be detected.

XXX more about error correcting

16, 32 and 64 bit computers

Numbers do not fit into bytes; hopefully your bank balance in dollars will need more range than can fit
into one byte! Most modern architectures are 32 bit computers. This means they work with 4 bytes at a
time when processing and reading or writing to memory. We refer to 4 bytes as aword; this is analogous
to language where letters (bits) make up words in a sentence, except in computing every word has the
samesizel Thesizeof aCit variableis 32 bits. Newer architectures are 64 bits, which doubles the size
the processor works with (8 bytes).

Kilo, Mega and Giga Bytes

Computers deal with alot of bytes; that's what makes them so powerful!

We need away to talk about large numbers of bytes, and a natural way isto use the "International System
of Units" (Sl) prefixes as used in most other scientific areas. So for example, kilo refers to 10° or 1000
units, asin akilogram has 1000 grams.

1000 is a nice round number in base 10, but in binary it is 1111101000 which is not a particularly
"round" number. However, 1024 (or 210) is(10000000000), and happens to be quite close to the base
ten meaning of kilo (1000 as opposed to 1024).

Hence 1024 bytes became known as a kilobyte. The first mass market computer was the Commodore 64,
so named because it had 64 kilobytes of storage.

Today, kilobytes of memory would be small for awrist watch, let alone a personal computer. The next Sl
unit is"mega" for 10°. Asit happens, 22° is again closeto the Sl base 10 definition; 1048576 as opposed
to 1000000.

The units keep increasing by powers of 10; each time it diverges further from the base SI meaning.

Table 2.5. Bytes

210 Kilobyte
2% Megabyte
2% Gigabyte
2% Terrabyte
20 Petabyte

13
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260 Exabyte

Therefore a 32 bit computer can address up to four gigabytes of memory; the extra two bits can represent
four groups of 280 byt es. . A 64 bit computer can address up to 8 exabytes; you might be interested in
working out just how big a number thisis! To get afeel for how bit that number is, calculate how long it
would take to count to 254 if you incremented once per second.

Kilo, Mega and Giga Bits

Apart from the confusion related to the overloading of Sl units between binary and base 10, capacities will
often be quoted in terms of bits rather than bytes.

Generally this happens when talking about networking or storage devices; you may have noticed that your
ADSL connection is described as something like 1500 kilobits/second. The calculation issimple; multiply
by 1000 (for the kilo), divide by 8 to get bytes and then 1024 to get kilobytes (so 1500 kilobits/s=183
kilobytes per second).

The Sl standardisation body has recognised these dual uses, and has specified unique prefixes for binary
usage. Under the standard 1024 bytesisaki bi byt e, short for kilo binary byte (shortened to KiB). The
other prefixes have asimilar prefix (Mebibyte, for example). Tradition largely prevents use of theseterms,
but you may seem them in some literature.

Boolean Operations

Not

And

George Boole was a mathematician who discovered awhole area of mathematics called Boolean Algebra.
Whilst he made his discoveries in the mid 1800's, his mathematics are the fundamentals of all computer
science. Boolean algebraisawide ranging topic, we present here only the bare minimum to get you started.

Boolean operations simply take a particular input and produce a particular output following a rule. For
exampl e, the simplest boolean operation, not simply invertsthevalue of theinput operand. Other operands
usually take two inputs, and produce a single output.

The fundamental Boolean operations used in computer science are easy to remember and listed below.
We represent them below with truth tables; they simply show all possible inputs and outputs. The term
true simply reflects 1 in binary.

Usually represented by | , not simply invertsthe value, so 0 becomes 1 and 1 becomes 0

Table2.6. Truth table for not

Input Output
1 0
0 1

To remember how the and operation works think of it as"if one input and the other are true, result is true

Table2.7. Truth tablefor and

Input 1 Input 2 Output

0 0 0

14
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Input 1 Input 2 Output
1 0 0
0 1 0
1 1 1

Or

To remember how the or operation works think of it as"if one input or the other input is true, the result

istrue

Table2.8. Truth tablefor or

Input 1 Input 2 Output
0 0 0
1 0 1
0 1 1
1 1 1

Exclusive Or (xor)

Exclusive or, written as xor isa special case of or where the output is true if one, and only one, of the
inputs is true. This operation can surprisingly do many interesting tricks, but you will not see alot of it

in the kernel.

Table2.9. Truth tablefor xor

Input 1 Input 2 Output
0 0 0
1 0 1
0 1 1
1 1 0

How computers use boolean operations

Believe it or not, essentialy everything your computer does comes back to the above operations. For
example, the half adder is atype of circuit made up from boolean operations that can add bits together
(it is called a half adder because it does not handle carry bits). Put more half adders together, and you
will start to build something that can add together long binary numbers. Add some external memory, and
you have a computer.

Electronically, the boolean operations are implemented in gates made by transistors. This is why you
might have heard about transistor counts and things like Moores Law. The moretransistors, the more gates,

the more things you can add together. To create the modern computer, there are an awful lot of gates, and
an awful lot of transistors. Some of the latest Itanium processors have around 460 million transistors.

Working with binary in C

In C we have adirect interface to all of the above operations. The following table describes the operators

15
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Table 2.10. Boolean operationsin C

Operation Usagein C
not !
and &
or |
xor n

We use these operations on variables to modify the bits within the variable. Before we see examples of
this, first we must divert to describe hexadecimal notation.

Hexadecimal

Hexadecimal refers to a base 16 number system. We use this in computer science for only one reason,
it makes it easy for humans to think about binary numbers. Computers only ever dea in binary and
hexadecimal is simply a shortcut for us humans trying to work with the computer.

So why base 167 Well, the most natural choice is base 10, since we are used to thinking in base 10 from
our every day number system. But base 10 does not work well with binary -- to represent 10 different
elementsin binary, we need four bits. Four bits, however, gives us sixteen possible combinations. So we
can either take the very tricky road of trying to convert between base 10 and binary, or take the easy road
and make up a base 16 number system -- hexadecimal!

Hexadecimal uses the standard base 10 numerals, but addsA B C D E F whichreferto10 11 12
13 14 15 (n.b. we start from zero).

Traditionally, any time you see a number prefixed by Ox thiswill denote a hexadecimal number.
As mentioned, to represent 16 different patterns in binary, we would need exactly four bits. Therefore,

each hexadecimal numeral represents exactly four bits. You should consider it an exercise to learn the
following table off by heart.

Table 2.11. Hexadecimal, Binary and Decimal

Hexadecimal Binary Decimal
0000
0001
0010
0011
0100
0101
0110
0111
1000
1001
1010
1011

OO N OO0 B~ W|IN|FPL|O

N
o

WP O O N OO B W|N|FP|O

=
=
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Hexadecimal Binary Decimal
C 1100 12
D 1101 13
E 1110 14
F 1111 15

Of course there is no reason not to continue the pattern (say, assign G to the value 16), but 16 valuesis
an excellent trade off between the vagaries of human memory and the number of bits used by a computer
(occasionally you will also see base 8 used, for example for file permissions under UNIX). We simply
represent larger numbers of bitswith more numerals. For example, asixteen bit variable can be represented
by OxAB12, and to find it in binary simply take each individual numeral, convert it as per the table and
join them all together (so OxAB12 ends up asthe 16-bit binary number 1010101100010010). We can
use the reverse to convert from binary back to hexadecimal.

We can also use the same repeated division scheme to change the base of a number. For example, to find
203 in hexadecimal

Table 2.12. Convert 203 to hexadecimal

Quotient Remainder
2039+ 16 = 12 11 (OxB)
1210+ 16= 0 12 (0xC) N

Hence 203 in hexadecimal is 0x CB.

Practical Implications

Use of binary in code

Whilst binary isthe underlying language of every compuiter, it is entirely practical to program a computer
in high level languages without knowing the first thing about it. However, for the low level code we are
interested in afew fundamental binary principles are used repeatedly.

Masking and Flags

Masking

Inlow level code, it is often important to keep your structures and variables as space efficient as possible.
In some cases, this can involve effectively packing two (generally related) variables into one.

Remember each bit represents two states, so if we know avariable only has, say, 16 possible states it can
be represented by 4 bits (i.e. 2*=16 unique values). But the smallest type we can declare in C is 8 hits (a
char), so we can either waste four hits, or find some way to use those |eft over bits.

We can easily do thisby the process of masking. Remembering the rules of thelogical operations, it should
become clear how the values are extracted.

The processisillustrated in the figure below. We are interested in the lower four bits, so set our mask to
have these bits set to 1. Sincethel ogi cal and operation will only set the bit if both bits are 1, those
bits of the mask set to 0 effectively hide the bits we are not interested in.
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Flags

Figure 2.1. Masking

0 0 0 0 1 1 1 1 OxOF
& & & & & & & &
0 0 0 0 0 1 0 1 0x05

To get the top (blue) four bits, we would invert the mask. Y ou will note this gives aresult of 0x90 when
really wewant avalue of 0x09. To get thebitsinto theright positionweusether i ght shi ft operation.

Setting the bits requires the | ogi cal or operation. However, rather than using 1's as the mask, we
use 0's. You should draw a diagram similar to the above figure and work through setting bits with the
| ogi cal or operation.

Often a program will have a large number of variables that only exist as flags to some condition. For
example, a state machine is an algorithm that transitions through a number of different states but may
only bein one at atime. Say it has 8 different states; we could easily declare 8 different variables, one
for each state. But in many cases it is better to declare one 8 bit variable and assign each bit to flag flag
aparticular state.

Flags are a special case of masking, but each bit represents a particular boolean state (on or off). An n bit
variable can hold n different flags. See the code example below for atypical example of using flags -- you
will see variations on this basic code very often.

Example 2.1. Using flags

1
#i ncl ude <stdi o. h>

/1 define all 8 possible flags for an 8 bit variable
511 nane hex bi nary

#define FLAGL 0x01 // 00000001

#define FLAG 0x02 // 00000010

#define FLAG3 0x04 // 00000100

#define FLAG4 0x08 // 00001000
10 // ... and so on

#define FLAGB 0x80 // 10000000
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int main(int argc, char *argv[])

{
15 char flags = 0; //an 8 bit variable

/1 set flags with a |ogical or
fl ags flags | FLAGL; //set flag 1
fl ags flags | FLAG3; //set flag 3

20
/1 check flags with a logical and. |If the flag is set (1)
/1 then the logical and will return 1, causing the if
/1 condition to be true.
if (flags & FLAGL)
25 printf("FLAGL set!\n");

/] this of course will be untrue.
if (flags & FLAGB)
printf("FLAGE set!\n");

30
/1 check multiple flags by using a | ogical or
/1 this will pass as FLAGL is set
if (flags & (FLAGL| FLAG4))
printf("FLAGL or FLAG4 set!\n");
35
return O;
}

Types and Number Representation
C Standards

Although adlight divergence, it isimportant to understand a hit of history about the C language.

Cisthelingua franca of the systems programming world. Every operating system and its associated system
libraries in common use is written in C, and every system provides a C compiler. To stop the language
diverging across each of these systemswhere each would be sure to make numerousincompatible changes,
astrict standard has been written for the language.

Officialy this standard is known as ISO/IEC 9899:1999(E), but is more commonly referred to by its
shortened name C99. The standard is maintained by the International Standards Organisation (1SO) and
the full standard is available for purchase online. Older standards versions such as C89 (the predecessor
to C99 released in 1989) and ANSI C are no longer in common usage and are encompassed within the
latest standard. The standard documentation is very technical, and details most every part of the language.
For exampleit explains the syntax (in Backus Naur form), standard #def i ne values and how operations
should behave.

It isalso important to note what the C standards does not define. Most importantly the standard needsto be
appropriate for every architecture, both present and future. Consequently it takes care not to define areas
that are architecture dependent. The "glue" between the C standard and the underlying architecture is the
Application Binary Interface (or ABI) which wediscuss below. In several placesthe standard will mention
that a particular operation or construct has an unspecified or implementation dependent result. Obviously
the programmer can not depend on these outcomes if they are to write portable code.
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GNU C

The GNU C Compiler, morecommonly referred to asgcc, almost completely implementsthe C99 standard.
However it also implements a range of extensions to the standard which programmers will often use to
gain extra functionality, at the expense of portability to another compiler. These extensions are usually
related to very low level code and are much more common in the system programming field; the most
common extension being used in this area being inline assembly code. Programmers should read the gcc
documentation and understand when they may be using features that diverge from the standard.

gcc can be directed to adhere strictly to the standard (the - st d=c 99 flag for example) and warn or create
an error when certain things are done that are not in the standard. Thisis obviously appropriate if you need
to ensure that you can move your code easily to another compiler.

Types

Asprogrammers, we are familiar with using variablesto represent an area of memory to hold avalue. Ina
typed language, such as C, every variable must be declared with atype. The type tells the compiler about
what we expect to store in a variable; the compiler can then both allocate sufficient space for this usage
and check that the programmer does not violate the rules of the type. In the example below, we see an
example of the space allocated for some common types of variables.
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Figure 2.2. Types

1 byte
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char ¢ b[o] | *b
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6 bytes
|
o]
\0

System Memory

The C99 standard purposely only mentions the smallest possible size of each of the types defined for C.
This is because across different processor architectures and operating systems the best size for types can
be wildly different.

To be completely safe programmers need to never assume the size of any of their variables, however a
functioning system obviously needs agreements on what sizes types are going to be used in the system.
Each architecture and operating system conforms to an Application Binary Interface or ABI. The ABI for
asystem fillsin the details between the C standard and the requirements of the underlying hardware and
operating system. An ABI iswritten for a specific processor and operating system combination.
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64 bit

Table 2.13. Standard Integer Typesand Sizes

Type C99 minimum size (bits) Common size (32 bit
ar chitecture)

char 8 8

short 16 16

i nt 16 32

| ong 32 32

I ong | ong 64 64

Pointers Implementation dependent 32

Above we can seethe only divergence from the standard isthat i nt iscommonly a 32 hit quantity, which
is twice the strict minimum 16 bit size that the C99 requires.

Pointers are really just an address (i.e. their value is an address and thus "points' somewhere else in
memory) therefore a pointer needs to be sufficient in size to be able to address any memory in the system.

One area that causes confusion is the introduction of 64 bit computing. This means that the processor
can handle addresses 64 bhits in length (specifically the registers are 64 bits wide; a topic we discuss in
Chapter 3, Computer Architecture).

This firstly means that all pointers are required to be a 64 bits wide so they can represent any possible
addressin the system. However, system implementors must then make decisions about the size of the other
types. Two common models are widely used, as shown below.

Table 2.14. Standard Scalar Typesand Sizes

Type C99 minimum sizelCommon size(LP64) |Common size
(bits) (Windows)

char 8 8 8

short 16 16 16

i nt 16 32 32

| ong 32 64 32

I ong | ong 64 64 64

Pointers Implementation 64 64
dependent

You can seethat in the LP64 (long-pointer 64) model | ong values are defined to be 64 bitswide. Thisis
different to the 32 bit model we showed previously. The LP64 model iswidely used on UNIX systems.

In the other model, | ong remains a 32 hit value. This maintains maximum compatibility with 32 code.
Thismodel isin use with 64 bit Windows.

There are good reasons why the size of i nt was not increased to 64 bits in either model. Consider that
if thesize of i nt isincreased to 64 bits you leave programmers no way to obtain a 32 bit variable. The
only possibly isredefining shor t s to be alarger 32 bit type.

A 64 bit variable is so large that it is not generally required to represent many variables. For example,
loops very rarely repeat more timesthan would fitin a32 bit variable (4294967296 times!). Imagesusually
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are usually represented with 8 hits for each of ared, green and blue value and an extra 8 hits for extra
(alpha channel) information; atotal of 32 bits. Consequently for many cases, using a 64 bit variable will
be wasting at least the top 32 bits (if not more). Not only this, but the size of an integer array has now
doubled too. This means programs take up more system memory (and thus more cache; discussed in detail
in Chapter 3, Computer Architecture) for no real improvement. For the same reason Windows elected
to keep their long values as 32 hits; since much of the Windows APl was originally written to use long
variables on a 32 bit system and hence does not require the extra bits this saves considerable wasted space
in the system without having to re-write all the API.

If we consider the proposed alternative where shor t was redefined to be a 32 bit variable; programmers
working on a 64 bit system could use it for variables they know are bounded to smaller values. However,
when moving back to a 32 bit system their sasme shor t variable would now be only 16 bitslong, avaue
which is much more realistically overflowed (65536).

By making a programmer request larger variables when they know they will be needed strikes a balance
with respect to portability concerns and wasting space in binaries.

Type qualifiers

The C standard also talks about some qualifiers for variable types. For example const means that a
variable will never be modified from its original value and vol at i | e suggests to the compiler that this
value might change outside program execution flow so the compiler must be careful not to re-order access
toitin any way.

si gned and unsi gned are probably the two most important qualifiers; and they say if a variable can
take on a negative value or not. We examine thisin more detail below.

Qualifiers are all intended to pass extra information about how the variable will be used to the compiler.
Thismeanstwo things; the compiler can check if you are violating your ownrules(e.g. writingtoaconst
value) and it can make optimisations based upon the extra knowledge (examined in later chapters).

Standard Types

C99 redlises that al these rules, sizes and portability concerns can become very confusing very quickly.
To help, it provides aseries of special typeswhich can specify the exact properties of avariable. These are
definedin<st di nt . h> and havetheform qt ypes_t whereq isaqudlifier, t ype isthe basetype, s
isthewidth in bitsand _t isan extension so you know you are using the C99 defined types.

So for example ui nt 8_t isan unsigned integer exactly 8 bits wide. Many other types are defined; the
complete list is detailed in C99 17.8 or (more cryptically) in the header file. *

It is up to the system implementing the C99 standard to provide these types for you by mapping them to
appropriate sized types on the target system; on Linux these headers are provided by the system libraries.

Types in action

Below we see an example of how types place restrictions on what operations are valid for avariable, and
how the compiler can use thisinformation to warn when variables are used in an incorrect fashion. In this
code, wefirstly assign aninteger valueinto achar variable. Sincethechar variableissmaller, weloose
the correct value of the integer. Further down, we attempt to assign a pointer to achar to memory we
designated asani nt eger . Thisoperation can be done; but it is not safe. The first exampleisrun on a32-

INotethat C99 also has portability helpersfor pri nt f . The PRI macrosin<i nt t ypes. h> can be used as specifiersfor types of specified sizes.
Again see the standard or pull apart the headers for full information.
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bit Pentium machine, and the correct valueisreturned. However, as shown in the second exampl e, on a64-
bit Itanium machine apointer is 64 hits (8 bytes) long, but an integer isonly 4 byteslong. Clearly, 8 bytes
can not fit into 4! We can attempt to "fool" the compiler by casting the value before assigning it; notethat in
this case we have shot ourselves in the foot by doing this cast and ignoring the compiler warning since the
smaller variable can not hold all the information from the pointer and we end up with an invalid address.

Example 2.2. Example of war nings when types are not matched

1

10

15

20

25

30

35

40

$ cat types.c
#i ncl ude <stdi o. h>
#i ncl ude <stdint. h>

i nt mai n(voi d)

{
char *c;
int i;
i = c;
i = (int)c;
return O;

}

$ uname -m

i 686

$ gcc -vall -o types types.c
types.c: In function 'main':
types.c:19: warning: assignnent nakes integer from pointer w thout a cast

$ ./types

i is 52

p is 0x80484e8
p is 0x80484e8

$ uname -m
i a64

$ gcc -vall -0 types types.c

types.c: In function 'main':

types.c:19: warning: assignnent nakes integer from pointer w thout a cast
types.c:21: warning: cast frompointer to integer of different size
types.c:22: warning: cast to pointer frominteger of different size

$ ./types

i is 52

p i s 0x40000000000009e0
p is 0x9e0
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Number Representation

Negative Values

With our modern base 10 numeral system we indicate a negative number by placing a minus (- ) signin
front of it. When using binary we need to use a different system to indicate negative numbers.

Thereis only one schemein common use on modern hardware, but C99 defines three acceptable methods
for negative value representation.

Sign Bit

The most straight forward method is to simply say that one bit of the number indicates either a negative
or positive value depending on it being set or not.

This is analogous to mathematical approach of having a+ and - . Thisisfairly logical, and some of the
original computers did represent negative numbersin thisway. But using binary numbers opens up some
other possihilities which make the life of hardware designers easier.

However, notice that the value 0 now has two equivalent values, one with the sign bit set and one without.
Sometimes these values are referred to as+0 and - O respectively.

One's Complement

One's complement simply applies the not operation to the positive number to represent the negative
number. So, for example the value -90 (-0x5A) isrepresented by ~01011010 = 101001012

With this scheme the biggest advantage is that to add a negative number to a positive number no special
logicisrequired, except that any additional carry left over must be added back to the final value. Consider

Table 2.15. One's Complement Addition

Decimal Binary Op

-90 10100101 +

100 01100100

10 100001001 9
00001010 10

If you add the hits one by one, you find you end up with a carry hit at the end (highlighted above). By
adding this back to the original we end up with the correct value, 10

Again we gtill have the problem with two zeros being represented. Again no modern computer uses one's
complement, mostly because there is a better scheme.

Two's Complement

Two's complement is just like one's complement, except the negative representation has one added to
it and we discard any left over carry bit. So to continue with the example from before, - 90 would be
~01011010+1=10100101+1 = 10100110.

’The ~ operator is the C language operator to apply NOT to the value. It is also occasionally called the one's complement operator, for obvious
reasons now!
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This means there is a dlightly odd symmetry in the numbers that can be represented; for example with
an 8 bit integer we have 278 = 256 possible values; with our sign bit representation we could
represent -127 thru 127 but with two's complement we can represent -127 thru 128. This is because
we have removed the problem of having two zeros; consider that "negative zero" is (~00000000
+1)=(11111111+1) =00000000 (note discarded carry bit).

Table 2.16. Two's Complement Addition

Decimal Binary Op
-90 10100110 +
100 01100100

10 00001010

You can see that by implementing two's complement hardware designers need only provide logic for
addition circuits; subtraction can be done by two's complement negating the value to be subtracted and
then adding the new value.

Similarly you could implement multiplication with repeated addition and division with repeated
subtraction. Conseguently two's complement can reduce al simple mathematical operations down to
addition!

All modern computers use two's complement representation.
Sign-extension

Becuase of two's complement format, when increasing the size of signed value, it is important that the
additional bits be sign-extended; that is, copied from the top-bit of the existing value.

For example, the value of an 32-bit i nt - 10 would be represented in two's complement binary as
111121112121211211212112112111110110. If one were to cast thisto a64-bit|1 ong | ong i nt,
we would need to ensure that the additional 32-bitswere set to 1 to maintain the same sign asthe original.

Thanks to two's complement, it is sufficient to take the top bit of the exiting value and replace all the
added bits with this value. This processes is referred to as sign-extension and is usually handled by the
compiler in situations as defined by the language standard, with the processor generally providing special
instructions to take a value an sign-extended it to some larger value.

Floating Point

So far we have only discussed integer or whole numbers; the class of numbers that can represent decimal
valuesis called floating point.

To create adecimal number, we require some way to represent the concept of the decimal placein binary.
The most common scheme for thisis known as the | EEE-754 floating point standard because the standard
ispublished by the Institute of Electric and Electronics Engineers. The schemeisconceptually quitesimple
and is somewhat analogous to "scientific notation".

In scientific notation the value 123. 45 might commonly be represented as 1. 2345x102. We call
1. 2345 the mantissa or significand, 10 istheradix and 2 isthe exponent.

Inthel EEE floating point model, we break up the available bitsto represent the sign, manti ssaand exponent
of adecimal number. A decimal number isrepresented by si gn x si gni fi cand x 2nexponent

The sign hit equates to either 1 or - 1. Since we are working in binary, we always have the implied radix
of 2.
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There are differing widths for a floating point value -- we examine below at only a 32 bit value. More
bits allows greater precision.

Table2.17. |IEEE Floating Point

Significand/M antissa
MMMMMMMMMMMMMMMM

Sign Exponent
S EEEEEEEE

The other important factor is bias of the exponent. The exponent needsto be ableto represent both positive
and negative values, thus an implied value of 127 is subtracted from the exponent. For example, an
exponent of 0 has an exponent field of 127, 128 would represent 1 and 126 would represent - 1.

Each bit of the significand addsalittle more precision to the valueswe can represent. Consider the scientific
notation representation of the value 198765. We could writethisas 1. 98765x10°, which corresponds
to arepresentation below

Table 2.18. Scientific Notation for 1.98765x10"6

10°

101

10

103

104

10°

1

9

8

7

6

5

Each additional digit allows a greater range of decimal values we can represent. In base 10, each digit
after the decimal place increases the precision of our number by 10 times. For example, we can represent
0. 0 through 0. 9 (10 values) with one digit of decimal place, 0. 00 through 0. 99 (100 values) with two
digits, and so on. In binary, rather than each additional digit giving us 10 times the precision, we only get
two times the precision, as illustrated in the table below. This means that our binary representation does
not always map in a straight-forward manner to a decimal representation.

Table 2.19. Significandsin binary

20 2t 22 23 24 25
1/2 14 1/8 1/16 1/32
05 0.25 0.125 0.625 0.03125

With only one bit of precision, our fractional precision is not very big; we can only say that the fraction
is either 0 or 0. 5. If we add another bit of precision, we can now say that the decimal value is
one of either 0, 0. 25, 0. 5, 0. 75. With another bit of precision we can now represent the values
0, 0. 125, 0. 25, 0. 375, 0. 5,0. 625, 0. 75, 0. 875.

Increasing the number of bits therefore allows us greater and greater precision. However, since the range
of possible numbersisinfinite we will never have enough bits to represent any possible value.

For example, if we only have two bits of precision and need to represent the value 0. 3 we can only say
thatitisclosestto 0. 25; obviously thisisinsufficient for most any application. With 22 bits of significand
we have amuch finer resolution, but it isstill not enough for most applications. A doubl e valueincreases
the number of significand bits to 52 (it also increases the range of exponent values too). Some hardware
has an 84-hit float, with a full 64 bits of significand. 64 bits alows a tremendous precision and should
be suitable for all but the most demanding of applications (XXX isthis sufficient to represent alength to
less than the size of an atom?)

Example 2.3. Floats ver sus Doubles

1
$ cat float.c
#i ncl ude <stdi o. h>
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5 int main(void)

{
float a = 0. 45;
float b = 8.0;
10 doubl e ad = 0. 45;
doubl e bd = 8.0;
printf("float+float, 6dp % \n", atb);
printf("doubl e+tdouble, 6dp : %\n", ad+bd);
15 printf("float+float, 20dp © 940. 20f\ n", atb);
printf("dobul e+tdoubl e, 20dp : %0.20f\n", ad+bd);
return O;
}
20
$ gcc -o float float.c
$ ./float
fl oat +f | oat, 6dp . 8.450000
25 doubl e+doubl e, 6dp : 8.450000
fl oat +f 1 oat, 20dp : 8.44999998807907104492

dobul e+doubl e, 20dp : 8.44999999999999928946

$ python
30 Python 2.4.4 (#2, Cct 20 2006, 00:23:25)
[GCC 4.1.2 20061015 (prerelease) (Debian 4.1.1-16.1)] on |inux2
Type "hel p*, "copyright”, "credits" or "license" for nore information
>>> 8.0 + 0.45
8. 4499999999999993
35

A practical exampleisillustrated above. Notice that for the default 6 decimal places of precision given by
print f both answers are the same, since they are rounded up correctly. However, when asked to give
theresultsto alarger precision, in this case 20 decimal places, we can see the results start to diverge. The
code using doubl es has a more accurate result, but it is still not exactly correct. We can also see that
programmers not explicitly dealing with f | oat values still have problems with precision of variables!

Normalised Values

In scientific notation, we can represent a value in many different ways. For example, 10023x 1070 =
1002. 3x10* = 100. 23x102. We thus define the normalised version as the one where 1/ r adi x
<= significand < 1.Inbinary thisensures that the leftmost bit of the significand is always one.
Knowing this, we can gain an extra bit of precision by having the standard say that the leftmost bit being
oneisimplied.

Table 2.20. Example of normalising 0.375

2 . 2t 22 23 24 2° Exponent | Calculation
0 . 0 1 1 0 0 2n0 (0.25+0.125)
x1=0.375
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2 . 2t 22 23 24 2° Exponent | Calculation
ot (0.5+0.25)x.5=0.375
0 0 0 on? (1+0.5)x0.25=0.375

As you can see above, we can make the value normalised by moving the bits upwards as long as we
compensate by increasing the exponent.

Normalisation Tricks

A common problem programmers face is finding the first set bit in abitfield. Consider the bitfield 0100;
from the right the first set bit would be bit 2 (starting from zero, asis conventional).

The standard way to find this value is to shift right, check if the uppermost bitisa 1 and either terminate
or repeat. Thisisaslow process; if the bitfield is 64 bits long and only the very last bit is set, you must
go through all the preceeding 63 bits!

However, if this bitfield value were the signficand of afloating point number and we were to normalise
it, the value of the exponent would tell us how many times it was shifted. The process of normalising
anumber is generally built into the floating point hardware unit on the processor, so operates very fast;
usually much faster than the repeated shift and check operations.

The example program below illustrates two methods of finding the first set bit on an Itanium processor.
The Itanium, like most server processors, has support for an 80-bit extended floating point type, with a
64-bit significand. Thismeansaunsi gned | ong nestly fitsinto the significand of al ong doubl e.
When the value is loaded it is normalised, and and thus by reading the exponent value (minus the 16 bit
bias) we can see how far it was shifted.

Example 2.4. Program to find first set bit

1
#i ncl ude <stdi o. h>
i nt mai n(voi d)
5 {
/1 in binary = 1000 0000 0000 0000
/1 bit num 5432 1098 7654 3210
int i = 0x8000;

int count = O;
10 while ( !'(i & Ox1) ) {

count ++;

=i > 1;

}

printf("First non-zero (slow) is %\ n", count);
15

/1 this value is normalised when it is | oaded

| ong double d = 0x8000UL;

| ong exp;

20 // ltanium "get floating point exponent"” instruction
asm ("getf.exp YO=94" : "=r"(exp) : "f"(d));

/1 note exponent include bias
printf("The first non-zero (fast) is %\ n", exp - 65535);
25
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Bringing it together

In the example code below we extract the components of a floating point number and print out the value
it represents. This will only work for a 32 bit floating point value in the IEEE format; however thisis
common for most architectures with thef | oat type.

Example 2.5. Examining Floats

1
#i ncl ude <stdi o. h>
#i ncl ude <string. h>
#i ncl ude <stdlib. h>

/* return 2°n */
int two_to_pos(int n)
{
if (n==0)
10 return 1;
return 2 * two_to_pos(n - 1);

}
doubl e two_to_neg(int n)
15 {
if (n==0)
return 1,
return 1.0 / (two_to_pos(abs(n)));
}
20
double two_to(int n)
{
if (n>=0)

return two_to_pos(n);
25 if (n <0

return two_to_neg(n);

return O;

}

30 /* Go through sonme nenory "ni' which is the 24 bit significand of a
floating point nunber. W work "backwards" fromthe bits
furthest on the right, for no particular reason. */

double calc_float(int m int bit)

{
35 /* 23 bits; this term nates recursion */
if (bit > 23)
return O;

/[* if the bit is set, it represents the value 1/2"bit */
40 if ((m>> bit) & 1)
return 1.0L/two_to(23 - bit) + calc_float(m bit + 1);
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/* otherwise go to the next bit */
return calc_float(m bit + 1);

}

int main(int argc, char *argv[])

{
float f;

int mi,sign,exponent, significand;

if (argc !'= 2)

{
printf("usage: float 123.456\n");
exit(1l);
}
if (sscanf(argv[1l], "9%", &) != 1)
{
printf("invalid i nput\n");
exit(1l);
}

/* W need to "fool" the compiler, as if we start to use casts
(e.g. (int)f) it will actually do a conversion for us. W
want access to the raw bits, so we just copy it into a sane
sized variable. */

mencpy(&m &, 4);

/[* The sign bit is the first bit */
sign = (m>> 31) & Ox1;

/* Exponent is 8 bits following the sign bit */
exponent = ((m>> 23) & OxFF) - 127;

/* Significand fills out the float, the first bit is inplied
to be 1, hence the 24 bit OR val ue below. */
significand = (m & Ox7FFFFF) | 0x800000;

/* print out a power representation */
printf("% =9% * (", f, sign ? -1 : 1);

for(i =23 ; i >=0; i--)
{
if ((significand >> i) & 1)
printf("9%sl/2"%", (i ==23) ?2"" : " + ",
23-1);

printf(") * 2"%l\n", exponent);

/* print out a fractional representation */
printf("% =9% * (", f, sign ? -1 : 1);
for(i =23 ;1 >0, i--)

if ((significand >> i) & 1)
printf("%1/ %", (i ==23) 2 """ : " + ",
(int)two_to(23-i));
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}
printf(") * 2"%l\n", exponent);

100 /* convert this into decimal and print it out */
printf("% = 9% * %12g * %\n",
fl
(sign ? -1 : 1),
cal c_fl oat (significand, 0),
105 two_t o( exponent));

/[* do the math this time */
printf("% = % 12g\n",
110 (sign ? -1 : 1) *
cal c_float(significand, 0) *
two_t o( exponent)

)

115 return O;
}

Sample output of the value 8. 45, which we previously examined, is shown below.

Example 2.6. Analysisof 8. 45

$ ./float 8.45

8.450000 = 1 * (1/2~0 + 1/275 + 1/276 + 1/2~7 + 1/2710 + 1/2711 + 1/2~14 + 1/ 2715
8.450000 = 1 * (1/1 + 1/32 + 1/64 + 1/128 + 1/1024 + 1/2048 + 1/16384 + 1/32768 +
8.450000 = 1 * 1.05624997616 * 8. 000000

8. 450000 = 8.44999980927

From this example, we get some idea of how the inaccuracies creep into our floating point numbers.
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Chapter 3. Computer Architecture
The CPU

Figure3.1. The CPU

MEMORY

0x090 | 0

0x100 | 10

0x110| 110

0x120 |0

INSTRUCTIONS

REGISTERS

R1=100

R2=LOAD 0x100

R3=ADD R1,R2

STORE 0x110=R3

The CPU performs instructions on values held in registers. This example shows firstly setting the value
of R1to 100, loading the value from memory location 0x100 into R2, adding the two values together and
placing the result in R3 and finally storing the new value (110) to R4 (for further use).

To greatly ssimplify, acomputer consists of acentral processing unit (CPU) attached to memory. Thefigure
above illustrates the general principle behind all computer operations.

The CPU executes instructions read from memory. There are two categories of instructions
1. Those that load values from memory into registers and store values from registers to memory.

2. Thosethat operate on values stored in registers. For example adding, subtracting multiplying or dividing
the values in two registers, performing bitwise operations (and, or, xor, etc) or performing other
mathematical operations (square root, sin, cos, tan, etc).

So in the example we are simply adding 100 to a value stored in memory, and storing this new result back
into memory.

Branching

Apart from loading or storing, the other important operation of a CPU is branching. Internally, the CPU
keeps a record of the next instruction to be executed in the instruction pointer. Usually, the instruction
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pointer is incremented to point to the next instruction sequentially; the branch instruction will usually
check if aspecific register iszero or if aflagisset and, if so, will modify the pointer to a different address.
Thusthe next instruction to execute will be from adifferent part of program; thisis how loops and decision
statements work.

For example, astatement likei f ( x==0) might be implemented by finding the or of two registers, one

holding x and the other zero; if the result is zero the comparison is true (i.e. al hits of x were zero) and
the body of the statement should be taken, otherwise branch past the body code.

Cycles

Weareall familiar with the speed of the computer, givenin Megahertz or Gigahertz (millions or thousands
of millions cycles per second). This is called the clock speed since it is the speed that an internal clock
within the computer pulses.

The pulses are used within the processor to keep it internally synchronised. On each tick or pulse another
operation can be started; think of the clock like the person beating the drum to keep the rower's oarsin sync.

Fetch, Decode, Execute, Store

Executing a single instruction consists of a particular cycle of events; fetching, decoding, executing and
storing.

For example, to do the add instruction above the CPU must

1. Fetch : get the instruction from memory into the processor.

2. Decode : internally decode what it has to do (in this case add).

3. Execute : take the values from the registers, actually add them together

4. Store: store the result back into another register. Y ou might also see the term retiring the instruction.

Looking inside a CPU

Internally the CPU has many different sub componentsthat perform each of the above steps, and generally
they can al happen independently of each other. Thisis analogous to a physical production line, where
there are many stations where each step has a particular task to perform. Once done it can pass the results
to the next station and take a new input to work on.
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Figure 3.2. Insidethe CPU
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The CPU is made up of many different sub-components, each doing a dedicated task.

Figure 3.2, “Inside the CPU” shows a very simple block diagram illustrating some of the main parts of
amodern CPU.

Y ou can see the instructions come in and are decoded by the processor. The CPU has two main types of
registers, those for integer calculations and those for floating point calculations. Floating point is a way
of representing numbers with adecimal place in binary form, and is handled differently within the CPU.
MMX (multimedia extension) and SSE (Streaming Single Instruction Multiple Data) or Altivec registers
are similar to floating point registers.

A register file isthe collective name for the registersinside the CPU. Below that we have the parts of the
CPU which really do all the work.

We said that processors are either loading or storing avalueinto aregister or from aregister into memory,
or doing some operation on valuesin registers.

The Arithmetic Logic Unit (ALU) isthe heart of the CPU operation. It takesvaluesin registersand performs
any of the multitude of operationsthe CPU iscapable of. All modern processors have anumber of ALUS S0
each can be working independently. Infact, processors such as the Pentium have both fast and slow AL Us;
the fast ones are smaller (so you can fit more on the CPU) but can do only the most common operations,
slow ALUs can do al operations but are bigger.

The Address Generation Unit (AGU) handles talking to cache and main memory to get values into the
registers for the ALU to operate on and get values out of registers back into main memory.

Floating point registers have the same concepts, but use dlightly different terminology for their
components.
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Pipelining

As we can see above, whilst the ALU is adding registers together is completely separate to the AGU
writing values back to memory, so thereis no reason why the CPU can not be doing both at once. We also
have multiple ALUs in the system, each which can be working on separate instructions. Finally the CPU
could be doing some floating point operations with its floating point logic whilst integer instructionsarein
flight too. Thisprocessis called pipelini ngl, and aprocessor that can do thisisreferred to as a superscalar
architecture. All modern processors are superscalar.

Another analogy might be to think of the pipeline like a hose that is being filled with marbles, except our
marbles are instructions for the CPU. Ideally you will be putting your marbles in one end, one after the
other (one per clock pulse), filling up the pipe. Once full, for each marble (instruction) you push in all the
others will move to the next position and one will fall out the end (the result).

Branch instruction play havoc with this model however, since they may or may not cause execution to
start from a different place. If you are pipelining, you will have to basically guess which way the branch
will go, so you know which instructions to bring into the pipeline. If the CPU has predicted correctly,
everything goes finel? Conversely, if the processor has predicted incorrectly it has wasted a lot of time
and hasto clear the pipeline and start again.

This process is usually referred to as a pipeline flush and is analogous to having to stop and empty out
all your marbles from your hose!

Branch Prediction

pipeline flush, predict taken, predict not taken, branch delay slots
Reordering

Thisbit iscrap

Infact, if the CPU isthe hosg, it isfree to reorder the marbles within the hose, aslong as they pop out the
end in the same order you put them in. We call this program order since thisisthe order that instructions
are given in the computer program.

Figure 3.3. Reorder buffer example

1: r3 =r1 *r2
2. r4 =r2 +r3
3. r7 =r5*r6
4: r8 =rl +r7

Consider an instruction stream such as that shown in Figure 3.3, “Reorder buffer example’ Instruction
2 needs to wait for instruction 1 to complete fully before it can start. This means that the pipeline has
to stall as it waits for the value to be calculated. Similarly instructions 3 and 4 have a dependency on
r7. However, instructions 2 and 3 have no dependency on each other at al; this means they operate on
completely separate registers. If we swap instructions 2 and 3 we can get a much better ordering for the

Ynfact, any modern processor has many more than four stages it can pipeline, above we have only shown avery smplified view. The more stages
that can be executed at the same time, the deeper the pipeline.

2Processors such as the Pentium use a trace cache to keep atrack of which way branches are going. Much of the time it can predict which way a
branch will go by remembering its previous result. For example, in aloop that happens 100 times, if you remember the last result of the branch you
will beright 99 times, since only the last time will you actually continue with the program.
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pipeline since the processor can be doing useful work rather than waiting for the pipeline to complete to
get the result of a previous instruction.

However, when writing very low level code some instructions may require some security about how
operations are ordered. We call this requirement memory semantics. If you require acquire semantics
this means that for this instruction you must ensure that the results of all previous instructions have been
completed. If you require release semantics you are saying that all instructions after this one must see the
current result. Another even stricter semantic is a memory barrier or memory fence which requires that
operations have been committed to memory before continuing.

On some architectures these semantics are guaranteed for you by the processor, whilst on others you must
specify them explicitly. Most programmers do not need to worry directly about them, although you may
see the terms.

CISC v RISC

A common way to divide computer architectures is into Complex Instruction Set Computer (CISC) and
Reduced Instruction Set Computer (RISC).

Note in the first example, we have explicitly loaded values into registers, performed an addition and
stored the result value held in another register back to memory. Thisis an example of a RISC approach to
computing -- only performing operations on values in registers and explicitly loading and storing values
to and from memory.

A CISC approach may only a single instruction taking values from memory, performing the addition
internally and writing the result back. This means the instruction may take many cycles, but ultimately
both approaches achieve the same goal.

All modern architectures would be considered RISC architectures®.
There are anumber of reasons for this

* Whilst RISC makes assembly programming becomes more complex, since virtually all programmers
use high level languages and leave the hard work of producing assembly code to the compiler, so the
other advantages outweigh this disadvantage.

» Becausetheinstructionsin aRISC processor are much more simple, there is more space inside the chip
for registers. As we know from the memory hierarchy, registers are the fastest type of memory and
ultimately al instructions must be performed on values held in registers, so all other things being equal
more registers leads to higher performance.

» Since al instructions execute in the same time, pipelining is possible. We know pipelining requires
streams of instructions being constantly fed into the processor, so if some instructions take a very long
time and others do not, the pipeline becomes far to complex to be effective.

EPIC

The Itanium processor, which is used in many example through this book, is an example of a modified
architecture called Explicitly Parallel Instruction Computing.

We have discussed how superscaler processors have pipelines that have many instructionsin flight at the
same time in different parts of the processor. Obviously for this to work as well as possible instructions
should be given the processor in an order that can make best use of the available elements of the CPU.

SEven the most common architecture, the Intel Pentium, whilst having an instruction set that is categorised as CISC, internally breaks down
instructions to RISC style sub-instructions inside the chip before executing.
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Traditionally organising theincoming instruction stream has been the job of the hardware. Instructionsare
issued by the program in a sequential manner; the processor must look ahead and try to make decisions
about how to organise the incoming instructions.

The theory behind EPIC isthat there is more information available at higher levels which can make these
decisions better than the processor. Analysing a stream of assembly language instructions, as current
processors do, looses alot of information that the programmer may have provided in the original source
code. Think of it as the difference between studying a Shakespeare play and reading the Cliff's Notes
version of the same. Both give you the same result, but the original has all sorts of extrainformation that
sets the scene and gives you insight into the characters.

Thus the logic of ordering instructions can be moved from the processor to the compiler. This means

that compiler writers need to be smarter to try and find the best ordering of code for the processor. The
processor is also significantly simplified, since alot of its work has been moved to the compiler.4

Memory

Memory Hierarchy

The CPU canonly directly fetchinstructions and datafrom cache memory, located directly on the processor
chip. Cache memory must be loaded in from the main system memory (the Random Access Memory, or
RAM). RAM however, only retains it's contents when the power is on, so needs to be stored on more
permanent storage.

We call these layers of memory the memory hierarchy

Table 3.1. Memory Hierarchy

Speed Memory Description

Fastest Cache Cache memory ismemory actually
embedded inside the CPU. Cache
memory is very fast, typically
taking only once cycle to access,
but since it is embedded directly
into the CPU there is a limit to
how big it can be. In fact, there
are several sub-levels of cache
memory (termed L1, L2, L3) all
with slightly increasing speeds.

RAM All instructions and storage
addresses for the processor must
come from RAM. Although RAM
is very fast, there is ill some
significant time taken for the CPU
to accessit (thisistermed latency).

4Another term often used around EPIC is Very Long Instruction World (VLIW), which is where each instruction to the processor is extended to
tell the processor about where it should execute the instruction in it'sinternal units. The problem with this approach isthat code is then completely
dependent on themodel of processor ishasbeen compiled for. Companiesare always making revisionsto hardware, and making customersrecompile
their application every single time, and maintain arange of different binaries wasimpractical .

EPIC solves this in the usual computer science manner by adding a layer of abstraction. Rather than explicitly specifying the exact part of the
processor the instructions should execute on, EPIC creates a simplified view with afew core units like memory, integer and floating point.
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Speed Memory Description

RAM is stored in separate,
dedicated chips attached to the
motherboard, meaning it is much
larger than cache memory.

Slowest Disk We are all familiar with software
arriving on a floppy disk or
CDROM, and saving our files to
the hard disk. We are also familiar
with the long time a program can
take to load from the hard disk
-- having physica mechanisms
such as spinning disks and moving
heads means disks are the slowest
form of storage. But they are also
by far the largest form of storage.

The important point to know about the memory hierarchy is the trade offs between speed an size -- the
faster the memory the smaller it is. Of course, if you can find a way to change this equation, you'll end
up abillionaire!

The reason caches are effective is becuase computer code generally exhibits two forms of locality
1. Spatial locality suggests that data within blocksis likely to be accessed together.
2. Temporal locality suggests that data that was used recently will likely be used again shortly.

This means that benefits are gained by implementing as much quickly accessible memory (temporal)
storing small blocks of relevant information (spatial) as practically possible.

Cache in depth

Cacheis one of the most important elements of the CPU architecture. To write efficient code developers
need to have an understanding of how the cache in their systems works.

The cache is a very fast copy of the lower main system memory. Cache is much smaller than main
memories becauseit isincluded inside the processor chip alongside the registers and processor logic. This
isprime real estate in computing terms, and there are both economic and physical limitsto it's maximum
size. As manufacturers find more and more ways to cram more and more transistors onto a chip cache
sizes grow considerably, but even the largest caches are tens of megabytes, rather than the gigabytes of
main memory or terrabytes of hard disk otherwise common.

The cache is made up of small chunks of mirrored main memory. The size of these chunksis called the
line size, and is typically something like 32 or 64 bytes. When talking about cache, it is very common to
talk about the line size, or a cache line, which refers to one chunk of mirrored main memory. The cache
can only load and store memory in sizes a multiple of a cache line.

Caches have their own hierarchy, commonly termed L1, L2 and L3. L1 cache is the fastest and smallest;
L2 ishigger and slower, and L3 more so.

L1 cachesare generally further split into instruction caches and data, known asthe "Harvard Architecture’
after the relay based Harvard Mark-1 computer which introduced it. Split caches help to reduce pipeline
bottlenecks as earlier pipeline stages tend to reference the instruction cache and later stages the data cache.
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Apart from reducing contention for a shared resource, providing separate caches for instructions also
allows for aternate implementations which may take advantage of the nature of instruction streaming;
they are read-only so do not need expensive on-chip features such as multi-porting, nor need to handle
handle sub-block reads because the instruction stream generally uses more regular sized accesses.

Figure 3.4. Cache Associativity
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A given cache line may find avalid home in one of the shaded entries.

During normal operation the processor is constantly asking the cache to check if a particular address is
stored in the cache, so the cache needs some way to very quickly find if it hasavalid line present or not.
If a given address can be cached anywhere within the cache, every cache line needs to be searched every
time areference is made to determine a hit or amiss. To keep searching fast thisis donein parallel in the
cache hardware, but searching every entry is generally far too expensive to implement for a reasonable
sized cache. Thus the cache can be made simpler by enforcing limits on where a particular address must
live. This is a trade-off; the cache is obviously much, much smaller than the system memory, so some
addresses must alias others. If two addresses which alias each other are being constantly updated they
are said to fight over the cache line. Thus we can categorise caches into three general types, illustrated in
Figure 3.4, “ Cache Associativity”.

Direct mapped caches will alow a cache line to exist only in a singe entry in the cache. This is the
simplest to implement in hardware, but as illustrated in Figure 3.4, “Cache Associativity” there is no
potential to avoid aliasing because the two shaded addresses must share the same cache line.

Fully Associative cacheswill allow acachelineto exist in any entry of the cache. Thisavoidsthe problem
with aliasing, since any entry is available for use. But it is very expensive to implement in hardware
because every possiblelocation must belooked up simultaneously to determineif avalueisin the cache.

Set Associative caches are a hybrid of direct and fully associative caches, and allow a particular cache
valueto exist in some subset of the lines within the cache. The cacheisdivided into even compartments
called ways, and a particular address could be located in any way. Thus an n-way set associative cache
will allow a cache line to exist in any entry of a set sized total blocks mod n — Figure 3.4, “Cache
Associativity” shows a sample 8-element, 4-way set associative cache; in this case the two addresses
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have four possible locations, meaning only half the cache must be searched upon lookup. The more
ways, the more possible locations and the less aliasing, leading to overall better performance.

Once the cache isfull the processor needs to get rid of aline to make room for anew line. There are many
algorithms by which the processor can choose which line to evict; for example least recently used (LRU)
is an agorithm where the oldest unused line is discarded to make room for the new line.

When dataisonly read from the cache thereis no need to ensure consistency with main memory. However,
when the processor starts writing to cache lines it needs to make some decisions about how to update
the underlying main memory. A write-through cache will write the changes directly into the main system
memory asthe processor updates the cache. Thisis slower sincethe process of writing to the main memory
is, as we have seen, dower. Alternatively a write-back cache delays writing the changes to RAM until
absolutely necessary. The obvious advantage is that less main memory access is required when cache
entries are written. Cache lines that have been written but not committed to memory are referred to as
dirty. The disadvantage is that when a cache entry is evicted, it may require two memory accesses (oneto
write dirty data main memory, and another to load the new data).

If an entry exists in both a higher-level and lower-level cache at the same time, we say the higher-level
cacheisinclusive. Alternatively, if the higher-level cache having aline removesthe possibility of alower
level cache having that line, we say it is exclusive. This choice is discussed further in the section called
“Cache exclusivity in SMP systems’.

Cache Addressing

So far we have not discussed how a cache decides if a given address resides in the cache or not. Clearly,
caches must keep a directory of what data currently resides in the cache lines. The cache directory and
data may co-located on the processor, but may aso be separate — such as in the case of the POWERS
processor which has an on-core L 3 directory, but actually accessing the datarequirestraversing the L3 bus
to access off-core memory. An arrangement like this can facilitate quicker hit/miss processing without the
other costs of keeping the entire cache on-core.

Figure 3.5. Cachetags
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Tags need to be checked in parallel to keep latency times low; more tag hits (i.e. less set associativity)
requires more complex hardware to achieve this. Alternatively more set associativity means less tags, but
the processor now needs hardware to multiplex the output of the many sets, which can also add latency.
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To quickly decide if an address lies within the cache it is separated into three parts; the tag and the index
and the offset.

The offset bits depend on the line size of the cache. For example, a 32-byte line size would use the last 5-
bits (i.e. 25) of the address as the offset into the line.

The index is the particular cache line that an entry may reside in. As an example, let us consider a cache
with 256 entries. If thisis a direct-mapped cache, we know the data may reside in only one possible line,
so the next 8-bits (28) after the offset describe the line to check - between 0 and 255.

Now, consider the same 256 element cache, but divided into two ways. This meansthere are two groups of
128 lines, and the given address may residein either of these groups. Consequently only 7-bitsare required
as an index to offset into the 128-entry ways. For a given cache size, as we increase the number of ways,
we decrease the number of bits required as an index since each way gets smaller.

The cachedirectory still needsto check if the particular address stored in the cacheisthe oneitisinterested
in. Thus the remaining bits of the address are the tag bits which the cache directory checks against the
incoming address tag hits to determine if there is a cache hit or not. This relationship is illustrated in
Figure 3.5, “Cachetags’.

When there are multiple ways, this check must happen in parallel within each way, which then passes its
result into amultiplexor which outputsafina hit or missresult. As describe above, the more associative a
cacheis, thelessbitsare required for index and the more astag bits— to the extreme of afully-associative
cache where no bits are used asindex bits. The parallel matching of tags bits is the expensive component
of cache design and generally the limiting factor on how many lines (i.e, how big) a cache may grow.

Peripherals and busses

Peripherals are any of the many external devices that connect to your computer. Obviously, the processor
must have some way of talking to the peripherals to make them useful.

The communication channel between the processor and the peripheralsis called abus.

Peripheral Bus concepts

A device requires both input and output to be useful. There are a number of common concepts required
for useful communication with peripherals.

Interrupts

An interrupt allows the device to literally interrupt the processor to flag some information. For example,
when a key is pressed, an interrupt is generated to deliver the key-press event to the operating system.
Each device is assigned an interrupt by some combination of the operating system and BIOS.

Devicesare generally connected to an programmableinterrupt controller (PIC), aseparate chip that ispart
of the motherboard which buffers and communicates interrupt information to the main processor. Each
devicehhasaphysical interrupt line between it an one of the PIC's provided by the system. When thedevice
wants to interrupt, it will modify the voltage on thisline.

A very broad description of the PIC'sroleisthat it receives thisinterrupt and convertsit to a message for
consumption by the main processor. While the exact procedure varies by architecture, the general principle
isthat the operating system has configured an interrupt descriptor table which pairs each of the possible
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interrupts with a code address to jump to when the interrupt is received. Thisisillustrated in Figure 3.6,
“Overview of handling an interrupt”.

Writing this interrupt handler is the job of the device driver author in conjunction with the operating
system.

Figure 3.6. Overview of handling an interrupt
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A generic overview of handling an interrupt. The device raises the interrupt to the interrupt controller,
which passes the information onto the processor. The processor |ooks at its descriptor table, filled out by
the operating system, to find the code to handle the fault.

Most drivers will spilt up handling of interrupts into bottom and top haves. The bottom half will
acknowledge the interrupt, queue actions for processing and return the processor to what it was doing
quickly. The top half will then run later when the CPU is free and do the more intensive processing. This
isto stop an interrupt hogging the entire CPU.

Saving state

Since an interrupt can happen at any time, it isimportant that you can return to the running operation when
finished handling the interrupt. It is generally the job of the operating system to ensure that upon entry to
the interrupt handler, it saves any state; i.e. registers, and restores them when returning from the interrupt
handler. Inthisway, apart from somelost time, theinterrupt is completely transparent to whatever happens
to be running at the time.

Interrupts v traps and exceptions

While an interrupt is generally associated with an external event from a physical device, the same
mechanism is useful for handling internal system operations. For example, if the processor detects
conditions such as an access to invalid memory, an attempt to divide-by-zero or an invalid instruction,
it can internally raise an exception to be handled by the operating system. It is also the mechanism used
to trap into the operating system for system calls, as discussed in the section called “ System Calls’ and
to implement virtual memory, as discussed in Chapter 6, Virtual Memory. Although generated internally
rather than from an external source, the principles of asynchronously interrupting the running code remains
the same.

Types of interrupts

There are two main ways of signalling interrupts on aline — level and edge triggered.

Level-triggered interrupts define voltage of the interrupt line being held high to indicate an interrupt is
pending. Edge-triggered interrupts detect transitions on the bus; that is when the line voltage goes from
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low to high. With an edge-triggered interrupt, a square-wave pulse is detected by the PIC as signalling
and interrupt has been raised.

Thedifferenceispronounced when devices share an interrupt line. In alevel-triggered system, theinterrupt
line will be high until al devices that have raised an interrupt have been processed and un-asserted their
interrupt.

In an edge-triggered system, a pulse on the line will indicate to the PIC that an interrupt has occurred,
whichit will signal to the operating system for handling. However, if further pulses comein on the already
asserted line from another device.

Theissuewith level-triggered interruptsisthat it may require some considerable amount of timeto handle
aninterrupt for adevice. During thistime, theinterrupt lineremainshigh and it isnot possible to determine
if any other device hasraised an interrupt on the line. This means there can be considerable unpredictable
latency in servicing interrupts.

With edge-triggered interrupts, a long-running interrupt can be noticed and queued, but other devices
sharing theline can still transition (and hence rai seinterrupts) while this happens. However, thisintroduces
new problems; if two devices interrupt at the same time it may be possible to miss one of the interrupts,
or environmental or other interference may create a spurious interrupt which should be ignored.

Non-maskable interrupts

It is important for the system to be able to mask or prevent interrupts at certain times. Generally, it is
possibleto put interruptson hold, but aparticular class of interrupts, called non-maskableinterrupts (NMI),
are the exception to thisrule. The typical exampleisthe reset interrupt.

NMIscan be useful for implementing things such asasystem watchdog, whereaNM I israised periodically
and sets someflag that must be acknowledged by the operating system. If the acknowledgement is not seen
before the next periodic NMI, then system can be considered to be not making forward progress. Another
common usage is for profiling a system. A periodic NMI can be raised and used to evaluate what code
the processor is currently running; over time this builds a profile of what code is being run and create a
very useful insight into system performance.

IO Space

DMA

Obviously the processor will need to communicate with the peripheral device, and it does this via IO
operations. The most common form of 10 is so called memory mapped 1O where registers on the device
are mapped into memory.

This means that to communicate with the device, you need ssimply read or write to a specific address in
memory. TODO: expand

Since the speed of devices is far below the speed of processors, there needs to be some way to avoid
making the CPU wait around for data from devices.

Direct Memory Access (DMA) isamethod of transferring data directly between an peripheral and system
RAM.

The driver can setup a device to do a DMA transfer by giving it the area of RAM to put it's datainto. It
can then start the DMA transfer and allow the CPU to continue with other tasks.
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Oncethe deviceisfinished, it will raise an interrupt and signal to the driver the transfer is complete. From
thistime the datafrom the device (say afilefrom adisk, or framesfrom avideo capture card) isin memory
and ready to be used.

Other Busses

USB

Other buses connect between the PCI bus and external devices.

From an operating system point of view, a USB deviceis a group of end-points grouped together into an
interface. An end-point can be either in or out and hence transfers data in one direction only. End-points
can have a number of different types:

» Control end-points are for configuring the device, etc.
* Interrupt end-points are for transferring small amounts of data. They have higher priority than ...
* Bulk end-points, which transfer large amounts of data but do not get guaranteed time constraints.

* Isochronous transfers are high-priority real-time transfers, but if they are missed they are not re-tried.
Thisisfor streaming data like video or audio where there is no point sending data again.

There can be many interfaces (made of multiple end-points) and interfaces are grouped into configurations.
However Most devices only have asingle configuration.

Figure 3.7. Overview of a UHCI controller operation
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An overview of a UCHI controller, taken from Intel documentation [http://download.intel.com/
technology/usb/UHCI11D.pdf].
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Figure 3.7, “Overview of a UHCI controller operation” shows an overview of a universal host controller
interface, or UHCI. It provides an overview of how USB datais moved out of the system by acombination
of hardware and software. Essentially, the software sets up atemplate of datain a specified format for the
host controller to read and send across the USB bus.

Starting at the top-left of the overview, the controller has a frame register with a counter which is
incremented periodically — every millisecond. This value is used to index into a frame list created by
software. Each entry in this table points to a queue of transfer descriptors. Software sets up this datain
memory, and it is read by the host controller which is a separate chip the drives the USB bus. Software
needs to schedule the work queues so that 90% of aframetimeis given to isochronous data, and 10% left
for interrupt, control and bulk data..

Asyou can see from the diagram, the way the dataislinked meansthat transfer descriptorsfor isochronous
data are associated with only one particular frame pointer — in other words only one particular time period
— and after that will be discarded. However, the interrupt, control and bulk data are all queued after the
isochronous data and thus if not transmitted in one frame (time period) will be done in the next.

The USB layer communicates through USB request blocks, or URBs. A URB contains information about
what end-point thisrequest relatesto, data, any related information or attributes and a call-back function to
be called when the URB is complete. USB drivers submit URBsin afixed format to the USB core, which
manages them in co-ordination with the USB host controller as above. Y our data gets sent off to the USB
device by the USB core, and when its done your call-back is triggered.

Small to big systems

As Moore's law has predicted, computing power has been growing at a furious pace and shows no signs
of slowing down. It is relatively uncommon for any high end serversto contain only asingle CPU. This
isachieved in a number of different fashions.

Symmetric Multi-Processing

Cache

Symmetric Multi-Processing, commonly shortened to SMP, is currently the most common configuration
for including multiple CPUs in asingle system.

The symmetric term refers to the fact that all the CPUs in the system are the same (e.g. architecture, clock
speed). InaSMP system there are multiple processorsthat share other all other system resources (memory,
disk, etc).

Coherency

For the most part, the CPUs in the system work independently; each hasits own set of registers, program
counter, etc. Despite running separately, there is one component that requires strict synchronisation.

This is the CPU cache; remember the cache is a small area of quickly access able memory that mirrors
values stored in main system memory. If one CPU modifies datain main memory and another CPU has
an old copy of that memory in its cache the system will obviously not be in a consistent state. Note that
the problem only occurs when processors are writing to memory, since if a value is only read the data
will be consistent.

To co-ordinate keeping the cache coherent on all processors an SMP system uses snooping. Snooping is
where a processor listens on a bus which all processors are connected to for cache events, and updates
its cache accordingly.
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One protocol for doing this is the MOES protocol; standing for Modified, Owner, Exclusive, Shared,
Invalid. Each of these is a state that a cache line can be in on a processor in the system. There are other
protocols for doing as much, however they all share similar concepts. Below we examine MOESI so you
have an idea of what the process entails.

When a processor requires reading a cache line from main memory, it firstly has to snoop al other
processors in the system to see if they currently know anything about that area of memory (e.g. have it
cached). If it does not exist in any other process, then the processor can load the memory into cache and
mark it as exclusive. When it writes to the cache, it then changes state to be modified. Here the specific
details of the cache comeinto play; some cacheswill immediately write back the modified cacheto system
memory (known as a write-through cache, because writes go through to main memory). Others will not,
and leave the modified value only in the cache until it is evicted, when the cache becomes full for example.

The other case iswhere the processor snoops and finds that the value isin another processors cache. If this
value has already been marked as modified, it will copy the datainto its own cache and mark it as shared.
It will send a message for the other processor (that we got the data from) to mark its cache line as owner.
Now imagine that athird processor in the system wants to use that memory too. It will snoop and find both
ashared and aowner copy; it will thustake its value from the owner value. While all the other processors
are only reading the value, the cache line stays shared in the system. However, when one processor needs
to update the value it sends an invalidate message through the system. Any processors with that cache
line must then mark it asinvalid, because it not longer reflects the "true” value. When the processor sends
the invalidate message, it marks the cache line as modified in its cache and all others will mark asinvalid
(note that if the cache line is exclusive the processor knows that no other processor is depending on it so
can avoid sending an invalidate message).

From this point the process starts al over. Thus whichever processor has the modified value has the
responsibility of writing the true value back to RAM when it is evicted from the cache. By thinking through
the protocol you can see that this ensures consistency of cache lines between processors.

There are several issues with this system as the number of processors starts to increase. With only afew
processors, the overhead of checking if another processor has the cache line (aread snoop) or invalidating
thedatain every other processor (invalidate snoop) ismanageable; but asthe number of processorsincrease
so does the bus traffic. Thisiswhy SMP systems usually only scale up to around 8 processors.

Having the processors all on the same bus starts to present physical problems as well. Physical properties
of wiresonly allow themto belaid out at certain distances from each other and to only have certain lengths.
With processors that run at many gigahertz the speed of light starts to become areal consideration in how
long it takes messages to move around a system.

Note that system software usually has no part in this process, although programmers should be aware of
what the hardware is doing underneath in response to the programs they design to maximise performance.

Cache exclusivity in SMP systems

Inthe section called “ Cachein depth” we described inclusive v exclusive caches. In general, L1 cachesare
usually inclusive— that isall datainthe L1 cache also residesinthe L2 cache. In amultiprocessor system,
an inclusive L1 cache means that only the L2 cache need snoop memory traffic to maintain coherency,
since any changesin L2 will be guaranteed to be reflected by L 1. This reduces the complexity of the L1
and de-couples it from the snooping process allowing it to be faster.

Again, in general, most all modern high-end (e.g. not targeted at embedded) processors have a write-
through policy for the L1 cache, and a write-back policy for the lower level caches. There are several
reasons for this. Since in this class of processors L2 caches are ailmost exclusively on-chip and generally
quite fast the penalties from having L1 write-through are not the major consideration. Further, since L1
sizes are small, pools of written data unlikely to be read in the future could cause pollution of the limited
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L1 resource. Additionally, a write-through L1 does not have to be concerned if it has outstanding dirty
data, hence can pass the extra coherency logic to the L2 (which, as we mentioned, already has a larger
part to play in cache coherency).

Hyperthreading

Much of thetime of amodern processor is spent waiting for much slower devicesin the memory hierarchy
to deliver datafor processing.

Thus strategies to keep the pipeline of the processor full are paramount. One strategy isto include enough
registers and state logic such that two instruction streams can be processed at the same time. This makes
one CPU look for all intents and purposes like two CPUs.

While each CPU has its own registers, they till have to share the core logic, cache and input and output
bandwidth from the CPU to memory. So while two instruction streams can keep the core logic of the
processor busier, the performance increase will not be as great has having two physically separate CPUs.
Typically the performance improvement is below 20% (XXX check), however it can be drastically better
or worse depending on the workloads.

Multi Core

With increased ability to fit more and more transistors on a chip, it became possible to put two or more
processors in the same physical package. Most common is dual-core, where two processor cores are in
the same chip. These cores, unlike hyperthreading, are full processors and so appear as two physically
separate processors alaa SMP system.

While generally the processors have their own L1 cache, they do have to share the bus connecting to
main memory and other devices. Thus performance is not as great as afull SMP system, but considerably
better than ahyperthreading system (in fact, each core can still implement hyperthreading for an additional
enhancement).

Multi core processors also have some advantages not performance related. As we mentioned, external
physical busses between processors have physical limits; by containing the processors on the same piece
of silicon extremely close to each other some of these problems can be worked around. The power
requirements for multi core processors are much less than for two separate processors. This means that
there is less heat needing to be dissipated which can be a big advantage in data centre applications where
computers are packed together and cooling considerations can be considerable. By having the coresin the
same physical package it makes muti-processing practical in applications where it otherwise would not
be, such aslaptops. It is aso considerably cheaper to only have to produce one chip rather than two.

Clusters

Many applications require systems much larger than the number of processors a SMP system can scaleto.
One way of scaling up the system further isacluster.

A cluster issimply anumber of individual computers which have some ability to talk to each other. At the
hardware level the systems have no knowledge of each other; thetask of stitching theindividua computers
together isleft up to software.

Software such as MPI alow programmers to write their software and then "farm out" parts of the
program to other computers in the system. For example, image a loop that executes several thousand
times performing independent action (that is no iteration of the loop affects any other iteration). With four
computers in a cluster, the software could make each computer do 250 |oops each.
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The interconnect between the computers varies, and may be as slow as an internet link or as fast as
dedicated, special busses (Infiniband). Whatever the interconnect, however, it is still going to be further
down the memory hierarchy and much, much slower than RAM. Thus a cluster will not perform well in
a situation when each CPU requires access to data that may be stored in the RAM of another computer;
since each time this happens the software will need to request a copy of the data from the other computer,
copy across the slow link and into local RAM before the processor can get any work done.

However, many applications do not require this constant copying around between computers. One large
scale example is SETI@Home, where data collected from a radio antenna is analysed for signs of Alien
life. Each computer can be distributed a few minutes of data to analyse, and only needs report back a
summary of what it found. SETI@Home is effectively avery large, dedicated cluster.

Another application is rendering of images, especially for special effectsin films. Each computer can be
handed asingle frame of the moviewhich containsthe wire-frame models, textures and light sourceswhich
needs to be combined (rendered) into the amazing special effects we now take for grained. Since each
frame is static, once the computer has the initial input it does not need any more communication until the
final frame is ready to be sent back and combined into the move. For example the block-buster Lord of
the Rings had their special effects rendered on a huge cluster running Linux.

Non-Uniform Memory Access

Non-Uniform Memory Access, more commonly abbreviated to NUMA, isamost the opposite of acluster
system mentioned above. Asin acluster system it is made up of individua nodeslinked together, however
the linkage between nodes is highly specialised (and expensive!). As opposed to a cluster system where
the hardware has no knowledge of the linkage between nodes, in a NUMA system the software has no
(well, less) knowledge about the layout of the system and the hardware does all the work to link the nodes
together.

The term non uniform memory access comes from the fact that RAM may not be local to the CPU and
so data may need to be accessed from a node some distance away. This obviously takes longer, and isin
contrast to asingle processor or SMP system where RAM is directly attached and always takes a constant
(uniform) time to access.

NUMA Machine Layout

With so many nodes talking to each other in a system, minimising the distance between each node is of
paramount importance. Obviously it is best if every single node has a direct link to every other node as
this minimises the distance any one node needs to go to find data. Thisis not a practical situation when
the number of nodes starts growing into the hundreds and thousands as it does with large supercomputers;
if you remember your high school maths the problem isbasically a combination taken two at atime (each
node talking to another), and will grow n! / 2*(n-2) ! .

To combat thisexponentia growth alternative layouts are used to trade of f the distance between nodeswith
the interconnects required. One such layout common in modern NUMA architectures is the hypercube.

A hypercube has a strict mathematical definition (way beyond this discussion) but as a cube is a 3
dimensional counterpart of a square, so ahypercubeisa4 dimensional counterpart of a cube.
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Cache

Figure 3.8. A Hypercube

An example of a hypercube. Hypercubes provide a good trade off between distance between nodes and
number of interconnections required.

Above we can see the outer cube contains four 8 nodes. The maximum number of paths required for any
node to talk to another node is 3. When another cube is placed inside this cube, we now have double the
number of processors but the maximum path cost has only increased to 4. This means as the number of
processors grow by 2" the maximum path cost grows only linearly.

Coherency

Cache coherency can till be maintained inaNUMA system (thisisreferred to asa cache-coherent NUMA
system, or ccNUMA). As we mentioned, the broadcast based scheme used to keep the processor caches
coherent in an SMP system does not scale to hundreds or even thousands of processorsin alarge NUMA
system. One common scheme for cache coherency in aNUMA system is referred to as a directory based
model. In this model processors in the system communicate to special cache directory hardware. The
directory hardware maintains a consistent picture to each processor; this abstraction hides the working of
the NUMA system from the processor.

The Censier and Feautrier directory based scheme maintains acentral directory where each memory block
has a flag bit known as the valid bit for each processor and a single dirty bit. When a processor reads the
memory into its cache, the directory sets the valid bit for that processor.
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When a processor wishes to write to the cache line the directory needs to set the dirty bit for the memory
block. Thisinvolves sending an invalidate message to those processors who are using the cache line (and
only those processors whose flag are set; avoiding broadcast traffic).

After this should any other processor try to read the memory block the directory will find the dirty bit
set. The directory will need to get the updated cache line from the processor with the valid bit currently
set, write the dirty data back to main memory and then provide that data back to the requesting processor,
setting thevalid bit for the requesting processor in the process. Notethat thisistransparent to the requesting
processor and the directory may need to get that data from somewhere very close or somewhere very far

away.

Obviously having thousands of processors communicating to a single directory does also not scale well.
Extensions to the scheme involve having a hierarchy of directories that communicate between each other
using a separate protocol. The directories can use amore general purpose communications network to talk
between each other, rather than a CPU bus, allowing scaling to much larger systems.

NUMA Applications

NUMA systems are best suited to the types of problems that require much interaction between processor
and memory. For example, in weather simulations a common idiom is to divide the environment up into
small "boxes" which respond in different ways (oceans and land reflect or store different amounts of heat,
for example). As simulations are run, small variations will be fed in to see what the overall result is. As
each box influences the surrounding boxes (e.g. a bit more sun means a particular box puts out more
heat, affecting the boxes next to it) there will be much communication (contrast that with the individual
image framesfor arendering process, each of which does not influence the other). A similar process might
happen if you were modelling a car crash, where each small box of the ssimulated car folds in some way
and absorbs some amount of energy.

Although the software has no directly knowledge that the underlying system is a NUMA system,
programmers need to be careful when programming for the system to get maximum performance.
Obviously keeping memory close to the processor that isgoing to useit will result in the best performance.
Programmers need to use techniques such as profiling to analyse the code paths taken and what
conseguences their code is causing for the system to extract best performance.

Memory ordering, locking and atomic operations

The multi-level cache, superscalar multi-processor architecture brings with it some insteresting issues
relating to how a programmer sees the processor running code.

Imagine program code is running on two processors simultaneously, both processors sharing effectively
one large area of memory. If one processor issues a store instruction, to put aregister value into memory,
when can it be sure that the other processor does aload of that memory it will see the correct value?

In the simplest situation the system could guarantee that if a program executes a store instruction, any
subsequent load instructions will see this value. This is referred to as strict memory ordering, since the
rules allow no room for movement. Y ou should be starting to realise why this sort of thing is a serious
impediment to performance of the system.

Much of the time, the memory ordering is not required to be so strict. The programmer can identify points
where they need to be sure that all outstanding operations are seen globally, but in between these points
there may be many instructions where the semantics are not important.

Take, for example, the following situation.

51



Computer Architecture

Example 3.1. Memory Ordering

1
typedef struct {
int a,
int b;
5} a_struct;

/*
* Pass in a pointer to be allocated as a new structure
*/
10 void get_struct(a_struct *new struct)
{

void *p = mall oc(sizeof(a_struct));

/* W don't particularly care what order the follow ng two
15 * instructions end up acutally executing in */

p->a = 100;
p->b = 150;
/* However, they must be done before this instruction.
20 * Ot herw se, another processor who | ooks at the value of p
* could find it pointing into a structure whose val ues have
* not been filled out.
*/
new_struct = p;
25}

In this example, we have two stores that can be done in any particular order, as it suits the processor.
However, inthefinal case, the pointer must only be updated once the two previous stores are known to have
been done. Otherwise another processor might look at the value of p, follow the pointer to the memory,
load it, and get some completely incorrect value!

To indicate this, loads and stores have to have semantics that describe what behaviour they must have.
Memory semantics are described in terms of fences that dictate how loads and stores may be reordered
around the load or store.

By default, aload or store can be re-ordered anywhere.

Acquire semanticsis like afence that only allows load and stores to move downwards through it. That is,
when this load or store is complete you can be gaurnteed that any later load or stores will see the value
(since they can not be moved aboveiit).

Release semantics is the opposite, that is afence that allows any load or stores to be done before it (move
upwards), but nothing beforeit to move downwards past it. Thus, when load or store with rel ease semantics
is processed, you can be store that any earlier load or stores will have been complete.
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Figure 3.9. Acquire and Release semantics

Load

Store

Load

Load

All later operations must be able to
Load see the result of this operation.

Store

Store

Load

Load

Load Release
All ealier operations must be complete

before this operation completes.
Store

Store

QValid Reordering Load
& Invalid Reordering Load

Anillustration of valid reorderings around operations with acquire and release semantics.

A full memory fence is a combination of both; where no loads or stores can be reordered in any direction
around the current load or store.

The strictest memory model would use afull memory fence for every operation. The weakest model would
leave every load and store as a normal re-orderable instruction.

Processors and memory models

Different processors implement different memory models.

The x86 (and AM D64) processor hasaquite strict memory model; all storeshave rel ease semantics (that is,
theresult of astoreisguaranteed to be seen by any later load or store) but all loads have normal semantics.
lock prefix gives memory fence.

Itanium allows all load and stores to be normal, unless explicitly told. XXX
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Locking

Locking

Locking

Knowing the memory ordering requirements of each architecture is no practical for all programmers, and
would make programs difficult to port and debug across different processor types.

Programmers use ahigher level of abstraction called locking to allow simultaneous operation of programs
when there are multiple CPUs.

When a program acquires a lock over a piece of code, no other processor can obtain the lock until it is
released. Before any critical pieces of code, the processor must attempt to take the lock; if it can not have
it, it does not continue.

You can see how thisistied into the naming of the memory ordering semantics in the previous section.
We want to ensure that before we acquire a lock, no operations that should be protected by the lock are
re-ordered beforeit. Thisis how acquire semantics works.

Converdly, when wereleasethelock, we must be surethat every operation we have donewhilst we held the
lock is complete (remember the example of updating the pointer previously?). Thisis release semantics.

There are many software libraries available that allow programmers to not have to worry about the details
of memory semantics and simply use the higher level of abstraction of | ock() and unl ock() .

difficulties

L ocking schemes make programming more complicated, asit is possible to deadlock programs. Imagine
if one processor is currently holding a lock over some data, and is currently waiting for alock for some
other piece of data. If that other processor iswaiting for the lock thefirst processor holds before unlocking
the second lock, we have a deadlock situation. Each processor is waiting for the other and neither can
continue without the others lock.

Often this situation arises because of a subtle race condition; one of the hardest bugsto track down. If two
processors are relying on operations happening in a specific order in time, there is always the possiblity
of arace condition occuring. A gamma ray from an exploding star in a different galaxy might hit one of
the processors, making it skip a beat, throwing the ordering of operations out. What will often happenisa
deadlock situation like above. It isfor this reason that program ordering needs to be ensured by semantics,
and not by relying on one time specific behaviours. (XXX not sure how i can better word that).

A similar situation isthe oppostie of deadlock, called livelock. One strategy to avoid deadlock might be to
have a"polite" lock; one that you give up to anyone who asks. This politeness might cause two threads to
be constantly giving each other the lock, without either ever taking the lock long enough to get the critical
work done and be finished with the lock (a similar situation in real life might be two people who meet at
adoor at the same time, both saying "no, you first, | insist”. Neither ends up going through the door!).

strategies
Underneath, there are many different strategies for implementing the behaviour of locks.

A simple lock that simply has two states - locked or unlocked, is refered to as a mutex (short for mutual
exclusion; that isif one person has it the other can not have it).

There are, however, a number of ways to implement a mutex lock. In the simplest case, we have what its
commonly called a spinlock. With this type of lock, the processor sits in atight loop waiting to take the
lock; equivalent to it saying "can | have it now" constanly much as a young child might ask of a parent.

The problem with this strategy is that it essentially wastes time. Whilst the processor is sitting constanly
asking for the lock, it is not doing any useful work. For locks that are likely to be only held locked for a

54



Computer Architecture

very short amount of time this may be appropriate, but in many cases the amount of time the lock is held
might be considerably longer.

Thus another strategy isto sleep on alock. In this case, if the processor can not have the lock it will start
doing some other work, waiting for notification that the lock is available for use (we seein future chapters
how the operating system can switch processes and give the processsor more work to do).

A mutex ishowever just aspecia case of asemaphore, famously invented by the Dutch computer scientist
Dijkstra. In a case where there are multiple resources available, a semaphore can be set to count accesses
to the resources. In the case where the number of resources is one, you have a mutex. The operation of
semaphores can be detailed in any agorithms book.

These locking schemes still have some problems however. In many cases, most people only want to read
data which is updated only rarely. Having all the processors wanting to only read data require taking a
lock can lead to lock contention where less work gets done because everyone is waiting to obtain the same
lock for some data.

Atomic Operations

Explainwhat it is.
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Chapter 4. The Operating System

The role of the operating system

The operating system underpins the entire operation of the modern computer.

Abstraction of hardware

Thefundamental operation of the operating system (OS) isto abstract the hardware to the programmer and
user. The operating system provides generic interfaces to services provided by the underlying hardware.

In a world without operating systems, every programmer would need to know the most intimate details
of the underlying hardware to get anything to run. Worse still, their programs would not run on other
hardware, even if that hardware has only slight differences.

Multitasking

We expect modern computers to do many different things at once, and we need some way to arbitrate
between all the different programs running on the system. It is the operating systems job to allow this to
happen seamlessly.

The operating system is responsible for resource management within the system. Many tasks will be
competing for the resources of the system as it runs, including processor time, memory, disk and user
input. The job of the operating system is to arbitrate these resources to the multiple tasks and allow them
access in an orderly fashion. You have probably experienced when this fails as it usually ends up with
your computer crashing (the famous "blue screen of death” for example).

Standardised Interfaces

Programmers want to write programs that will run on as many different hardware platforms as possible.
By having operating system support for standardised interfaces, programmers can get this functionality.

For example, if thefunction to open afile on onesystemisopen( ) , onanotherisopen_fil e() andon
yet another openf () programmerswill have the dual problem of having to remember what each system
does and their programs will not work on multiple systems.

The Portable Operating System Interface (POSIX)1 is avery important standard implemented by UNIX
type operating systems. Microsoft Windows has similar proprietary standards.

The X comes from Unix, from which the standard grew. Today, POSIX is the same thing as the Single UNIX Specification Version 3 or SO/
IEC 9945:2002. Thisis afree standard, available online.

Once upon a time, the Single UNIX specification and the POSIX Standards were separate entities. The Single UNIX specification was rel eased
by a consortium called the "Open Group", and was freely available as per their requirements. The latest version is The Single Unix Specification
Version 3.

The IEEE POSIX standards were released as | EEE Std 1003.[insert various years, revisions here], and were not freely available. The latest version
is|EEE 1003.1-2001 and is equivalent to the Single Unix Specification Version 3.

Thus finally the two separate standards were merged into what is known as the Single UNIX Specification Version 3, which is also standardised
by the 1SO under |SO/IEC 9945:2002. This happened early in 2002. So when people talk about POSIX, SUS3 or |SO/IEC 9945:2002 they all
mean the same thing!
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Security

On multi-user systems, security is very important. As the arbitrator of access to the system the operating
system is responsible for ensuring that only those with the correct permissions can access resources.

For exampleif afileisowned by one user, another user should not be all owed to open and read it. However
there also need to be mechanisms to share that file safely between the users should they want it.

Operating systems are large and complex programs, and often security issues will be found. Often avirus
or worm will take advantage of these bugs to access resources it should not be allowed to, such as your
files or network connection; to fight them you must install patches or updates provided by your operating
system vendor.

Performance

Asthe operating system provides so many servicesto the computer, it's performanceiscritical. Many parts
of the operating system run extremely frequently, so even an overhead of just a few processor cycles can
add up to abig decrease in overall system performance.

The operating system needs to exploit the features of the underlying hardware to make sureit is getting the
best possible performance for the operations, and consequently systems programmers need to understand
the intimate details of the architecture they are building for.

In many cases the systems programmers job is about deciding on policies for the system. Often the case
that the side effects of making one part of the operating system run faster will make another part run slower

or less efficiently. Systems programmers need to understand all these trade offs when they are building
their operating system.

Operating System Organisation

The operating system is roughly organised asin the figure below.
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Figure4.1. The Operating System
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The organisation of the kernel. Processes the kernel is running live in userspace, and the kernel talks both
directly to hardware and through drivers.

The Kernel

The kernel is the operating system. As the figure illustrates, the kernel communicates to hardware both
directly and through drivers.

Just as the kernel abstracts the hardware to user programs, drivers abstract hardware to the kernel. For
exampl e there are many different types of graphic card, each one with dlightly different features. Aslong
as the kernel exports an API, people who have access to the specifications for the hardware can write
drivers to implement that API. Thisway the kernel can access many different types of hardware.

The kernel is generally what we called privileged. As you will learn, the hardware has important roles to
play in running multiple tasks and keeping the system secure, but these rules do not apply to the kernel. We
know that the kernel must handle programs that crash (remember it is the operating systems job arbitrate
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between multiple programs running on the same system, and there is no guarantee that they will behave),
but if any internal part of the operating system crashes chances are the entire system will become useless.
Similarly security issues can be exploited by user processes to escalate themselves to the privilege level
of the kerndl; at that point they can access any part of the system completely unchecked.

Monolithic v Microkernels

One debate that is often comes up surrounding operating systems is whether the kernel should be a
microkernel or monolithic.

The monolithic approach is the most common, as taken by most common Unixes (such as Linux). In
this model the core privileged kernel islarge, containing hardware drivers, file system accesses controls,
permissions checking and services such as Network File System (NFS).

Since the kernel isalways privileged, if any part of it crashes the whole system has the potential to comes
to ahalt. If one driver has abug it can overwrite any memory in the system with no problems, ultimately
causing the system to crash.

A microkernel architecture tries to minimise this possibility by making the privileged part of the kernel as
small as possible. This means that most of the system runs as unprivileged programs, limiting the harm
that any one crashing component can influence. For example, drivers for hardware can run in separate
processes, so if one goes astray it can not overwrite any memory but that allocated to it.

Whilst this sounds like the most obvious idea, the problem comes back two main issues
1. Performanceis decreased. Talking between many different components can decrease performance.
2. Itisdglightly more difficult for the programmer.

Both of these criticisms come because to keep separation between components most microkernels are
implemented with a message passing based system, commonly referred to asinter-process communication
or IPC. Communicating between individual components happens via discrete messages which must be
bundled up, sent to the other component, unbundled, operated upon, re-bundled up and sent back, and then
unbundled again to get the result.

Thisisalot of steps for what might be afairly simple request from aforeign component. Obviously one
request might make the other component do more requests of even more components, and the problem
can multiply. Slow message passing implementations were largely responsible for the poor performance
of early microkernel systems, and the concepts of passing messages are dightly harder for programmers
to program for. The enhanced protection from having components run separately was not sufficient to
overcome these hurdles in early microkernel systems, so they fell out of fashion.

Inamonolithic kernel calls between components are simplefunction calls, asall programmers are familiar
with.

There is no definitive answer as to which is the best organisation, and it has started many argumentsin
both academic and non-academic circles. Hopefully as you learn more about operating systems you will
be able to make up your own mind!

Modules

The Linux kernel implements a module system, where drivers can loaded into the running kernel "on the
fly" asthey arerequired. Thisisgood in that drivers, which make up alarge part of operating system code,
are not loaded for devicesthat are not present in the system. Someone who wants to make the most generic
kernel possible(i.e. runson lots of different hardware, such as RedHat or Debian) can include most drivers
as modules which are only loaded if the system it isrunning on has the hardware available.
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However, the modules are loaded directly in the privileged kernel and operate at the same privilege level
asthe rest of the kernel, so the system is still considered a monoalithic kernel.

Virtualisation

Closely related to kernel isthe concept of virtualisation of hardware. Modern computersare very powerful,
and often it is useful to not thing of them as one whole system but split a single physical computer up
into separate "virtual" machines. Each of these virtual machines looks for al intents and purposes as a
completely separate machine, although physically they are al in the same box, in the same place.

Figure4.2. The Operating System
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Some different virtualisation methods.

This can be organised in many different ways. In the simplest case, a small virtual machine monitor can
run directly on the hardware and provide an interface to the guest operating systems running on top. This
VMM is often often called a hypervisor (from the word "supervisor")z. In fact, the operating system on
top may have no idea that the hypervisor is even there at al, as the hypervisor presents what appears to
be a compl ete system. It intercepts operations between the guest operating system and hardware and only
presents a subset of the system resources to each.

This s often used on large machines (with many CPUs and much RAM) to implement partitioning. This
means the machine can be split up into smaller virtual machines. Often you can allocate more resources
to running systems on the fly, as requirements dictate. The hypervisors on many large IBM machines are
actually quite complicated affairs, with many millions of lines of code. It provides a multitude of system
Mmanagement services.

2In fact, the hypervisor shares much in common with a micro-kernel; both strive to be small layers to present the hardware in a safe fashion to
layers aboveit.
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Another option is to have the operating system aware of the underlying hypervisor, and request system
resources through it. This is sometimes referred to as paravirtualisation due to it's halfway nature. This
is similar to the way early versions of the Xen system works and is a compromise solution. It hopefully
provides better performance since the operating system is explicitly asking for system resources from the
hypervisor when required, rather than the hypervisor having to work things out dynamically.

Finally, you may have a situation where an application running on top of the existing operating system
presents a virtualised system (including CPU, memory, BIOS, disk, etc) which a plain operating system
can run on. The application converts the requests to hardware through to the underlying hardware viathe
existing operating system. This is similar to how VMWare works. This approach has many overheads,
as the application process has to emulate an entire system and convert everything to requests from the
underlying operating system. However, thislets you emulate an entirely different architecture all together,
asyou can dynamically translate the instructions from one processor type to another (asthe Rosetta system
does with Apple software which moved from the PowerPC processor to Intel based processors).

Performance is major concern when using any of these virtualisation techniques, as what was once fast
operations directly on hardware need to make their way through layers of abstraction.

Intel have discussed hardware support for virtualisation soon to be coming in their latest processors. These
extensionswork by raising aspecial exception for operationsthat might require theintervention of avirtual
machine monitor. Thus the processor looks the same as a non-virtualised processor to the application
running on it, but when that application makes requests for resources that might be shared between other
guest operating systems the virtual machine monitor can be invoked.

This provides superior performance because the virtual machine monitor does not need to monitor every
operation to seeif it is safe, but can wait until the processor notifies that something unsafe has happened.

Covert Channels

Thisisadigression, but an interesting security flaw relating to virtualised machines. If the partitioning of
the system is not static, but rather dynamic, there is a potential security issue involved.

In a dynamic system, resources are alocated to the operating systems running on top as required. Thus
if one is doing particularly CPU intensive operations whilst the other is waiting on data to come from
disks, more of the CPU power will be given to the first task. In a stetic system, each would get 50% an
the unused portion would go to waste.

Dynamic allocation actually opens up a communications channel between the two operating systems.
Anywhere that two states can be indicated is sufficient to communicate in binary. Imagine both systems
are extremely secure, and no information should be able to pass between one and the other, ever. Two
people with access could collude to pass information between themselves by writing two programs that
try to take large amounts of resources at the same time.

When one takes a large amount of memory there is less available for the other. If both keep track of the
maximum allocations, abit of information can be transferred. Say they make a pact to check every second
if they can allocate this large amount of memory. If the target can, that is considered binary 0, and if it can
not (the other machine has all the memory), that is considered binary 1. A datarate of one bit per second
is not astounding, but information is flowing.

Thisis called a covert channel, and whilst admittedly far fetched there have been examples of security
breachesfrom such mechanisms. It just goesto show that thelife of asystems programmer isnever smple!

Userspace

We call the theoretical place where programs run by the user userspace. Each program runsin userspace,
talking to the kernel through system calls (discussed below).
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As previoudly discussed, userspace is unprivileged. User programs can only do alimited range of things,
and should never be able to crash other programs, even if they crash themselves.

System Calls

Overview

System calls are how userspace programs interact with the kernel. The general principle behind how they
work is described below.

System call numbers

Each and every system call has asystem call number which isknown by both the userspace and the kernel.
For example, both know that system call number 10 isopen() , system call number 11isr ead(), etc.

The Application Binary Interface (ABI) isvery similar to an API but rather than being for software isfor
hardware. The API will define which register the system call number should be put in so the kernel can
find it when it is asked to do the system call.

Arguments

System callsare no good without arguments; for exampleopen( ) needstotell thekernel exactly what file
to open. Once again the ABI will define which registers arguments should be put into for the system call.

The trap

To actually perform the system call, there needs to be some way to communicate to the kernel we wish
to make asystem call. All architectures define an instruction, usually called br eak or something similar,
that signals to the hardware we wish to make a system call.

Specifically, thisinstruction will tell the hardware to modify the instruction pointer to point to the kernels
system call handler (when the operating system sets its self up it tells the hardware where its system call
handler lives). So once the userspace calls the bresk instruction, it has lost control of the program and
passed it over to the kernel.

Therest of the operationisfairly straight forward. The kernel looksin the predefined register for the system
call number, andlooksit upin atableto seewhich functionit should call. Thisfunctioniscalled, doeswhat
it needs to do, and placesit's return value into another register defined by the ABI as the return register.

Thefinal stepisfor thekernel to make ajump instruction back to the userspace program, so it can continue
off where it left from. The userpsace program gets the data it needs from the return register, and continues

happily onit's way!
Although the details of the process can get quite hairy, thisis basically al their isto a system call.
libc

Although you can do all of the above by hand for each system call, system libraries usually do most of the
work for you. The standard library that deals with system calls on UNIX like systemsis| i bc; we will
learn more about it's roles in future weeks.

Analysing a system call

As the system libraries usually deal with making systems call for you, we need to do some low level
hacking to illustrate exactly how the system calls work.
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We will illustrate how probably the most simple system call, get pi d(), works. This call takes no
arguments and returns the ID of the currently running program (or process; we'll look more at the process
in later weeks).

Example 4.1. getpid() example

1
#i ncl ude <stdi o. h>

/* for syscall () */
5 #incl ude <sys/syscall.h>
#i ncl ude <uni std. h>

/* systemcall nunbers */

#i ncl ude <asnf uni std. h>
10

voi d function(void)

{
int pid;

15 pid = __syscall(__NR getpid);
}

We start by writing asmall C program which we can start to illustrate the mechanism behind system calls.
The first thing to note is that thereisasyscal | argument provided by the system libraries for directly
making system calls. This provides an easy way for programmers to directly make systems calls without
having to know the exact assembly language routines for making the call on their hardware. So why do we
useget pi d() atal?Firstly, itismuch clearer to use a symbolic function name in your code. However,
more importantly, get pi d() may work in very different ways on different systems. For example, on
Linux theget pi d() call can be cached, so if it is run twice the system library will not take the penalty
of having to make an entire system call to find out the same information again.

By convention under Linux, system callsnumbersare definedintheasn? uni st d. h filefrom thekernel
source. Being in the asm subdirectory, this is different for each architecture Linux runs on. Again by
convention, system calls numbersare given a#def i ne nameconsistingof __ NR . Thusyou can see our
code will be making the get pi d system call, storing the valuein pi d.

Wewill have alook at how several architecturesimplement this code under the hood. We're going to look
at real code, so things can get quite hairy. But stick with it -- this is exactly how your system works!

PowerPC

PowerPC is a RISC architecture common in older Apple computers, and the core of devices such as the
latest version of the Xbox.

Example 4.2. Power PC system call example

1

/* On powerpc a systemcall basically clobbers the sane registers like a
* function call, with the exception of LR (which is needed for the
5 * "sc; bnslr" sequence) and CR (where only CRO.SO is cl obbered to signal
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* an error return status).
*/

#define __syscall _nr(nr, type, nane, args...) \
unsigned long _ sc_ret, _ sc_err; \
{ \
regi ster unsigned long __sc_0 __asm__ ("r0");
regi ster unsigned long __sc_3 __asm__ ("r3");
regi ster unsigned long __sc_4 _ _asm__ ("r4");
regi ster unsigned long __sc. 5 __asm__ ("r5");
regi ster unsigned long __sc_6 __asm__ ("r6");
regi ster unsigned long __sc_7 __asm__ ("r7");
\
__sc_| oadar gs_##nr (nane, args); \
_asm__ _ volatile_ _ \
("sc \n\t" \
"nfcr % " \
o "=&" (__sc_0), \
"=&" (__sc_3), "=&" (__sc_4), \
"=&" (__sc_5), "=&" (__sc_6), \
"=&" (__sc_T7) \
__sc_asm.i nput _##nr \
"cr0", "ctr", "menmory", \
“r8", "r9", "r10","r11", "r12"); \
__sc_ret __sc_3; \
__sc_err __sc_0; \
} \
if (__sc_err & 0x10000000) \
{ \
errno = __sc_ret; \
__sc_ret = -1, \
} \

return (type) __sc_ret

— — — — -

#define _ sc_| oadargs_0O(nane, dunmy...) \

__sc_0 = __NR ##nane
#define __sc_| oadargs_1(nane, argl) \

__sc_l oadargs_0O(nane); \

_sc_3 = (unsigned long) (argl)
#define __sc_| oadargs_2(nane, argl, arg2) \

__sc_l oadargs_1(nane, argl); \

_sc_4 = (unsigned long) (arg2)
#define __sc_| oadargs_3(nane, argl, arg2, arg3) \
__sc_l oadargs_2(nane, argl, arg2); \

_sc_5 = (unsigned long) (arg3)

#define __sc_| oadargs_4(nane, argl, arg2, arg3, arg4) \
__sc_l oadargs_3(nane, argl, arg2, arg3); \

__sc_6 = (unsigned long) (arg4)

#define __sc_|l oadargs_5(nane, argl, arg2, arg3, arg4, argb5) \
__sc_l oadargs_4(nane, argl, arg2, arg3, arg4); \
__sc_7 = (unsigned long) (arg5)

#define __sc_asminput_0 "0" (__sc_0)
#define __sc_asminput_1 _sc_asminput_0, "1" (__sc_3)
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60 #define __sc_asminput_2 _ sc_asminput_1, "2" (__sc_4)
#define __sc_asminput_3 __sc_asminput_2, "3" (__sc_5)
#define __sc_asminput_4 __sc_asminput_3, "4" (__sc_6)
#define __sc_asminput 5 sc_asminput_4, "5" (__sc_7)

65 #define _syscallO(type, nane) \
type name(voi d) \

{ \
__syscall _nr(0, type, name); \
}

70
#defi ne _syscall 1(type, nanme, typel, argl) \
type name(typel argl) \

{ \
__syscall _nr(1, type, name, argl); \

75 }

#defi ne _syscal |l 2(type, nane, typel, argl, type2, arg2) \
type name(typel argl, type2 arg2) \
{ \
80 _ syscall _nr(2, type, nane, argl, arg2); \
}

#defi ne _syscal |l 3(type, nane, typel, argl, type2, arg2,type3,arg3) \
type name(typel argl, type2 arg2, type3 arg3) \
85 { \
__syscall _nr(3, type, name, argl, arg2, arg3); \
}

#defi ne _syscal |l 4(type, nanme, typel, argl, type2, arg2, type3, arg3, type4, arg4) \
90 type name(typel argl, type2 arg2, type3 arg3, typed arg4) \

{ \

__syscall _nr(4, type, name, argl, arg2, arg3, arg4); \

}

95 #define _syscall5(type, nane, typel, argl, type2, arg2, type3, arg3, typed, ar g4, t ypeb,
type name(typel argl, type2 arg2, type3 arg3, typed arg4, type5 arg5) \
{ \
__syscall _nr(5, type, name, argl, arg2, arg3, arg4, arg5); \

}
100

This code snippet from the kernel header fileasni uni st d. h showshow we can implement system calls
on PowerPC. It looks very complicated, but it can be broken down step by step.

Firstly, jump to the end of the example where the _syscal | N macros are defined. You can see there
are many macros, each one taking progressively one more argument. We'll concentrate on the most
simple version, _syscal | 0 to start with. It only takes two arguments, the return type of the system
cal (eg. aCint or char, etc) and the name of the system call. For get pi d this would be done as
_syscal | O(i nt, get pid).

Easy so farl We now have to start pulling apart __syscal | _nr macro. Thisis not dissimilar to where
wewere before, we take the number of arguments asthefirst parameter, the type, name and then the actual
arguments.
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The first step is declaring some names for registers. What this essentialy doesis says __sc_0 refers
tor 0 (i.e. register 0). The compiler will usually use registers how it wants, so it is important we give it
constraints so that it doesn't decide to go using register we need in some ad-hoc manner.

Wethencall sc_| oadar gs with the interesting ## parameter. That isjust a paste command, which gets
replaced by thenr variable. Thusfor our exampleit expandsto__sc_| oadargs_0O(nane, args);.
__sc_| oadar gs wecanseebelow sets__sc_ 0 to bethe system call number; notice the paste operator
againwiththe  NR_ prefix we talked about, and the variable name that refers to a specific register.

So, all this tricky looking code actually does is puts the system call number in register 0! Following the
code through, we can see that the other macros will place the system call argumentsinto r 3 through r 7
(you can only have a maximum of 5 arguments to your system call).

Now we are ready to tacklethe __asm__ section. What we have hereis called inline assembly because
it is assembler code mixed right in with source code. The exact syntax isalittle to complicated to go into
right here, but we can point out the important parts.

Just ignorethe __vol ati | e__ bit for now; it is telling the compiler that this code is unpredictable so
it shouldn't try and be clever with it. Again we'll start at the end and work backwards. All the stuff after
the colonsisaway of communicating to the compiler about what the inline assembly is doing to the CPU
registers. The compiler needs to know so that it doesn't try using any of these registersin ways that might
cause a crash.

But theinteresting part is the two assembly statementsin the first argument. The one that does all the work
isthesc call. That'sal you need to do to make your system call!

So what happens when this call is made? Well, the processor is interrupted knows to transfer control to a
specific piece of code setup at system boot time to handle interrupts. There are many interrupts; system
calls are just one. This code will then look in register 0 to find the system call number; it then looks up a
table and findsthe right function to jump to to handle that system call. Thisfunction receivesit'sarguments
inregisters3- 7.

So, what happens once the system call handler runs and completes? Control returnsto the next instruction
after the sc, in this case a memory fence instruction. What this essentially saysis "make sure everything
is committed to memory"; remember how we talked about pipelines in the superscalar architecture? This
instruction ensuresthat everything wethink has been written to memory actually has been, and isn't making
it's way through a pipeline somewhere.

Well, we're amost done! The only thing left is to return the value from the system call. We see that
__sc_ret issetfromr3and __sc_err isset from r0. Thisisinteresting; what are these two values
all about?

Oneisthe return value, and one is the error value. Why do we need two variables? System calls can fail,
just as any other function. The problem is that a system call can return any possible value; we can not
say "a negative value indicates failure" since a negative value might be perfectly acceptable for some
particular system call.

So our system call function, before returning, ensures its result isin register r3 and any error code isin
register r0. We check the error code to see if the top bit is set; this would indicate a negative number. If
so, we set the global er r no valueto it (thisis the standard variable for getting error information on call
failure) and set thereturn to be - 1. Of course, if avalid result isreceived we return it directly.

So our calling function should check the return valueisnot - 1; if it isit can check errno to find the exact
reason why the call failed.

And that is an entire system call on a PowerPC!
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x86 system calls

Below we have the same interface as implemented for the x86 processor.

Example 4.3. x86 system call example

1
/* user-visible error nunbers are in the range -1 - -124: see <a
#define _ syscall _return(type, res) \
5 do { \
if ((unsigned long)(res) >= (unsigned |long)(-125)) { \
errno = -(res); \
res = -1; \
} \
10 return (type) (res); \
} while (0)

[* XXX - foo needs to be _ foo, while _ NR bar could be NR bar. */
#defi ne _syscal |l O(type, nane) \
15 type nane(void) \
{ \
long __res; \
__asm__ volatile ("int $0x80" \
: "=a" (__res) \
20 : "0" (__NR ##nane)); \
__syscall _return(type,__res);

}

#defi ne _syscall 1(type, nanme, typel, argl) \
25 type nane(typel argl) \
{ \
long __res; \
__asm__ volatile ("int $0x80" \
: "=a" (__res) \
30 © "0" (__NR ##nane),"b" ((long)(argl))); \
__syscall _return(type,__res);

}

#defi ne _syscal |l 2(type, nane, typel, argl, type2, arg2) \
35 type name(typel argl,type2 arg2) \
{ \
long __res; \
__asm__ volatile ("int $0x80" \
: "=a" (__res) \
40 © "0" (__NR ##nane),"b" ((long)(argl)),"c" ((long)(arg2))); \
__syscall _return(type,__res);

}

#defi ne _syscal |l 3(type, nane, typel, argl, type2,arg2,type3,arg3) \
45 type name(typel argl,type2 arg2,type3 arg3) \

{ \

long __res; \

__asm__ volatile ("int $0x80" \
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: "=a" (__res) \
50 : "0" (__NR ##nane),"b" ((long)(argl)),"c" ((long)(arg2)), \
"d" ((long)(arg3))); \
__syscall _return(type,__res); \

}

55 #define _syscall 4(type, nane,typel, argl, type2, arg2, type3, arg3, typed, arg4d) \
type name (typel argl, type2 arg2, type3 arg3, typed arg4) \
{ \

long _ _res; \
__asm__ volatile ("int $0x80" \
60 : "=a" (__res) \
"0" (__NR ##nane),"b" ((long)(argl)),"c" ((long)(arg2)), \
"d" ((long)(arg3)),"S" ((long)(arg4))); \
__syscall _return(type,__res); \
}
65
#defi ne _syscal | 5(type, name, typel, argl, type2, arg2, type3, arg3, type4, arg4, \
typeb, ar g5) \

type name (typel argl,type2 arg2,type3 arg3,typed4 arg4,type5 arg5) \
{ \

70 long __res; \
__asm__ volatile ("int $0x80" \
. "=a" (__res) \

"0" (__NR ##nane),"b" ((long)(argl)),"c" ((long)(arg2)), \
"d" ((long)(arg3)),"S" ((long)(arg4)),"D" ((long)(args))); \
75 __syscall _return(type,__res); \

}

#defi ne _syscall 6(type, nane, typel, argl, type2, arg2,type3, arg3, t ype4, ar g4, \
t ypeb, ar g5, t ype6, ar gb) \
80 type name (typel argl,type2 arg2,type3 arg3,typed arg4,type5 argb,type6 arg6)
{ \

long __res; \
__asm__ volatile ("push %Bebp ; novl %eax, XWebp ; novl %, WBeax ; int $0x80 ;
: "=a" (__res) \
85 D """ (__NR ##nane),"b" ((long)(argl)),"c" ((long)(arg2?)), \
“d" ((long)(arg3)),"S" ((long)(arg4)),"D" ((long)(args)), \
"0" ((long)(argé))); \
__syscall _return(type,__res); \

}
90

The x86 architecture is very different from the PowerPC that we looked at previously. The x86 is classed
as a CISC processor as opposed to the RISC PowerPC, and has dramatically less registers.

Start by looking at the most smple _syscal | 0 macro. It smply callsthei nt instruction with avalue of
0x80. Thisinstruction makes the CPU raise interrupt 0x80, which will jump to code that handles system
calsinthekernel.

We can start inspecting how to pass arguments with the longer macros. Notice how the PowerPC
implementation cascaded macros downwards, adding one argument per time. This implementation has
dlightly more copied code, but isalittle easier to follow.
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X86 register names are based around letters, rather than the numerical based register names of PowerPC.
We can see from the zero argument macro that only the A register gets loaded; from this we can tell that
the system call number is expected in the EAX register. As we start loading registers in the other macros
you can see the short names of the registersin theargumentstothe . _asm__ call.

We see something a little more interesting in __syscal | 6, the macro taking 6 arguments. Notice the
push and pop instructions? These work with the stack on x86, "pushing" avalue onto the top of the stack
in memory, and popping the value from the stack back into memory. Thusin the case of having six registers
we need to store the value of the ebp register in memory, put our argument in in (the mov instruction),
make our system call and then restore the original value into ebp. Here you can see the disadvantage of
not having enough registers; storesto memory are expensive so the more you can avoid them, the better.

Another thing you might notice there is nothing like the memory fence instruction we saw previously with
the PowerPC. This is because on x86 the effect of all instructions will be guaranteed to be visible when
the complete. Thisis easier for the compiler (and programmer) to program for, but offers less flexibility.

The only thing left to contrast isthe return value. On the PowerPC we had two registers with return values
from the kernel, one with the value and one with an error code. However on x86 we only have one return
valuethatispassedinto __syscal | _ret urn. That macro caststhereturn valuetounsi gned | ong
and compares it to an (architecture and kernel dependent) range of negative values that might represent
error codes (note that the er r no value is positive, so the negative result from the kernel is negated).
However, thismeansthat system calls can not return small negative values, sincethey areindistinguishable
from error codes. Some system callsthat have this requirement, suchasget pri ori ty(), add an offset
to their return value to force it to always be positive; it is up to the userspace to realise this and subtract
this constant value to get back to the "real" value.

Privileges

Hardware

We mentioned how one of the major tasks of the operating system is to implement security; that is to
not allow one application or user to interfere with any other that is running in the system. This means
applications should not be able to overwrite each others memory or files, and only access system resources
as dictated by system policy.

However, when an application is running it has exclusive use of the processor. We see how this works
when we examine processes in the next chapter. Ensuring the application only accesses memory it owns
isimplemented by the virtual memory system, which we examine in the chapter after next. The essential
point is that the hardware is responsible for enforcing these rules.

The system call interface we have examined is the gateway to the application getting to system resources.
By forcing the application to request resources through asystem call into the kernel, the kernel can enforce
rules about what sort of access can be provided. For example, when an application makes an open()
system call to open afile on disk, it will check the permissions of the user against the file permissions
and alow or deny access.

Privilege Levels

Hardware protection can usually be seen as a set of concentric rings around a core set of operations.
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Figure4.3. Rings

Privilege levels on x86

In the inner most ring are the most protected instructions; those that only the kernel should be allowed
to call. For example, the HLT instruction to halt the processor should not be allowed to be run by a user
application, since it would stop the entire computer from working. However, the kernel needs to be able
to call thisinstruction when the computer is legitimately shut down.>

Each inner ring can access any instructions protected by a further out ring, but not any protected by a
further in ring. Not all architectures have multiple levels of rings as above, but most will either provide
for at least a"kernel" and "user" level.

SWhat happens when a "naughty” application calls that instruction anyway? The hardware will usualy raise an exception, which will involve
jumping to a specified handler in the operating system similar to the system call handler. The operating system will then probably terminate the
program, usually giving the user some error about how the application has crashed.
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386 protection model

The 386 protection model has four rings, though most operating systems (such as Linux and Windows)
only use two of the rings to maintain compatibility with other architectures that do now allow as many
discrete protection levels.

386 maintains privileges by making each piece of application code running in the system have a small
descriptor, called a code descriptor, which describes, amongst other things, its privilege level. When
running application code makes a jump into some other code outside the region described by its code
descriptor, the privilege level of the target is checked. If it is higher than the currently running code, the
jump is disallowed by the hardware (and the application will crash).

Raising Privilege

Applications may only raise their privilege level by specific calls that allow it, such as the instruction
to implement a system call. These are usualy referred to as a call gate because they function just as a
physical gate; a small entry through an otherwise impenetrable wall. When that instruction is called we
have seen how the hardware completely stops the running application and hands control over to thekernel.
The kernel must act as a gatekeeper; ensuring that nothing nasty is coming through the gate. This means
it must check system call arguments carefully to make sure it will not be fooled into doing anything it
shouldn't (if it can be, that is a security bug). Asthe kernel runsin the innermost ring, it has permissions
to do any operation it wants; when it is finished it will return control back to the application which will
again be running with it's lower privilege level.

Fast System Calls

One problem with traps as described aboveis that they are very expensive for the processor to implement.
Thereisalot of state to be saved before context can switch. Modern processors have realised thisoverhead
and strive to reduceit.

To understand the call-gate mechanism described above requires investigation of the ingenious but
complicated segmentation scheme used by the processor. The original reason for segmentation was to be
able to use more than the 16 hits available in aregister for an address, as illustrated in Figure 4.4, “x86
Segmentation Adressing”.
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Figure 4.4. x86 Segmentation Adressing
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Segmentation expanding the address space of a processor by dividing it into chunks. The processor keeps
specia segment registers, and addresses are specified by a segment register and offset combination. The
value of the segment register is added to the offset portion to find afinal address.

When x86 moved to 32 hit registers, the segmentation scheme remained but in a different format. Rather
than fixed segment sizes, segmentsare allowed to be any size. This meansthe processor needsto keep track
of all these different segments and their sizes, which it does using descriptors. The segment descriptors
available to everyone are kept in the global descriptor table or GDT for short. Each process has a number
of registers which point to entries in the GDT; these are the segments the process can access (there are
also local descriptor tables, and it all interacts with task state segments, but that's not important now). The
overall situation isillustrated in Figure 4.5, “x86 segments’.
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Figure 4.5. x86 segments

A

Start : 0x1000
Size : 0x1000
Ring : 0

Type : CODE

Protected
Code

Protection rings ensure outer Call gate invokes
. . . Target Segnent
rings can not see inner rings code at given offset

Target O f set

Gate

Protection
Type : GATE

Call

A

“Far" call invokes a call gate

Start : 0x2000 which redirects to another segment

Size : 0x1000

Process

% Ring : 3
CODE O Type : cooE

Process
Data

“ Start : 0x3000
Size : 0x1000
Type : DATA

Start : 0x4000 <4
Size : 0x1000
Registers, etc Ring : 3

Type : STACK

Process

Stack

speayiano [ealads
ou salinbal ||ed JeaN,

Start : 0x5000

a Size : 0x1000 ) Backing store for process
Process § % Ring : 3 state on context switch
e Type : TSS

Global Descriptor Table

x86 segments in action. Notice how a "far-call" passes via a call-gate which redirects to a segment of
code running at a lower ring level. The only way to modify the code-segment selector, implicitly used
for al code addresses, is via the call mechanism. Thus the call-gate mechanism ensures that to choose a
new segment descriptor, and hence possibly change protection levels, you must transition via a known
entry point.

Sincethe operating system assignsthe segment registers as part of the process state, the processor hardware
knows what segments of memory the currently running process can access and can enforce protection to
ensure the process doesn't touch anything it is not supposed to. If it does go out of bounds, you receive a
segmentation fault, which most programmers are familiar with.

The picture becomes more interesting when running code needs to make calls into code that resides in
another segment. As discussed in the section called “386 protection model”, x86 does this with rings,
where ring 0 is the highest permission, ring 3 is the lowest, and inner rings can access outer rings but
not vice-versa.

Asdiscussed in the section called “ Raising Privilege”, when ring 3 code wants to jump into ring O code, it
is essentially modifying its code segment selector to point to adifferent segment. To do this, it must usea
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special far-call instruction which hardware ensures passes through the call gate. There is no other way for
the running process to choose a new code-segment descriptor, and hence the processor will start executing
code at the known offset within the ring 0 segment, which is responsible for maintaining integrity (e.g. not
reading arbitrary and possibly malicious code and executing it. Of course nefarious attackers will always
look for ways to make your code do what you did not intend it to!).

Thisallowsawhole hierarchy of segmentsand permissions between them. Y ou might have noticed across
segment call sounds exactly like a system call. If you've ever looked at Linux x86 assembly the standard
way to make asystem call isi nt  0x80, which raises interrupt 0x80. An interrupt stops the processor
and goes to an interrupt gate, which then works the same as a call gate -- it changes privilege level and
bounces you off to some other area of code .

The problem with this scheme is that it is slow. It takes alot of effort to do al this checking, and many
registers need to be saved to get into the new code. And on the way back out, it all needs to be restored

again.

On amaodern x86 system segmentation and the four-level ring systemis not used thanksto virtual memory,
discussed fully in Chapter 6, Virtual Memory. The only thing that really happens with segmentation
switching is system calls, which essentially switch from mode 3 (userspace) to mode 0 and jump to the
system call handler code inside the kernel. Thus the processor provides extra fast system call instructions
caledsysent er (andsysexi t to get back) which speed up the whole processover ai nt  0x80 call
by removing the general nature of afar-call — that is the possibility of transitioning into any segment at
any ring level — and restricting the call to only transition to ring 0 code at a specific segment and of fset,
as stored in registers.

Because the general nature has been replaced with so much prior-known information, the whole process
can be speed up, and hence we have a the aforementioned fast system call. The other thing to note is that
state is not preserved when the kernel gets control. The kernel has to be careful to not to destroy state,
but it also means it is free to only save as little state as is required to do the job, so can be much more
efficient about it. Thisis a very RISC philosophy, and illustrates how the line blurs between RISC and
CISC processors.

For more information on how this is implemented in the Linux kernel, see the section called “Kernel
Library”.

Other ways of communicating with the kernel

ioctl

about ioctls

File Systems

about proc, sysfs, debugfs, etc
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What is a process?

We are al familiar with the modern operating system running many tasks all at once or multitasking.

We can think of each process as a bundle of elements kept by the kernel to keep track of all these running
tasks.
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Process ID

The process ID (or the PID) is assigned by the operating system and is unique to each running process.

Memory

We will learn exactly how a process gets it's memory in the following weeks -- it is one of the most
fundamental parts of how the operating system works. However, for now it is sufficient to know that each
process getsit's own section of memory.

In this memory all the program code is stored, along with variables and any other allocated storage.

Parts of the memory can be shared between process (called, not surprisingly shared memory). Y ou will
often see this called System Five Shared Memory (or SysV SHM) after the original implementation in an
older operating system.

Another important concept a process may utiliseisthat of mmaping afile on disk to memory. This means
that instead of having to open the file and use commands such asr ead() andwri t e() thefilelooksas
if it were any other type of RAM. nmaped areas have permissions such as read, write and execute which
need to be kept track of. Asweknow, it isthejob of the operating system to maintain security and stability,
so it needs to check if aprocesstriesto write to aread only area and return an error.

Code and Data

A process can be further divided into code and dat a sections. Program code and data should be kept
separately since they require different permissions from the operating system and separation facilitates
sharing of code (as you see later). The operating system needs to give program code permission to be
read and executed, but generally not written to. On the other hand data (variables) require read and write
permissions but should not be executabl el.

The Stack

One other very important part of a processis an area of memory called the stack. This can be considered
part of the data section of a process, and is intimately involved in the execution of any program.

A stack is generic data structure that works exactly like a stack of plates; you can push an item (put aplate
on top of a stack of plates), which then becomes the top item, or you can pop an item (take a plate off,
exposing the previous plate).

Stacks are fundamental to function calls. Eachtimeafunctioniscalledit getsanew st ack framne. This
is an area of memory which usually contains, at a minimum, the address to return to when complete, the
input arguments to the function and space for local variables.

By convention, stacks usually grow down? . This means that the stack starts at a high address in memory
and progressively gets lower.

INot all architectures support this, however. This has lead to awide range of security problems on many architectures.
2Some architectures, such as PA-RISC from HP, have stacks that grow upwards. On some other architectures, such as|A64, there are other storage
areas (the register backing store) that grow from the bottom toward the stack.
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Figure5.2. The Stack
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We can see how having a stack brings about many of the features of functions.

Each function has its own copy of itsinput arguments. Thisis because each function is allocated a new
stack frame with its argumentsin afresh area of memory.

This is the reason why a variable defined inside a function can not be seen by other functions. Global
variables (which can be seen by any function) are kept in a separate area of data memory.

This facilitates recursive calls. This means afunction is freeto cal its self again, because a new stack
frame will be created for al itslocal variables.

Each frame containsthe addressto return to. C only allowsasingle valueto be returned from afunction,
so by convention this value is returned to the calling function in a specified register, rather than on the
stack.

Because each frame has a reference to the one before it, a debugger can "walk" backwards, following
the pointers up the stack. From thisit can produce a stack trace which shows you all functionsthat were
called leading into this function. Thisis extremely useful for debugging.

Y ou can see how the way functions works fits exactly into the nature of a stack. Any function can call
any other function, which then becomes the up most function (put on top of the stack). Eventually that
function will return to the function that called it (takes itself off the stack).

Stacks do make calling functions slower, because values must be moved out of registers and into
memory. Some architectures allow arguments to be passed in registers directly; however to keep the
semantics that each function gets a unique copy of each argument the registers must rotate.

Y ou may have heard of theterm a stack overflow. Thisisacommon way of hacking asystem by passing
bogus values. If you as aprogrammer accept arbitrary input into a stack variable (say, reading from the
keyboard or over the network) you need to explicitly say how big that datais going to be.
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Allowing any amount of data unchecked will simply overwrite memory. Generally thisleadsto acrash,
but some people realised that if they overwrote just enough memory to place a specific value in the
return address part of the stack frame, when the function completed rather than returning to the correct
place (whereit was called from) they could makeit return into the datathey just sent. If that datacontains
binary executable code that hacks the system (e.g. starts a terminal for the user with root privileges)
then your computer has been compromised.

This happens because the stack grows downwards, but dataisread in"upwards" (i.e. from lower address
to higher addresses).

There are several ways around this; firstly as a programmer you must ensure that you always check the
amount of datayou are receiving into a variable. The operating system can help to avoid this on behal f
of the programmer by ensuring that the stack is marked as not executable; that isthat the processor will
not run any code, even if amalicious user tries to pass some into your program. Modern architectures
and operating systems support this functionality.

« Stacksare ultimately managed by the compiler, asit is responsible for generating the program code. To
the operating system the stack just looks like any other area of memory for the process.

To keep track of the current growth of the stack, the hardware defines aregister as the stack pointer. The
compiler (or the programmer, when writing in assembler) uses this register to keep track of the current
top of the stack.

Example5.1. Stack pointer example

1
$ cat sp.c
void function(void)

{
5 int i = 100;
int j = 200;
int k = 300;

}

10 $ gcc -fomt-frame-pointer -S sp.c

$ cat sp.s
file "sp.c"
. text
15 .globl function
.type function, @unction

functi on:

subl $16, %esp
mov| $100, 4(%esp)

20 mov| $200, 8(%esp)
mov| $300, 12(%esp)
addl $16, %esp
ret
. Si ze function, .-function

25 .ident "GCC. (GNU) 4.0.2 20050806 (prerelease) (Debian 4.0.1-4)"
.section .note. GNU- st ack, "", @rogbits
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Above we show a simple function allocating three variables on the stack. The disassembly illustrates the
use of the stack pointer on the x86 architecture®. Fi rstly we allocate some space on the stack for our local
variables. Since the stack grows down, we subtract from the value held in the stack pointer. The value 16
isavalue large enough to hold our local variables, but may not be exactly the size required (for example
with 34 bytei nt valueswereally only need 12 bytes, not 16) to keep alignment of the stack in memory
on certain boundaries as the compiler requires.

Thenwe movethevaluesinto the stack memory (and in areal function, usethem). Finally, beforereturning
to our parent function we "pop" the values off the stack by moving the stack pointer back to where it was
before we started.

The Heap

The heap is an area of memory that is managed by the process for on the fly memory allocation. Thisis
for variables whose memory requirements are not known at compile time.

The bottom of the heap is known as the brk, so called for the system call which modifiesit. By using the
br k call to grow the areadownwards the process can request the kernel allocate more memory for it to use.

The heap is most commonly managed by themal | oc library call. This makes managing the heap easy for
the programmer by allowing them to simply allocate and free (viathef r ee call) heap memory. mal | oc
can use schemes like a buddy allocator to manage the heap memory for the user. mal | oc can aso be
smarter about allocation and potentially use anonymous mmaps for extra process memory. Thisis where
instead of mmaping afile into the process memory it directly maps an area of system RAM. This can be
more efficient. Dueto the complexity of managing memory correctly, it isvery uncommon for any modern
program to have areason to call br k directly.

3Note we used the special flagto gcc - f omi t - f r ame- poi nt er which specifies that an extra register should not be used to keep a pointer to
the start of the stack frame. Having this pointer helps debuggers to walk upwards through the stack frames, however it makes one less register
available for other applications.
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Aswe have seen a process has smaller areas of memory allocated to it, each with a specific purpose.

An example of how the processislaid out in memory by the kernel is given above. Starting from the top,
the kernel reserves its self some memory at the top of the process (we see with virtual memory how this
memory is actually shared between all processes).

Underneath that is room for mmaped files and libraries. Underneath that is the stack, and below that the
heap.

At the bottom is the program image, as loaded from the executable file on disk. We take a closer look at
the process of loading thisdatain later chapters.

File Descriptors

In the first week we learnt about st di n, st dout and st der r ; the default files given to each process.
Y ou will remember that these files always have the same file descriptor number (0,1,2 respectively).

Thus, file descriptors are kept by the kernel individually for each process.

File descriptors also have permissions. For example, you may be able to read from afile but not write to
it. When the file is opened, the operating system keeps a record of the processes permissions to that file
in the file descriptor and doesn't allow the process to do anything it shouldn't.

Registers

We know from the previous chapter that the processor essentially performs generally simple operations
on values in registers. These values are read (and written) to memory -- we mentioned above that each
process is allocated memory which the kernel keeps track of.

So the other side of the equation is keeping track of the registers. When it comes time for the currently
running process to give up the processor so another process can run, it needs to save it's current state.
Equally, we need to be able to restore this state when the process is given more time to run on the CPU.
To do thisthe operating system needs to store a copy of the CPU registers to memory. When it istime for
the process to run again, the operating system will copy the register values back from memory to the CPU
registers and the process will be right back where it left off.

Kernel State

Internally, the kernel needs to keep track of a number of elements for each process.

Process State

Another important element for the operating system to keep track of is the process state. If the processis
currently running it makes sense to haveit in arunning state.

However, if the process has requested to read a file from disk we know from our memory hierarchy that
this may take a significant amount of time. The process should give up it's current execution to allow
another process to run, but the kernel need not let the process run again until the data from the disk is
available in memory. Thusit can mark the process as disk wait (or similar) until the datais ready.

Priority

Some processes are more important than others, and get a higher priority. See the discussion on the
scheduler below.
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Statistics

Thekernel can keep statistics on each processes behaviour which can help it make decisions about how the
process behaves; for example doesit mostly read from disk or doesit mostly do CPU intensive operations?

Process Hierarchy

Whilst the operating system can run many processes at the same time, in fact it only ever directly starts
one process called the init (short for initial) process. Thisisn't a particularly special process except that
it'sPID isalways 0 and it will always be running.

All other processes can be considered children of thisinitial process. Processes have a family tree just
like any other; each process has a parent and can have many siblings, which are processes created” by
the same parent.

Certainly children can create more children and so on and so forth.

Example 5.2. pstree example

1
init-+-apnmd
| -atd
| -cron
5
| -dhcl i ent
| -firefox-bin-+-firefox-bin---2*[firefox-bin]
| | -java_vm--java_vm--13*[java_vni
| T-swf_play
10

Fork and Exec

New processes are created by the two related interfacesf or k and exec.

Fork

When you come to metaphorical "fork in the road" you generaly have two options to take, and your
decision effects your future. Computer programs reach this fork in the road when they hit the f or k()
system call.

At this point, the operating system will create anew process that is exactly the same as the parent process.
Thismeans all the state that was talked about previously is copied, including open files, register state and
all memory allocations, which includes the program code.

The return value from the system call is the only way the process can determine if it was the existing
process or a new one. The return value to the parent process will be the Process ID (PID) of the child,
whilst the child will get areturn value of O.

At thispoint, wesay the processhasf or ked and we have the parent-child rel ationship as described above.

“The term spawn is often used when talking about parent processes creating children; asin "the process spawned a child".
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Exec

Forking provides away for an existing process to start a new one, but what about the case where the new
processis not part of the same program as parent process? Thisisthe case in the shell; when a user starts
acommand it needsto run in anew process, but it is unrelated to the shell.

This is where the exec system call comes into play. exec will replace the contents of the currently
running process with the information from a program binary.

Thus the process the shell follows when launching a new program is to firstly f or k, creating a new
process, and then exec (i.e. load into memory and execute) the program binary it is supposed to run.

How Linux actually handles fork and exec

cl one

Threads

In the kernel, fork is actually implemented by a cl one system call. This cl one interfaces effectively
provides alevel of abstraction in how the Linux kernel can create processes.

cl one allows you to explicitly specify which parts of the new process are copied into the new process,
and which parts are shared between the two processes. This may seem a hit strange at first, but allows us
to easily implement threads with one very simple interface.

Whilef or k copiesall of the attributes we mentioned above, imagineif everything was copied for the new
process except for the memory. This means the parent and child share the same memory, which includes
program code and data.
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Figure5.4. Threads
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This hybrid child is called athread. Threads have a number of advantages over where you might use fork

1. Separate processes can not see each others memory. They can only communicate with each other via
other system calls.
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Threads however, share the same memory. So you have the advantage of multiple processes, with the
expense of having to use system calls to communicate between them.

The problem that this raises is that threads can very easily step on each others toes. One thread might
increment a variable, and another may decrease it without informing the first thread. These type of
problems are called concurrency problems and they are many and varied.

To help with this, there are userspace libraries that help programmers work with threads properly. The
most common oneiscalled POSI X t hr eads or, asit more commonly referred to pt hr eads

2. Switching processesis quite expensive, and one of the major expensesiskeeping track of what memory
each process is using. By sharing the memory this overhead is avoided and performance can be
significantly increased.

There are many different ways to implement threads. On the one hand, a userspace implementation could
implement threads within a process without the kernel having any idea about it. The threads al look like
they are running in asingle process to the kernel.

This is suboptimal mainly because the kernel is being withheld information about what is running in the
system. It isthe kernelsjob to make sure that the system resources are utilised in the best way possible, and
if what the kernel thinksis a single process is actually running multiple threads it may make suboptimal
decisions.

Thus the other method is that the kernel has full knowledge of the thread. Under Linux, thisis established
by making all processes ableto shareresourcesviathecl one system call. Each thread still has associated
kernel resources, so the kerndl can take it into account when doing resource allocations.

Other operating systems have a hybrid method, where some threads can be specified to run in userspace
only ("hidden" from the kernel) and others might be a light weight process, a similar indication to the
kernel that the processesis part of athread group.

Copy on write

As we mentioned, copying the entire memory of one process to another when f or k is called is an
expensive operation.

One optimisation is called copy on write. This meansthat similar to threads above, the memory is actually
shared, rather than copied, between the two processes when fork is called. If the processes are only going
to be reading the memory, then actually copying the data is unnecessary.

However, when a process writes to it's memory, it needs to be a private copy that is not shared. As the
name suggests, copy on write optimises this by only doing the actual copy of the memory at the point
when it iswritten to.

Copy on write also has abig advantage for exec. Sinceexec will smply be overwriting all the memory
with the new program, actually copying the memory would waste a lot of time. Copy on write saves us
actually doing the copy.

The init process

We discussed the overall goal of the init process previously, and we are now in a position to understand
how it works.

On boot the kernel startsthe init process, which then forks and execs the systems boot scripts. These fork
and exec more programs, eventually ending up forking alogin process.
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The other job of thei ni t processis"reaping". When aprocesscallsexi t with areturn code, the parent
usually wants to check this code to see if the child exited correctly or not.

However, this exit code is part of the process which has just called exi t . So the processis "dead" (e.g.
not running) but still needsto stay around until the return codeis collected. A processinthisstateiscalled
a zombie (the traits of which you can contrast with amystical zombie!)

A process stays as a zombie until the parent collects the return code with thewai t call. However, if the
parent exits before collecting this return code, the zombie processis still around, waiting aimlessly to give
it's status to someone.

In this case, the zombie child will be reparented to theinit process which has a special handler that reaps
the return value. Thus the process is finally free and can the descriptor can be removed from the kernels
process table.

Zombie example

Example 5.3. Zombie example process

1
$ cat zonbie.c
#i ncl ude <stdi o. h>
#i ncl ude <stdlib. h>

5
i nt mai n(voi d)
{
pid_t pid,;
10 printf("parent : %\n", getpid());
pid = fork();
if (pid==0) {
15 printf("child : %l\n", getpid());
sl eep(2);
printf("child exit\n");
exit(1l);
}
20
/* in parent */
while (1)
{
sleep(1);
25 }
}
ianw@ine:~$ ps ax | grep [z]onbie
16168 pts/9 S 0: 00 ./zonbie
30 16169 pts/9 4 0: 00 [zomnbi e] <defunct>

Above we create a zombie process. The parent process will sleep forever, whilst the child will exit after
afew seconds.
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Below the code you can see the results of running the program. The parent process (16168) isin state S
for sleep (as we expect) and the child isin state Z for zombie. The ps output also tells us that the process
isdef unct inthe process description.5

Context Switching

Context switching refersto the processthe kernel undertakesto switch from one processto another. XXX ?

Scheduling

A running system has many processes, maybe even into the hundreds or thousands. The part of the kernel
that keeps track of all these processesis called the scheduler because it schedules which process should
be run next.

Scheduling algorithms are many and varied. Most users have different goals relating to what they want
their computer to do, so this affects scheduling decisions. For example, for a desktop PC you want to
make sure that your graphical applicationsfor your desktop are given plenty of timeto run, even if system
processestake alittle longer. Thiswill increase the responsivenessthe user feels, astheir actionswill have
more immediate responses. For a server, you might want your web server application to be given priority.

People are always coming up with new algorithms, and you can probably think of your own fairly easily.
But there are a number of different components of scheduling.

Preemptive v co-operative scheduling

Scheduling strategies can broadly fall into two categories

1. Co-operative scheduling iswhere the currently running process voluntarily gives up executing to allow
another process to run. The obvious disadvantage of thisis that the process may decide to never give
up execution, probably because of abug causing some form of infinite loop, and consequently nothing
else can ever run.

2. Preemptive scheduling is where the process is interrupted to stop it an allow another process to run.
Each process gets atimeslice to run in; at the point of each context switch atimer will be reset and will
deliver and interrupt when the timeslice is over.

We know that the hardware handles the interrupt independently of the running process, and so at this
point control will return to the operating system. At this point, the scheduler can decide which process
to run next.

Thisisthe type of scheduling used by all modern operating systems.

Realtime

Some processes need to know exactly how long their timeslice will be, and how long it will be before they
get another timeslice to run. Say you have a system running a heart-lung machine; you don't want the next
pulse to be delayed because something el se decided to run in the system!

Hard realtime systems make guarantees about scheduling decisions like the maximum amount of time a
process will be interrupted before it can run again. They are often used in life critical applications like
medical, aircraft and military applications.

SThe square brackets around the "z" of "zombie" are alittle trick to remove the grep processesiits self from the ps output. grep interprets everything
between the square brackets as a character class, but because the process name will be "grep [zZlombie" (with the brackets) this will not match!
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Soft realtime is a variation on this, where guarantees aren't as strict but general system behaviour is
predictable. Linux can be used like this, and it is often used in systems dealing with audio and video. If
you are recording an audio stream, you don't want to be interrupted for long periods of time as you will
loose audio data which can not be retrieved.

Nice value

UNIX systems assign each process anice value. The scheduler looks at the nice value and can give priority
to those processes that have a higher "niceness’.

A brief look at the Linux Scheduler

TheLinux scheduler hasand is constantly undergoing many changes as new devel opersattempt toimprove
its behaviour.

The current scheduler isknown asthe O(1) scheduler, which refersto the property that no many how man
processes the scheduler hasto choose from, it will choose the next oneto runin aconstant amount of time”.

Previous incarnations of the Linux scheduler used the concept of goodness to determine which processto
run next. All possible tasks are kept on arun queue, which is simply alinked list of processes which the
kernel knows arein a"runnable" state (i.e. not waiting on disk activity or otherwise asleep). The problem
arises that to calculate the next process to run, every possible runnable process must have its goodness
calculated and the one with the highest goodness ““wins". You can see that for more tasks, it will take
longer and longer to decide which processes will run next.

Figure5.5. The O(1) scheduler

Highest Priority P | owest Priority
Process

In contrast, the O(1) scheduler uses arun queue structure as shown above. The run queue has a number of
bucketsin priority order and a bitmap that flags which buckets have processes available. Finding the next
process to run is a matter of reading the bitmap to find the first bucket with processes, then picking the
first process off that bucket's queue. The scheduler keeps two such structures, an active and expired array
for processesthat are runnable and those which have utilised their entire time dlice respectively. These can
be swapped by simply modifying pointers when all processes have had some CPU time.

Theredlly interesting part, however, ishow it is decided where in the run queue a process should go. Some
of the things that need to be taken into account are the nice level, processor affinity (keeping processes
tied to the processor they are running on, since moving a process to another CPU in a SMP system can

5B g-O notation is away of describing how long an algorithm takes to run given increasing inputs. If the algorithm takes twice as long to run for
twice as much input, thisisincreasing linearly. If another algorithm takes four times as long to run given twice as much input, then it isincreasing
exponentialy. Finaly if it takes the same amount of time now matter how much input, then the algorithm runsin constant time. Intuitively you can
see that the slower the algorithm grows for more input, the better it is. Computer science text books deal with algorithm analysisin more detail.
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be an expensive operation) and better support for identifying interactive programs (applications such as
a GUI which may spend much time sleeping, waiting for user input, but when the user does get around
to interacting with it wants a fast response).

The Shell

On a UNIX system, the shell is the standard interface to handling processes on your system. Once the
shell was the primary interface, however modern Linux systems have a GUI and provide a shell viaa
"terminal application" or similar. The primary job of the shell isto help the user handle starting, stopping
and otherwise controlling processes running in the system.

When you type a command at the prompt of the shell, it will f or k a copy of it's self and exec the
command that you have specified.

The shell then, by default, waits for that process to finish running before returning to a prompt to start
the whole process over again.

As an enhancement, the shell also allows you to background a job, usually by placing an & after the
command name. Thisis simply asignal that the shell should fork and execute the command, but not wait
for the command to complete before showing you the prompt again.

The new process runs in the background, and the shell is ready waiting to start a new process should you
desire. You can usualy tell the shell to foreground a process, which means we do actually want to wait
for it to finish.

XXX : abit of history about bourne shell

Signals

Processes running in the system require a way to be told about events that influence them. On UNIX
there is infrastructure between the kernel and processes called signals which allows a process to receive
notification about eventsimportant to it.

When asignal is sent to a process, the kernel invokes a handler which the process must register with the
kernel to deal with that signal. A handler is simply adesigned function in the code that has been written to
specifically deal with interrupt. Often the signal will be sent from inside the kerndl its self, however it is
also common for one processto send asignal to another process (one form of inter process communication).
The signal handler gets called asynchronously; that is the currently running program is interrupted from
what it is doing to process the signal event.

For example, one type of signal isan interrupt (defined in system headersas SI G NT) is delivered to the
processwhenthect r | - ¢ combination is pressed.

Asaprocess usesther ead system call to read input from the keyboard, the kernel will be watching the
input stream looking for special characters. Shouldit seeact r | - ¢ it will jumpintosignal handling mode.
Thekernel will look to seeif the process has registered ahandler for thisinterrupt. If it has, then execution
will be passed to that function where the function will handleit. Should the process have not registered a
handler for this particular signal, then the kernel will take some default action. With ct r | - ¢ the default
action is to terminate the process.

A process can choose to ignore some signals, but other signals are not allowed to beignored. For example,
SI &I LL isthe signal sent when a process should be terminated. The kernel will see that the process has
been sent this signal and terminate the process from running, no questions asked. The process can not ask
the kernel to ignore this signal, and the kernel is very careful about which processis allowed to send this
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signal to another process; you may only send it to processes owned by you unless you are the root user.
Y ou may have seenthe command ki | | - 9; this comes from the implementation SI GKI LL signal. Itis
commonly known that SI CGKI LL isactually defined to be 0x9, and so when specified as an argument to
theki | | program means that the process specified is going to be stopped immediately. Since the process
can not choose to ignore or handle thissignal, it is seen as an avenue of last resort, since the program will
have no chance to clean up or exit cleanly. It is considered better to first send a SI GTERM(for terminate)
to the processfirst, and if it has crashed or otherwise will not exit then resort to the SI GKI LL. Asamatter
of convention, most programs will install a handler for SI GHUP (hangup -- aleft over from days of serial
terminals and modems) which will reload the program, perhaps to pick up changesin a configuration file
or similar.

If you have programmed on a Unix system you would be familiar withsegnent ati on faul t s when
you try to read or write to memory that has not been allocated to you. When the kernel notices that you
are touching memory outside your allocation, it will send you the segmentation fault signal. Usually the
process will not have ahandler installed for this, and so the default action to terminate the program ensues
(hence your program "crashes"). In some cases a program may install a handler for segmentation faults,
although reasons for doing this are limited.

This raises the question of what happens after the signal is received. Once the signal handler has finished
running, control is returned to the process which continues on from where it | eft off.

Example
The following simple program introduces alot of signals to run!

Example 5.4. Signals Example

1
$ cat signal.c
#i ncl ude <stdio. h>
#i ncl ude <uni std. h>
5 #incl ude <signal . h>

voi d sigint_handler(int signum

{
printf("got SIG NT\n");
10 }
i nt mai n(voi d)
{
signal (SI G NT, sigint_handler);
15 printf("pidis %\n", getpid());
while (1)
sl eep(1);
}
$ gcc -Vall -o signal signal.c
20 $ ./signa
pidis 2859

got SIGA NT # press ctrl-c
# press ctrl-z

[1]+ Stopped ./ si gnal
25

$ kill -SIGANT 2859

$fg
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./ si gnal
got SIG NT
30 Quit # press ctrl-\

$

We have simple program that simply defines a handler for the SI G NT signal, which is sent when the
user presses ct r | - c. All the signas for the system are defined in si gnal . h, including the si gnal
function which alows us to register the handling function.

The program simply sits in atight loop doing nothing until it quits. When we start the program, we try
pressing ct r | - ¢ to make it quit. Rather than taking the default action, or handler isinvoked and we get
the output as expected.

Wethen pressct r | - z which sends a SI GSTOP which by default puts the process to sleep. This means
it is not put in the queue for the scheduler to run and is thus dormant in the system.

Asanillustration, we use the kill program to send the same signal from another terminal window. Thisis
actually implemented with the ki | | system call, which takes a signal and PID to send to (this function
isalittle misnamed because not al signals do actually kill the process, as we are seeing, but the si gnal
function was aready taken to register the handler). As the process is stopped, the signal gets queued for
the process. This means the kernel takes note of the signal and will deliver it when appropriate.

At this point we wake the process up by using the command f g. This actually sendsa Sl GCONT signal to
the process, which by default will wake the process back up. The kernel knows to put the process on the
run queue and give it CPU time again. We see at this point the queued signal is delivered.

In desperation to get rid of the program, we finally try ct r | -\ which sends a SI GABRT (abort) to the
process. But if the process has aborted, where did the Qui t output come from?

Y ou guessed it, more signals! When aparent child has a processthat dies, it getsa SI GCHLD signal back.
In this case the shell was the parent process and so it got the signal. Remember how we have the zombie
process that needs to be reaped with the wai t call to get the return code from the child process? Well
another thing it also gives the parent is the signal number that the child may have died from. Thus the
shell knows that child process died from a SI GABRT and as an informational service prints as much for
the user (the same process happens to print out "Segmentation Fault" when the child process dies from
a Sl GSEQV).

Y ou can see how in even asimple program, around 5 different signals were used to communi cate between
processes and the kernel and keep things running. There are many other signals, but these are certainly
amongst the most common. Most have system functions defined by the kernel, but there are afew signals
reserved for usersto use for their own purposes within their programs (SI GUSR).
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Chapter 6. Virtual Memory
What Virtual Memory isn't

Virtua memory is often naively discussed as a way to extended your RAM by using the hard drive as
extra, slower, system memory. That is, once your system runs out of memory, it flows over onto the hard
drive which is used as "virtual™ memory.

In modern operating systems, thisiscommonly referred to as swap space, because unused parts of memory
as swapped out to disk to free up main memory (remember, programs can only execute from main
memory).

Indeed, the ability to swap out memory to disk is an important capability, but as you will seeit is not the
purpose of virtual memory, but rather avery useful side effect!

What virtual memory is

Virtual memory is all about making use of address space.

The address space of a processor refers the range of possible addresses that it can use when loading and
storing to memory. The address space is limited by the width of the registers, since aswe know to load an
addresswe need toissueal oad instruction with the addressto |oad from stored in aregister. For example,
registersthat are 32 bits wide can hold addresses in aregister range from 0x00000000 to Ox FFFFFFF.
pASTS equal to 4GB, so a 32 hit processor can load or store to up to 4GB of memory.

64 bit computing

New processors are generally all 64-bit processors, which as the name suggests has registers 64 bits wide.
As an exercise, you should work out the address space available to these processors (hint: it's big!).

64-bit computing does have some trade-offs against using smaller bit-width processors. Every program
compiled in 64-bit mode requires 8-byte pointers, which can increase code and data size, and hence impact
both instruction and data cache performance. However, 64-bit processers tend to have more registers,
which meanslessneed to savetemporary variablesto memory when the compiler isunder register pressure.

Canonical Addresses

While 64-bit processors have 64-bit wide registers, systems generaly do not implement all 64-bits for
addressing — it is not actually possibleto do | oad or st or e to all 16 exabytes of theoretical physical
memory!

Thus most architectures define an unimplemented region of the address space which the processor will
consider invalid for use. x86-64 and Itanium both define the most-significant valid bit of an address, which
must then be sign-extended (see the section called “ Sign-extension”) to create a valid address. The result
of thisisthat the total address spaceiseffectively divided into two parts, an upper and alower portion, with
the addresses in-between considered invalid. This is illustrated in Figure 6.1, “Illustration of canonical
addresses’. Valid addresses are termed canonical addresses (invalid addresses being non-canonical).
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Figure 6.1. lllustration of canonical addresses
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The exact most-significant bit valuefor the processor can usually be found by querying the processor itself
using itsinformational instructions. Although the exact value isimplementation dependent, atypical value
would be 48; providing 2% = 256 TiB of usable address-space.

Reducing the possible address-space like this means that significant savings can be made with all parts
of the addressing logic in the processor and related components, as they know they will not need to dedl
with full 64-bit addresses. Since the implementation defines the upper-bits as being signed-extended, this
prevents portable operating systems using these bits to store or flag additional information and ensuring
compatibility if the implementation wishes to implement more address-space in the future.

Using the address space

As with most components of the operating system, virtual memory acts as an abstraction between the
address space and the physical memory available in the system. This means that when a program uses an
address that address does not refer to the bitsin an actual physical location in memory.

So to this end, we say that all addresses a program uses are virtual. The operating system keeps track of
virtual addresses and how they are allocated to physical addresses. When a program does a load or store
from an address, the processor and operating system work together to convert this virtual address to the
actual address in the system memory chips.

Pages

Thetotal address-spaceisdivided into individual pages. Pages can be many different sizes; generally they
are around 4 KiB, but thisis not a hard and fast rule and they can be much larger but generally not any
smaller. The page isthe smallest unit of memory that the operating system and hardware can deal with.

Additionally, each page has a number of attributes set by the operating system. Generally, these include
read, write and execute permissions for the current page. For example, the operating system can generally
mark the code pages of a process with an executabl e flag and the processor can choose to not execute any
code from pages without this bit set.
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Figure 6.2. Virtual memory pages
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Programmers may at this point be thinking that they can easily allocate small amounts of memory, much
smaller than 4 KiB, using mal | oc or similar calls. This heap memory is actually backed by page-size
allocations, which the mal | oc implementation divides up and manages for you in an efficient manner.

Physical Memory

Just as the operating system divides the possible address space up into pages, it divides the available
physical memory up into frames. A frame is just the conventional name for a hunk of physical memory
the same size as the system page size.

The operating system keeps a frame-table which isalist of all possible pages of physical memory and if
they arefree (available for allocation) or not. When memory is allocated to a process, it is marked as used
in the frame-table. In this way, the operating-system keeps track of all memory alocations.

How does the operating system know what memory is available? This information about where memory
is located, how much, attributes and so forth is passed to the operating system by the BIOS during
initialisation.

Pages + Frames = Page Tables

It is the job of the operating system is to keep track of which of virtual-page points to which physical
frame. Thisinformation is kept in a page-table which, inits simplest form, could simply be a table where
each row contains its associated frame — thisistermed alinear page-table. If you were to use thissimple
system, with a 32 bit address-space and 4 KiB pages there would be 1048576 possible pages to keep track
of in the page table (2°2 + 4096); hence the table would be 1048576 entries long to ensure we can always

map avirtual page to a physical page.

Page tables can have many different structures and are highly optimised, as the process of finding a page
in the page table can be alengthly process. We will examine page-tables in more depth later.

The page-tablefor aprocessisunder the exclusive control of the operating system. When aprocessrequests
memory, the operating system finds it afree page of physical memory and records the virtual-to-physical
trandlation in the processes page-table. Conversely, when the process gives up memory, the virtual-to-
physical record isremoved and the underlying frame becomes free for allocation to another process.

Virtual Addresses

When a program accesses memory, it does not know or care where the physical memory backing the
addressis stored. It knowsit is up to the operating system and hardware to work together to map locate the
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right physical address and thus provide access to the data it wants. Thus we term the address a program is
using to access memory avirtual address. A virtual address consists of two parts; the page and an offset
into that page.

Page

Sincethe entire possible address spaceisdivided up into regular sized pages, every possible addressresides
within a page. The page component of the virtual address acts as an index into the page table. Since the
pageisthe smallest unit of memory allocation within the system there is atrade-off between making pages
very small, and thus having very many pagesfor the operating-system to manage, and making pages larger
but potentially wasting memory

Offset

The last bits of the virtual address are called the offset which is the location difference between the byte
address you want and the start of the page. Y ou require enough bitsin the offset to be ableto get to any byte
in the page. For a4K page you require (4K == (4 * 1024) == 4096 == 2'2 ==) 12 bits of offset. Remember
that the smallest amount of memory that the operating system or hardware deals with is a page, so each of
these 4096 bytes reside within a single page and are dealt with as"one".

Virtual Address Translation

Virtual address translation refers to the process of finding out which physical page maps to which virtual
page.

When translating a virtual-address to a physical-address we only deal with the page number . The essence
of the procedure is to take the page number of the given address and look it up in the page-table to find
a pointer to a physical address, to which the offset from the virtual address is added, giving the actual
location in system memory.

Since the page-tables are under the control of the operating system, if the virtual-address doesn't exist in
the page-table then the operating-system knows the process is trying to access memory that has not been
allocated to it and the access will not be allowed.
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Figure 6.3. Virtual Address Trandation
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We can follow this through for our previous example of a simple linear page-table. We calculated that
a 32-bit address-space would require a table of 1048576 entries when using 4KiB pages. Thus to map
a theoretical address of 0x80001234, the first step would be to remove the offset bits. In this case, with
4KiB pages, we know we have 12-bits (212 == 4096) of offset. So we would right-shift out 12-bits of the
virtual address, leaving us with 0x80001. Thus (in decimal) the value in row 524289 of the linear page
table would be the physical frame corresponding to this page.

Y ou might see aproblem with alinear page-table : since every page must be accounted for, whether in use
or not, aphysically linear page-tableis completely impractical with a64-bit address space. Consider a 64-
bit address space divided into (generously large) 64 KiB pages creates 2%4/216 = 252 pages to be managed;

assuming each page requires an 8-byte pointer to aphysical location atotal of 2°%/2° = 2* or 512 GiB of
contiguous memory is required just for the page table!

Consequences of virtual addresses, pages and
page tables

Virtual addressing, pages and page-tables are the basis of every modern operating system. It under-pins
most of the things we use our systemsfor.

Individual address spaces

By giving each processits own page table, every process can pretend that it has accessto the entire address
space available from the processor. It doesn't matter that two processes might use the same address, since
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different page-tables for each process will map it to a different frame of physical memory. Every modern
operating system provides each process with its own address space like this.

Over time, physical memory becomes fragmented, meaning that there are "holes" of free space in the
physical memory. Having to work around these holes would be at best annoying and would become a
seriouslimit to programmers. For example, if youmal | oc 8 KiB of memory; requiring the backing of two
4 KiB frames, it would be a huge inconvience if those frames had to be contiguous (i.e., physically next to
each other). Using virutal-addresses it does not matter; as far as the process is concerned it has 8 KiB of
contiguous memory, even if those pages are backed by framesvery far apart. By assigning avirtual address
space to each process the programmer can leave working around fragmentation up to the operating system.

Protection

Swap

mmap

We previously mentioned that the virtual mode of the 386 processor is called protected mode, and this
name arises from the protection that virtual memory can offer to processes running on it.

In a system without virtual memory, every process has complete access to all of system memory. This
means that there is nothing stopping one process from overwriting another processes memory, causing
it to crash (or perhaps worse, return incorrect values, especialy if that program is managing your bank
account!)

Thislevel of protection is provided because the operating system is now the layer of abstraction between
the process and memory access. If a process gives a virtual address that is not covered by its page-table,
then the operating system knows that that process is doing something wrong and can inform the process
it has stepped out of its bounds.

Since each page has extra attributes, a page can be set read only, write only or have any number of other
interesting properties. When the process tries to access the page, the operating system can check if it has
sufficient permissions and stop it if it does not (writing to aread only page, for example).

Systems that use virtual memory are inherently more stable because, assuming the perfect operating
system, aprocess can only crash itself and not the entire system (of course, humanswrite operating systems
and we inevitably overlook bugs that can till cause entire systemsto crash).

We can aso now see how the swap memory is implemented. If instead of pointing to an area of system
memory the page pointer can be changed to point to alocation on a disk.

When this pageisreferenced, the operating system needsto moveit from the disk back into system memory
(remember, program code can only execute from system memory). If system memory isfull, then another
page needs to be kicked out of system memory and put into the swap disk before the required page can be
put in memory. If another process wants that page that wasjust kicked out back again, the process repeats.

This can be a mgjor issue for swap memory. Loading from the hard disk is very slow (compared to
operations done in memory) and most people will be familiar with sitting in front of the computer whilst
the hard disk churns and churns whilst the system remains unresponsive.

A different but related process is the memory map, or nrrap (from the system call name). If instead of
the page table pointing to physical memory or swap the page table points to a file, on disk, we say the
fileismmaped.

Normally, you need to open afile on disk to obtain afile descriptor, andthenread andwriteitina
sequential form. When afileis mmaped it can be accessed just like system RAM.
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Sharing memory

Usually, each process getsits own pagetable, so any addressit usesis mapped to auniqueframein physical
memory. But what if the operating system points two page table-entries to the same frame? This means
that this frame will be shared; and any changes that one process makes will be visible to the other.

You can see now how threads are implemented. In the section called “cl one” we said that the Linux
cl one() function could share as much or aslittle of anew process with the old process asiit required. If
aprocesscalscl one() to create anew process, but requests that the two processes share the same page
table, then you effectively have athread as both processes see the same underlying physical memory.

You can also see now how copy on write is done. If you set the permissions of a page to be read-only,
when a process tries to write to the page the operating system will be notified. If it knows that this pageis
acopy-on-write page, then it needs to make anew copy of the page in system memory and point the page
in the page table to this new page. This can then have its attributes updated to have write permissions and
the process has its own unique copy of the page.

Disk Cache

In a modern system, it is often the case that rather than having too little memory and having to swap
memory out, there is more memory available than the system is currently using.

The memory hierarchy tells us that disk access is much slower than memory access, so it makes sense to
move as much data from disk into system memory if possible.

Linux, and many other systems, will copy data from files on disk into memory when they are used. Even
if aprogram only initially requests asmall part of thefile, it ishighly likely that asit continues processing
it will want to accessthe rest of file. When the operating system hasto read or writeto afile, it first checks
if thefileisin it's memory cache.

These pages should be the first to be removed as memory pressure in the system increases.

Page Cache
A term you might hear when discussing the kernel is the page cache.

The page cacherefersto alist of pagesthe kernel keepsthat refer to files on disk. From above, swap page,
mmaped pages and disk cache pages all fall into this category. The kernel keeps this list because it needs
to be able to ook them up quickly in response to read and write requests X X X: this bit doesn't file?

Hardware Support

So far, we have only mentioned that hardware works with the operating system to implement virtual
memory. However we have glossed over the details of exactly how this happens.

Virtual memory is necessarily quite dependent on the hardware architecture, and each architecture hasits
own subtleties. However, there are are afew universal elements to virtual memory in hardware.

Physical v Virtual Mode

All processors have some concept of either operating in physical or virtual mode. In physical mode, the
hardware expects that any address will refer to an address in actual system memory. In virtual mode, the
hardware knows that addresses will need to be trandated to find their physical address.
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In many processors, thistwo modes are simply referred to asphysical and virtual mode. Itaniumisonesuch
example. The most common processor, the x86, has alot of baggage from days before virtual memory and
so the two modes are referred to as real and protected mode. The first processor to implement protected
mode was the 386, and even the most modern processors in the x86 family line can still do real mode,
though it is not used. In real mode the processor implements a form of memory organisation called
segmentation.

Issues with segmentation

Segmentation isreally only interesting as ahistorical note, since virtual memory has made it less relevant.
Segmentation has a number of drawbacks, not the least of which it is very confusing for inexperienced
programmers, which virtual memory systems were largely invented to get around.

In segmentation there are a number of registers which hold an address that is the start of a segment. The
only way to get to an address in memory isto specify it as an offset from one of these segment registers.
The size of the segment (and hence the maximum offset you can specify) is determined by the number
of bits available to offset from segment base register. In the x86, the maximum offset is 16 hits, or only
64K . This causes all sorts of havoc if one wants to use an address that is more than 64K away, which
as memory grew into the megabytes (and now gigabytes) became more than a slight inconvenience to a
complete failure.

Figure 6.4. Segmentation
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| magine that the maximum offset was 32 bits; in this case the entire address space could be accessed as an offset from a segment at 0x00000000
and you would essentially have aflat layout -- but it still isn't as good as virtual memory as you will see. In fact, the only reason it is 16 bitsis
because the original Intel processors were limited to this, and the chips maintain backwards compatibility.
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In the above figure, there are three segment registers which are all pointing to segments. The maximum
offset (constrained by the number of bits available) is shown by shading. If the program wants an address
outside this range, the segment registers must be reconfigured. This quickly becomes a major annoyance.
Virtual memory, on the other hand, allows the program to specify any address and the operating system
and hardware do the hard work of translating to a physical address.

The TLB

The Trandlation Lookaside Buffer (or TLB for short) is the main component of the processor responsible
for virtual-memory. It is a cache of virtual-page to physical-frame translations inside the processor. The
operating system and hardware work together to manage the TLB as the system runs.

Page Faults

When avirtual addressis requested of the hardware — say viaal oad instruction requesting to get some
data — the processor looks for the virtual-address to physical-address trandation in its TLB. If it has a
valid tranglation it can then combine this with the offset portion to go straight to the physical address and
complete the load.

However, if the processor can not find atranslation in the TLB, the processor must raise a page fault. This
issimilar to an interrupt (as discussed before) which the operating system must handle.

When the operating system gets a page fault, it needs to go through it's page-table to find the correct
trandation and insert it into the TLB.

In the case that the operating system can not find a translation in the page table, or alternatively if the
operating system checks the permissions of the page in question and the processis not authorised to access
it, the operating system must kill the process. If you have ever seen a segmentation fault (or a segfault)
thisis the operating system killing a process that has overstepped its bounds.

Should the trandlation be found, and the TLB currently be full, then one translation needs to be removed
before another can be inserted. It does not make sense to remove a trandlation that is likely to be used in
the future, as you will incur the cost of finding the entry in the page-tables all over again. TLBs usually
use something like a Least Recently Used or LRU algorithm, where the ol dest trandlation that has not been
used is gected in favour of the new one.

The access can then betried again, and, all going well, should befound inthe TLB and translated correctly.
Finding the page table

When we say that the operating system finds the translation in the page table, it islogical to ask how the
operating system finds the memory that has the page table.

The base of the page table will be kept in aregister associated with each process. Thisis usaly called the
page-table base-register or similar. By taking the address in this register and adding the page number to
it, the correct entry can be located.

Other page related faults

There are two other important faults that the TLB can generally generate which help to mange accessed
and dirty pages. Each page generally contains an attribute in the form of a single bit which flags if the
page has been accessed or is dirty.
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An accessed page is simply any page that has been accessed. When a page trandation is initially loaded
into the TLB the page can be marked as having been accessed (else why were you loading it in’?z)

The operating system can periodically go through all the pages and clear the accessed hit to get an idea of
what pages are currently in use. When system memory becomes full and it comes time for the operating
system to choose pages to be swapped out to disk, obviously those pages whose accessed bit has not been
reset are the best candidates for removal, because they have not been used the longest.

A dirty pageisonethat has datawritten to it, and so does not match any dataaready on disk. For example,
if a pageisloaded in from swap and then written to by a process, before it can be moved out of swap it
needs to have its on disk copy updated. A page that is clean has had no changes, so we do not need the
overhead of copying the page back to disk.

Both are similar in that they help the operating system to manage pages. The general concept isthat apage
has two extra bits; the dirty bit and the accessed bit. When the page is put into the TL B, these bits are set
to indicate that the CPU should raise afault .

When a process tries to reference memory, the hardware does the usual translation process. However,
it also does an extra check to see if the accessed flag is not set. If so, it raises a fault to the operating
system, which should set the bit and allow the process to continue. Similarly if the hardware detects that
it iswriting to a page that does not have the dirty bit set, it will raise a fault for the operating system to
mark the page as dirty.

TLB Management

We can say that the TLB used by the hardware but managed by software. It is up to the operating system
to load the TLB with correct entries and remove old entries.

Flushing the TLB

The process of removing entries from the TLB is called flushing. Updating the TLB is a crucial part
of maintaining separate address spaces for processes; since each process can be using the same virtual
address not updating the TL B would mean a process might end up overwriting another processes memory
(conversely, in the case of threads sharing the address-space iswhat you want, thusthe TLB isnot flushed
when switching between threads in the same process).

On some processors, every time there is a context switch the entire TLB is flushed. This can be quite
expensive, since this means the new process will have to go through the whole process of taking a page
fault, finding the page in the page tables and inserting the trand ation.

Other processors implement an extra address space ID (ASID) which is added to each TLB trandation
to make it unique. This means each address space (usually each process, but remember threads want to
share the same address space) gets its own ID which is stored along with any trandations in the TLB.
Thus on a context switch the TLB does not need to be flushed, since the next process will have a different
address space ID and even if it asksfor the same virtual address, the address space | D will differ and so the
trangdlation to physical page will be different. This scheme reduces flushing and increases overall system
performance, but requires more TLB hardware to hold the ASID bits.

Generally, this isimplemented by having an additional register as part of the process state that includes
the ASID. When performing a virtual-to-physical trandation, the TLB consults this register and will only

2Actual ly, if youwereloading it in without a pending access thiswould be called specul ation, which iswhere you do something with the expectation
that it will pay off. For example, if code was reading along memory linearly putting the next page trandation in the TLB might save time and give
a performance improvement.
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match those entries that have the same ASID as the currently running process. Of course the width of
this register determines the number of ASID's available and thus has performance implications. For an
example of ASID'sin a processor architecture see the section called “ Address spaces”.

Hardware v Software loaded TLB

While the control of what ends up in the TLB is the domain of the operating system; it is not the whole
story. The process described in the section called “ Page Faults” describes a page-fault being raised to the
operating system, which traversesthe page-table to find the virtual-to-physical trandation and installsitin
the TLB. Thiswould be termed a software-loaded TLB — but there is another aternative; the hardware-
loaded TLB.

In ahardware loaded TLB, the processor architecture defines a particular layout of page-table information
(the section called “ Pages + Frames = Page Tables’ which must be followed for virtual addresstranslation
to proceed. In response to access to a virtual-address that is not present in the TLB, the processor will
atomatically walk the page-tables to load the correct translation entry. Only if the trandlation entry does
not exist will the processor raise an exception to be handled by the operating system.

Implementing the page-table traversal in specialised hardware gives speed advantages when finding
trangdations, but removes flexibility from operating-systems implementors who might like to implement
alternative schemes for page-tables.

All architectures can be broadly categorised into these two methodlogies. Later, we will examine some
common architectures and their virtual-memory support.

Linux Specifics

Although the basic concepts of virtual memory remain constant, the specifics of implementations are
highly dependent on the operating system and hardware.

Address Space Layout

Linux divides the available address space up into a shared kernel component and private user space
addresses. This means that addresses in the kernel port of the address space map to the same physical
memory for each process, whilst userspace addresses are private to the process. On Linux, the shared
kernel spaceis at the very top of the available address space. On the most common processor, the 32 bit
x86, this split happens at the 3GB point. As 32 bits can map a maximum of 4GB, this leaves the top 1GB
for the shared kernel region®.

Thisis unfortunately an over-simplification, because many machines wanted to support more than 4GB per process. High memory support allows
processors to get access to afull 4GB via special extensions.
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Figure 6.5. Linux addr ess space layout
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There are many different ways for an operating system to organise the page tables but Linux chooses to
use a hierarchical system.

Asthe page tables use a heirarchy that is three levels deep, the Linux scheme is most commonly referred
to as the three level page table. The three level page table has proven to be robust choice, athough it is
not without it's criticism. The details of the virtual memory implementation of each processor vary widley
meaning that the generic page table Linux chooses must be portable and relatively generic.

The concept of the threelevel pagetableisnot difficult. We already know that avirtual address consists of
a page number and an offset in the physical memory page. In athree level page table, the virtual address
is further split up into anumber levels.

Each level isapagetable of it'sown right; i.e. it maps a page number of a physical page. In asingle level
page table the "level 1" entry would directly map to the physical frame. In the multilevel version each of
the upper levels gives the address of the physical memory frame holding the next lower levels page table.
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Figure6.6. Linux Three Level Page Table
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So a sample reference involves going to the top level page table, finding the physical frame that the next
level addressis on, reading that levels table and finding the physical frame that the next levels page table
lives on, and so on.

At firgt, thismodel seemsto be needlessly complex. The main reason thismodel isimplemented isfor size
considerations. Imagine the theoretical situation of a process with only one single page mapped right near
the end of it's virtual address space. We said before that the page table entry is found as an offset from
the page table base register, so the page table needs to be a contiguous array in memory. So the single
page near the end of the address space requires the entire array, which might take up considerable space
(many, many physical pages of memory).

In athree level system, thefirst level isonly one physical frame of memory. This mapsto a second level,
which is again only a single frame of memory, and again with the third. Consequently, the three level
system reduces the number of pagesrequired to only afraction of those required for the singlelevel system.

There are obvious disadvantages to the system. Looking up a single address takes more references, which
can be expensive. Linux understands that this system may not be appropriate on many different types of
processor, so each architecture can collapse the page table to have lesslevels easily (for example, the most
common architecture, the x86, only uses atwo level system in its implementation).

Hardware support for virtual memory

As covered in the section called “The TLB”, the processor hardware provides a lookup-table that links
virtual addresses to physical addresses. Each processor architecture defines different ways to manage the
TLB with various advantages and disadvantages.

The part of the processor that deal swith virtual memory is generally referred to asthe Memory Managment
Unit or MMU
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x86-64

XXX

ltanium

The Itanium MMU provides many interesting features for the operating system to work with virtual

memory.

Address spaces

the section called “Flushing the TLB” introduced the concept of the address-space ID to reduce the
overheads of flushing the TL B when context switching. However, programmers often use threadsto allow
execution contextsto share an address space. Each thread hasthe same ASID and hence shares TL B entries,
leading to increased performance. However, asingle ASID prevents the TLB from enforcing protection;
sharing becomes an "all or nothing" approach. To share even afew bytes, threads must forgo all protection

from each other (see also the section called “ Protection™).

Figure6.7. lllustration Itanium regions and protection keys

The Itanium MMU considers these problems and provides the ability to share an address space (and hence
trangl ation entries) at amuch lower granularity whilst still maintaining protection within the hardware. The
Itanium divides the 64-bit address space up into 8 regions, asillustrated in Figure 6.7, “ [ lustration Itanium
regions and protection keys’ . Each process has eight 24-bit region registers as part of its state, which each
hold aregion ID (RID) for each of the eight regions of the process address space. TLB trandlations are
tagged with the RID and thuswill only match if the process also holdsthisRID, asillustrated in Figure 6.8,
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“Ilustration of Itanium TLB trandation”.
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0x0000 0000 0000 0000

0x2000 0000 0000 0000

0x4000 0000 0000 0000

0x6000 0000 0000 0000

0x8000 0000 0000 0000

0xA000 0000 0000 0000

0xC000 0000 0000 0000

0xE000 0000 0000 0000
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Figure 6.8. lllustration of Itanium TLB trandation
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Further to this, thetop three bits (theregion bits) are not considered in virtual addresstranslation. Therefore,
if two processes share aRID (i.e., hold the same value in one of their region registers) then they have an
aliased view of that region. For example, if process-A holds RID 0x100 in region-register 3 and process-
B holdsthe same RID 0x100 inregion-register 5 then process-A, region 3 is aliased to process-B, region
5. This limited sharing means both processes receive the benefits of shared TLB entries without having
to grant access to their entire address space.

Protection Keys

To allow for even finer grained sharing, each TLB entry on the Itanium is also tagged with a protection
key. Each process has an additional number of protection key registers under operating-system control.

When a series of pagesisto be shared (e.g., code for ashared system library), each page istagged with a
unique key and the OS grants any processes all owed to accessthe pagesthat key. When apageisreferenced
the TLB will check the key associated with the translation entry against the keys the process holds in its
protection key registers, allowing the access if the key is present or otherwise raising a protection fault
to the operating system.

The key can also enforce permissions; for example, one process may have a key which grants write
permissions and another may have aread-only key. Thisallowsfor sharing of trandation entriesin amuch
wider range of situations with granularity right down to a single-page level, leading to large potential
improvementsin TLB performance.
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Itanium Hardware Page-Table Walker

Switching context to the OS when resolving a TLB miss adds significant overhead to the fault processing
path. To combat this, Itanium allows the option of using built-in hardware to read the page-table and
automatically load virtual-to-physical trandations into the TLB. The hardware page-table walker (HPW)
avoids the expensive transition to the OS, but requires translations to be in afixed format suitable for the
hardware to understand.

The Itanium HPW is referred to in Intel's documentation as the virtually hashed page-table walker or
VHPT walker, for reasonswhich should becomeclear. Itanium gives devel opersthe option of two mutually
exclusive HPW implementations; one based on a virtual linear page-table and the other based on a hash
table.

It should be noted it is possibleto operate with no hardware page-tablewalker; inthiscaseeach TLB missis
resolved by the OS and the processor becomes a software-loaded architecture. However, the performance
impact of disabling the HPW isso considerableitisvery unlikely any benefit could be gained from doing so

Virtual Linear Page-Table

The virtua linear page-table implementation is referred to in documentation as the short format virtually
hashed page-table (SF-VHPT). It is the default HPW model used by Linux on Itanium.

The usual solution is a multi-level or hierarchical page-table, where the bits comprising the virtual page
number are used as an index into intermediate levels of the page-table (see the section called “Three
Level Page Table"). Empty regions of the virtual address space simply do not exist in the hierarchical
page-table. Compared to a linear page-table, for the (realistic) case of a tightly-clustered and sparsely-
filled address space, relatively little space is wasted in overheads. The major disadvantage is the multiple
memory references required for lookup.
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Figure 6.9. lllustration of a hierarchical page-table
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With a 64-bit address space, even a512~GiB linear table identified in the section called “Virtual Address
Trandation” takes only 0.003% of the 16-exabytes available. Thusavirtual linear page-table (VLPT) can

be created in a contiguous area of virtual address space.

Just as for a physicaly linear page-table, on a TLB miss the hardware uses the virtual page number to
offset from the page-table base. If this entry is valid, the trandation is read and inserted directly into the
TLB. However, with aVLPT the address of the trandlation entry isitself avirtual address and thusthereis
the possibility that the virtual page which it residesin is not present in the TLB. In this case a nested fault
israised to the operating system. The software must then correct this fault by mapping the page holding

the trandation entry into the VLPT.
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Figure 6.10. Itanium short-format VHPT implementation
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This process can be made quite straight forward if the operating system keeps a hierarchical page-table.
The leaf page of a hierarchical page-table holds trandation entries for a virtually contiguous region of
addresses and can thus be mapped by the TLB to create the VLPT as described in Figure 6.10, “Itanium
short-format VHPT implementation”.
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Figure 6.11. Itanium PTE entry formats
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The major advantage of a VLPT occurs when an application makes repeated or contiguous accesses to
memory. Consider that for a walk of virtually contiguous memory, the first fault will map a page full
of trandlation entries into the virtual linear page-table. A subsequent access to the next virtual page will
require the next translation entry to be loaded into the TLB, which isnow availablein the VLPT and thus
loaded very quickly and without invoking the operating system. Overall, this will be an advantage if the
cost of the initial nested fault is amortised over subsequent HPW hits.

Themajor drawback isthat the VLPT now requires TL B entrieswhich causesan increase on TLB pressure.
Since each address space requiresits own page table the overheads become greater as the system becomes
more active. However, any increase in TLB capacity misses should be more than regained in lower refill
costs from the efficient hardware walker. Note that a pathological case could skip over page_si ze +
transl ati on_si ze entries, causing repeated nested faults, but thisis avery unlikely access pattern.

The hardware walker expectstranslation entriesin aspecific format asillustrated on the left of Figure 6.11,
“Itanium PTE entry formats’. The VLPT requires trandations in the so-called 8-byte short format. If the
operating system isto useits page-table as backing for the VLPT (asin Figure 6.10, “ [tanium short-format
VHPT implementation”) it must use this trandation format. The architecture describes a limited number
of bitsin this format as ignored and thus available for use by software, but significant modification is
not possible.

A linear page-table is premised on the idea of afixed page size. Multiple page-size support is problematic
since it means the trandation for a given virtual page is no longer at a constant offset. To combat this,
each of the 8-regions of the address space (Figure 6.7, “Illustration Itanium regions and protection keys”)
has a separate VL PT which only maps addresses for that region. A default page-size can be given for each
region (indeed, with Linux HugeTL B, discussed below, oneregion isdedicated to larger pages). However,
page sizes can not be mixed within aregion.
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Virtual Hash Table

Using TLB entries in an effort to reduce TLB refill costs, as done with the SF-VHPT, may or may not
be an effective tradeoff. Itanium also implements a hashed page-table with the potential to lower TLB
overheads. In this scheme, the processor hashes a virtual address to find an offset into a contiguous table.

The previously described physically linear page-table can be considered a hash page-table with a perfect
hash function which will never produce a collision. However, as explained, this requires an impractical
tradeoff of huge areas of contiguous physical memory. However, constraining the memory requirements
of the page table raises the possibility of collisions when two virtual addresses hash to the same offset.
Calliding trandlations require a chain pointer to build a linked-list of aternative possible entries. To
distinguish which entry in the linked-list isthe correct one requires atag derived from the incoming virtual
address.

Theextrainformation required for each trand ation entry givesriseto the moniker long-format~VHPT (LF-
VHPT). Trandlation entries grow to 32-bytes asillustrated on the right hand side of Figure 6.11, “[tanium
PTE entry formats”.

The main advantage of this approach is the global hash table can be pinned with a single TLB entry.
Since all processes share the table it should scale better than the SF-VHPT, where each process requires
increasing numbers of TLB entries for VLPT pages. However, the larger entries are less cache friendly;
consider we can fit four 8-byte short-format entries for every 32-byte long-format entry. The very large
caches on the Itanium processor may help mitigate thisimpact, however.

One advantage of the SF-VHPT is that the operating system can keep trandationsin a hierarchical page-
table and, as long as the hardware trandation format is maintained, can map leaf pages directly to the
VLPT. With the LF-VHPT the OS must either use the hash table as the primary source of translation
entries or otherwise keep the hash table as a cache of its own tranglation information. Keeping the LF-
VHPT hash table as a cache is somewhat suboptimal because of increased overheads on time critical fault
paths, however advantages are gained from the table requiring only asingle TLB entry.
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Compiled v Interpreted Programs

Compiled Programs

So far we have discussed how a program is loaded into virtual memory, started as a process kept track of
by the operating system and interacts with via system calls.

A program that can be loaded directly into memory needs to be in a straight binary format. The process
of converting source code, written in alanguage such as C, to a binary file ready to be executed is called
compiling. Not surprisingly, the processis done by acompiler; the most widespread example being gcc™.

Interpreted programs

Compiled programs have some disadvantages for modern software development. Every time a devel oper
makes a change, the compiler must be invoked to recreate the executable file. It isalogical extension to
design a compiled program that can read another program listing and execute the code line by line.

We call this type of compiled program a interpreter because it interprets each line of the input file and
executes it as code. This way the program does does not need to be compiled, and any changes will be
seen the next time the interpreter runs the code.

For their convenience, interpreted programs usually run slower than acompiled counterpart. The overhead
in the program reading and interpreting the code each time is only encountered once for a compiled
program, whilst an interpreted program encountersit each timeitisrun.

But interpreted languages have many positive aspects. Many interpreted languages actually run in a
vi rtual machi ne that is abstracted from the underlying hardware. Python and Perl 6 are languages
that implement a virtual machine that interpreted code runs on.

Virtual Machines

A compiled program is completely dependent on the hardware of the machine it is compiled for, since it
must be able to simply be copied to memory an executed. A virtual machineis an abstraction of hardware
into software.

For example, Javaisahybrid languagethat is partly compiled and partly interpreted. Javacodeiscomplied
into a program that runs inside a Java Virtual Machine or more commonly referred to as a VM. This

means that a compiled program can run on any hardware that has a VM written for it; so called write
one, run anywhere.

Building an executable

When wetalk about the compiler, there are actually three separate stepsinvolved in creating the executable

file
1. Compiling
2. Assembling
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3. Linking

The components involved in this process are collectively called the toolchain because the tools chain the
output of one to the input of the other to create the final output.

Eachlink inthe chain takesthe source code progressively closer to being binary code suitablefor execution.

Compiling

The process of compiling

Thefirst step of compiling a source file to an executable file is converting the code from the high level,
human understandabl e language to assembly code. We know from previous chapters than assembly code
works directly with the instructions and registers provided by the processor.

The compiler is the most complex step of process for a number of reasons. Firstly, humans are very
unpredictable and have their source code in many different forms. The compiler is only interested the
actua code, however humans need things like comments and whitespace (spaces, tabs, indents, etc) to
understand code. The process that the compiler takes to convert the human-written source code to its
internal representation is called parsing.

With C code, there is actually a step before parsing the source code called the pre-processor. The pre-
processor is at its core a text replacement program. For example, any variable declared as #def i ne
vari abl e text will have vari abl e replaced with t ext . This preprocessed code is then passed
into the compiler.

Syntax

Any computing language has a particular syntax that describes the rules of the language. Both you and
the compiler know the syntax rules, and all going well you will understand each other. Humans, being
as they are, often forget the rules or break them, leading the compiler to be unable to understand your
intentions. For example, if you were to leave the closing bracket off ai f condition, the compiler does
not know where the actual conditional is.

Syntax is most often described in Backus-Naur Form (BNF)l which is a language with which you can
describe languages!

Assembly Generation

Thejob of the compiler isto trandate the higher level language into assembely code suitable for the target
being compiled for. Obvioudly each different architecture has adifferent instruction set, different numbers
of registers and different rules for correct operation.

11 fact the most common form is Extended Backus-Naur Form, or EBNF, asit allows someextrarul eswhich are more stitablefor modern languages.
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Alignment

Figure7.1. Alignment
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Alignment of variables in memory is an important consideration for the compiler. Systems programmers
need to be aware of alignment constratins to help the compiler create the most efficient code it can.

CPUs can generally not load a value into a register from an aribtrary memory location. It requires that
variables be aligned on certain boundaries. In the example above, we can see how a 32 hit (4 byte) value
isloaded into aregister on a machine that requires 4 byte alignment of variables.

Thefirst variable can be directly loaded into aregister, asit falls between 4 byte boundaries. The second
variable, however, spans the 4 byte boundary. This means that at minimum two loads will be required to
get the variable into asingle register; firstly the lower half and then the upper half.

Some architectures, such as x86, can handle unaligned loads in hardware and the only symptoms will
be lower performance as the hardware does the extra work to get the value into the register. Others
architectures can not have alignment rulesviolated and will rai se an exception which isgenerally caught by
the operating system which then has to manually load the register in parts, causing even more overheads.

Structure Padding

Programmers need to consider alignment especially when creating st r uct s. Whilst the compiler knows
the alignment rules for the architecture it is building for, at times programmers can cause suboptimal
behaviour.

The C99 standard only saysthat structureswill be ordered in memory in the sameorder asthey are specified
in the declaration, and that in an array of structures all elements will be the same size.
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Example 7.1. Struct padding example

1

$ cat struct.c

#i ncl ude <stdi o. h>

5 struct a_struct {
char char_one;
char char _two;
int int_one;

"Op : s.char_two\n" \
"Op : s.int_one\n", &s.char_one,
&s.char_two, &s.int_one);

1
10
i nt mai n(voi d)
{
struct a_struct s;
15
printf("% : s.char_one\n" \
20
return O;
}

25 $ gcc -0 struct struct.c

$ gcc -fpack-struct -o struct-packed struct.c

$ ./struct

30 Ox7fdf 6798 : s.char_one
Ox7fdf 6799 : s.char _two
Ox7fdf 679c : s.int_one

$ ./struct-packed

35 0x7fcd2778 : s.char_one
0x7fcd2779 : s.char_two
Ox7fcd277a : s.int_one

In the example above, we contrive a structure that has two bytes (char s followed by a 4 byte integer.

The compiler pads the structure as below.

Figure 7.2. Alignment

s. char _one
B s cnar_two

3| s.int_one

| | |

0x7f df 6798 0x7f df 6799 0x7f df 679A 0x7f df 679B

0x7f df 679C 0x7f df 679D 0x7f df 679E Ox7f df 679F 0x7f df 6700
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In the other example we direct the compiler not to pad structures and correspondingly we can see that the
integer starts directly after thetwo char s.

Cache line alignment

We talked previously about aliasing in the cache, and how several addresses may map to the same cache
line. Programmers need to be sure that when they write their programs they do not cause bouncing of
cachelines.

This situation occurs when a program constantly accessestwo areas of memory that map to the same cache
line. This effectively wastes the cache line, as it gets loaded in, used for a short time and then must be
kicked out and the other cache line loaded into the same place in the cache.

Obvioudly if this situation repeats the performance will be significantly reduced. The situation would be
releaved if the confilicting data were organised in dightly different ways to avoid the cache line conflict.

One possible way to detect this sort of situation is profiling. When you profile your code you "watch" it
to analyse what code paths are taken and how long they take to execute. With profile guided optimisation
(PGO) the compiler can put specia extrabits of codein thefirst binary it builds, which runs and makes a
record of the branchestaken, etc. Y ou can then recompile the binary with the extrainformation to possibly
create a better performing binary. Otherwise the programmer can look at the output of the profile and
possibly detect situations such as cache line bouncing. (XXX somewhere else?)

Space - Speed Trade off

What the compiler has done above is traded off using some extra memory to gain a speed improvement
in running our code. The compiler knows the rules of the architecture and can make decisions about the
best way to align data, possibly by trading off small amounts of wasted memory for increased (or perhaps
even just correct) performance.

Consequently as a programmer you should never make assumptions about the way variables and data will
be layed out by the compiler. To do so is not portable, as a different architecture may have different rules
and the compiler may make different decisions based on expicit commands or optimisation levels.

Making Assumptions

Thus, as a C programmer you need to be familiar with what you can assume about what the compiler will
do and what may be variable. What exactly you can assume and can not assume is detailed in the C99
standard; if you are programming in C it is certainly worth the investment in becoming familiar with the
rules to avoid writing non-portable or buggy code.

Example 7.2. Stack alignment example
1

$ cat stack.c
#i ncl ude <stdi o. h>

5 struct a_struct {

int a;
int b;
b
10 int main(void)
{ . .
int i;
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struct a_struct s;
printf("%\n%\ndiff %d\n", &, &s, (unsigned long)&s - (unsigned |on
15 return O;
}
$ gcc-3.3 -wall -0 stack-3.3 ./stack.c
$ gcc-4.0 -0 stack-4.0 stack.c

20 $ ./stack-3.3
0x60000fffffc2b510
0x60000f ffffc2b520
diff 16

25 $ ./stack-4.0
0x60000f f f f f 89b520
0x60000f fff f 89b524
diff 4

30

In the example above, taken from an Itanium machine, we can see that the padding and aligment of the
stack has changed considerably between gcc versions. This type of thing is to be expected and must be
considered by the programmer.

Generally you should ensure that you do not make assumptions about the size of types or alignment rules.
C Idioms with alignment

There are a few common sequences of code that deal with alignment; generally most programs will
consider itin someways. Y ou may seethese"codeidioms' in many places outside the kernel when dealing
with programs that deal with chunks of datain some form or another, so it is worth investigating.

We can take some examples from the Linux kernel, which often has to deal with alignment of pages of
memory within the system.

Example 7.3. Page alignment manipulations

1
[ include/asmia64/ page. h ]
/*
5 * PAGE_SHI FT determ nes the actual kernel page size.
*/
#i f defi ned( CONFI G_| A64_PAGE_SI ZE_4KB)
# define PAGE_SH FT 12
#elif defined( CONFI G_| A64_PAGE_SI ZE_8KB)
10 # define PAGE_SH FT 13
#elif defined( CONFI G_| A64_PAGE_SI ZE_16KB)
# define PAGE_SH FT 14
#elif defined( CONFI G_| A64_PAGE_SI ZE_64KB)
# define PAGE_SH FT 16
15 #el se
# error Unsupported page size!
#endi f
#def i ne PAGE_SI ZE (__1'A64_UL_CONST(1) << PAGE_SHI FT)
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20 #define PAGE_MASK (~(PAGE_SI ZE - 1))
#define PAGE_ALI G\( addr) (((addr) + PAGE SIZE - 1) & PAGE_MASK)

Above we can see that there are a number of different options for page sizes within the kernel, ranging
from 4KB through 64KB.

The PAGE_SI ZE macro isfairly self explanatory, giving the current page size selected within the system
by shifting a value of 1 by the shift number given (remember, this is the equivalent of saying 2" where
nisthe PAGE_SHI FT).

Next we have a definition for PAGE_MASK. The PAGE_MASK allows us to find just those bits that are
within the current page, that isthe of f set of an address within its page.

XXX continue short discussion
Optimisation

Once the compiler has an internal representation of the code, the really interesting part of the compiler
starts. The compiler wants to find the most optimised assembly language output for the given input code.
Thisisalarge and varied problem and requires knowledge of everything from efficient algorithms based
in computer science to deep knowledge about the particular processor the code isto be run on.

There are some common optimisations the compiler can look at when generating output. There are many,
many more strategies for generating the best code, and it is always an active research area.

General Optimising

The compiler can often see that a particular piece of code can not be used and so leave it out optimise a
particular language construct into something smaller with the same outcome.

Unrolling loops

If code contains aloop, such asaf or or whi | e loop and the compiler has some idea how many times it
will execute, it may be more efficient to unroll the loop so that it executes sequentially. This means that
instead of doing the inside of the loop and then branching back to the start to do repeat the process, the
inner loop code is duplicated to be executed again.

Whilst thisincreasesthe size of the code, it may allow the processor to work through the instructions more
efficiently as branches can cause inefficiencies in the pipeline of instructions coming into the processor.

Inlining functions

Similar to unrolling loops, it is possible to put embed called functions within the callee. The programmer
can specify that the compiler should try to do this by specifying the function asi nl i ne in the function
definition. Once again, you may trade code size for sequentiality in the code by doing this.

Branch Prediction

Any time the computer comes acrossani f statement there are two possible outcomes; true or false. The
processor wants to keep its incoming pipes as full as possible, so it can not wait for the outcome of the
test before putting code into the pipeline.
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Thus the compiler can make a prediction about what way the test is likely to go. There are some simple
rulesthe compiler can useto guessthingslikethis, for examplei f (val == - 1) isprobably not likely
to betrue, since -1 usualy indicates an error code and hopefully that will not be triggered too often.

Some compilers can actually compile the program, have the user run it and take note of which way the
branches go under real conditions. It can then re-compile it based on what it has seen.

Assembler

The assembly code outputted by the compiler is still in a human readable form, should you know the
specifics of the assembly code for the processor. Devel opers will often take a peek at the assembly output
to manually check that the code isthe most optimised or to discover any bugsin the compiler (thisis more
common than one might think, especially when the compiler isbeing very aggressive with optimisations).

The assembler is a more mechanical process of converting the assembly code into a binary form.
Essentially, the assembler keeps alargetable of each possibleinstruction and its binary counterpart (called
an op code for operation code). It combines these opcodes with the registers specified in the assembly to
produce a binary output file.

This code is caled object code and, at this stage, is not executable. Object code is simply a binary
representation of specific input source code file. Good programming practice dictates that a programmer
should not "put all the eggs in one basket" by placing al your source code in onefile.

Linker

Often in alarge program, you will separate out code into multiple filesto keep related functions together.
Each of these files can be compiled into object code: but your final goal is to create a single executabl el
There needs to be some way combining each of these object files into a single executable. We call this
linking.

Note that even if your program doesfit in onefileit still needsto be linked against certain system libraries
to operate correctly. For example, thepri nt f call iskept in alibrary which must be combined with your
executable to work. So although you do not explicilty have to worry about linking in this case, there is
most certainly still alinking process happening to create your executable.

In the following sections we explain some terms essential to understanding linking.

Symbols
Symbols

Variables and functions al have names in source code which we refer to them by. One way of thinking
of astatement declaring avariablei nt a isthat you are telling the compiler "set aside some memory of
si zeof (i nt) andfrom now onwhen | usea it will refer to thisallocated memory. Similarly afunction
says "store this code in memory, and when | call f unct i on() jump to and execute this code".

In this case, we call a and f unct i on symbols since they are a symbolic representation of an area of
memory.

Symbols help humans to understand programming. Y ou could say that the primary job of the compilation
process is to remove symbols -- the processor doesn't know what a represents, all it knows is that it has
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somedataat aparticular memory address. The compilation process needsto converta += 2 to something
like "increment the value in memory at 0x ABCDE by 2.

Symbol Visibility

In some C programs, you may have seen the terms st at i ¢ and ext er n used with variables. These
modifiers can effect what we call the visibility of symbols.

Imagine you have split up your program in two files, but some functions need to share a variable. You
only want one definition (i.e. memory location) of the shared variable (otherwise it wouldn't be shared!),
but both files need to referenceiit.

To enable this, we declare the variable in onefile, and then in the other file declare avariable of the same
name but with the prefix ext er n. ext er n stands for external and to a human means that this variable
is declared somewhere else.

What ext er n saysto acompiler isthat it should not allocate any space in memory for this variable, and
leave this symbol in the object code where it will be fixed up later. The compiler can not possibly know
where the symbol is actually defined but the linkerdoes, sinceit isit'sjob to look at all object files together
and combine them into a single executable. So the linker will see the symbol Ieft over in the second file,
and say "I've seen that symbol beforein file 1, and | know that it refers to memory location 0x12345".
Thus it can modify the symbol value to be the memory value of the variable in the first file.

st at i ¢ isalmost the opposite of ext er n. It placesrestrictions on the visiblity of the symbol it modifies.
If you declare a variable with st at i ¢ that says to the compiler "don't leave any symbols for thisin the
object code". This means that when the linker is linking together object filesit will never see that symbol
(and so can't make that "I've seen this before!" connection). st at i ¢ isgood for separation and reducing
conflicts -- by declaring avariable st at i ¢ you can reuse the variable name in other files and not end up
with symbol clashes. We say we are restricting the visiblity of the symbol, because we are not alowing
the linker to see it. Contrast this with a more visible symbol (one not declared with st at i ¢) which can
be seen by the linker.

The linking process

Thus the linking process is really two steps; combining all object files into one exectuable file and then
going through each object file to resolve any symbols. This usually requires two passes; one to read all
the symbol definitions and take note of unresolved symbols and a second to fix up all those unresolved
symbolsto the right place.

Thefinazl executable should end up with no unresolved symbols; the linker will fail with an error if there
are any.

A practical example

We can walk through the steps taken to build a simple application step by step.

Note that when you type gcc that actually runs a driver program that hides most of the steps from you.
Under normal circumstances this is exactly what you want, because the exact commands and options to
get areal life working executable on areal system can be quite complicated and architecture specific.

We will show the compliation process with the two following examples. Both are C source files, one
definedthemai n() functionfor theinital program entry point, and another declaresahel per typefunction.
Thereis one global variable too, just for illustration.

2We call this static linki ng. Dynamic linking isasimilar concept done at executable runtime, and is described alittle later on.
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Example 7.4. Hello World

1
#i ncl ude <stdi o. h>

/* W need a prototype so the conpiler knows what types function() takes */
5 int function(char *input);

/* Since this is static, we can define it in both hello.c and function.c */
static int i = 100;

10 /* This is a global variable */
int global = 10;

i nt mai n(voi d)
{
15 /* function() should return the value of global */
int ret = function("Hello, World!'");
exit(ret);

}
20

Example 7.5. Function Example

1
#i ncl ude <stdi 0. h>

static int i = 100;
5

/* Declard as extern since defined in hello.c */
extern int gl obal

int function(char *input)
10 {

printf("%\n", input);

return gl obal

}

15
Compiling

All compilershave an option to only executethefirst step of compilation. Usually thisissomething like- S
and the output will generally be put into afile with the same name astheinput file but witha. s extension.

Thus we can show thefirst step withgcc - S asillustrated in the example below.

Example 7.6. Compilation Example

1

i anw@ i nme: ~/ prograns/ csbu/ wk7/ code$ gcc -S hello.c
i anw@ i nme: ~/ prograns/ csbu/ wk7/ code$ gcc -S function.c
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i anw@ i ne: ~/ prograns/ csbu/ wk7/ code$ cat function.s

file "function.c"

. pred. safe_across_cal | s pl1-p5, p16-p63
.section . sdata, "aw', @roghits
.align 4

.type i #, @bj ect
. Si ze i#, 4

dat a4 100

.section .rodat a

.align 8
. LCO:

stringz "%\n"

.text

.align 16

. gl obal function#

. proc function#
function:

. prol ogue 14, 33

.save ar.pfs, r34

alloc r34 = ar.pfs, 1, 4, 2, 0

.virane r35

mov r35 = rl2

adds r12 = -16, r12

myv r36 =rl

.save rp, r33

mov r33 = b0

. body

st8 [r35] =r32
addl r14 = @toffx(.LCO), r1

[d8.mov r37 = [rl14], .LCO

| d8 r38 = [r35]
br.call.sptk.many b0 = printf#
mv rl = r36

addl r15 = @toffx(global#), r1l
|d8.mov r14 = [r15], gl obal#

[d4 rl14 = [r14]

nmv r8 = rl4

mov ar.pfs =r34

nov b0 = r33

.restore sp

mov rl12 = r35

br.ret.sptk. many b0

.endp function#

.ident "GCC. (CGNU) 3.3.5 (Debian 1:3.3.5-11)"
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The assembly is alittle to complex to fully describe, but you should be able to see where i is defined as
adat a4 (i.e. 4 bytes or 32 hits, the size of ani nt), where f unct i on isdefined (f uncti on: ) and
acdltoprintf().

We now have two assembly files ready to be assembled into machine code!

Assembly

Assembly isafairly straight forward process. The assembler is usually called as and takes argumentsin
asimilar fasontogcc

Example 7.7. Assembly Example

1

i anw@ i ne: ~/ progr ans/ csbu/ wk7/ code$ as -o function.o function.s
i anw@ i ne: ~/ progr ans/ csbu/ wk7/ code$ as -0 hello.o hello.s
i anw@ i me: ~/ progr ans/ csbu/ wk7/ code$ |s
5 function.c function.o

function.s hello.c

hell o.o

hello.s

After assembling we have object code, which isready to be linked together into the final executable. Y ou
can usually skip having to use the assembler by hand by calling the compiler with - ¢, which will directly
convert the input file to object code, putting it in afile with the same prefix but . 0 as an extension.

We can't inspect the object code directly, asit isin abinary format (in future weeks we will learn about
thisbinary format). However we can use sometoolsto inspect the object files, for exampler eadel f - -
synbol s will show us symbolsin the object file.

Example 7.8. Readelf Example

1

5

10

15

20

Synbol
Num

CONTRWNEO

i anw@ i nme: ~/ prograns/ csbu/ wk7/ code$ readel f --synbols

table '.syntab' c

Val ue
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000004
0000000000000000
0000000000000000
0000000000000000

ontains 15 entries:

Si ze Type Bi nd
NOTYPE LOCAL
FI LE LOCAL
SECTI ON LOCAL
SECTI ON LOCAL
SECTI ON LOCAL
SECTI ON LOCAL
OBJECT LOCAL
SECTI ON LOCAL
SECTI ON LOCAL
SECTI ON LOCAL
SECTI ON LOCAL
OBJECT GLOBAL
FUNC GLOBAL
NOTYPE GLOBAL
NOTYPE GLOBAL

©
COOPRPROOOOPM~MRODOOOOO

Vis

DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT

Ndx Nane
UND

%

hell o.c

Qoo ~NOOTUOL A~ WE

=

5 gl obal

1 main
UND function
UND exi t

i anw@ i ne: ~/ prograns/ csbu/ wk7/ code$ readel f --synbols ./function.o
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25

30

35

40

Synbol
Num

CONTREWNEO

Val ue
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000

Siz

-
N
OO MWMOO0OO0OOM~MRODOOOOO

e

table '.syntab' contains 14 entries:

Type Bi nd
NOTYPE LOCAL
FI LE LOCAL
SECTI ON LOCAL
SECTI ON LOCAL
SECTI ON LOCAL
SECTI ON LOCAL
OBJECT LOCAL
SECTI ON LOCAL
SECTI ON LOCAL
SECTI ON LOCAL
SECTI ON LOCAL
FUNC GLOBAL
NOTYPE GLOBAL
NOTYPE GLOBAL

Vis

DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT

Ndx Nane
UND
ABS function.c

1
3
4
5
5
6
7
8
10
1 function
UND printf

UND gl obal

Although the output isquite complicated (again!) you should be ableto understand much of it. For example

* Intheoutput of hel | 0. o havealook at the symbol with namei . Notice how it saysit isLOCAL? That
is because we declared it st at i ¢ and as such it has been flagged as being local to this object file.

* Inthe same output, notice that the gl obal variableis defined asa GLOBAL, meaning that it isvisible
outside thisfile. Similarly the mai n() function isexternaly visable.

* Notice that the f uncti on symbol (for the call to f unct i on() isleft has UND or undefined. This
means that it has been |eft for the linker to find the address of the function.

» Havealook at the symbolsinthef uncti on. c fileand how they fit into the output.

Linking

Actualy invoking the linker, called | d, is avery complicated process on areal system (are you sick of
hearing thisyet?). Thisis why we leave the linking process up to gcc.

But of course we can spy on what gcc isdoing under the hood with the - v (verbose) flag.

Example 7.9. Linking Example

1

10

fusr/lib/gcc-lib/ia64d-1inux/3.3.
fusr/lib/gcc-lib/ia64d-1inux/3.3.

fusr/lib/gcc-lib/ia6d-1inux/3.3.5/collect2 -static

fusr/lib/gcc-lib/ia6d-1inux/3.3.5/ crtbegin.o
-L/usr/lib/gcc-lib/ia64-1inux/3.3.5
-L/usr/lib/gcc-lib/ia6d-linux/3.3.5/../../..

hell o.o

function.o

--start-

-1 gcc

-l gcc_eh
-l unwi nd

-lc

group

5../1..1..]lcrtl.o
5 ..1..1..]lcrti.o
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15 --end-group
fusr/lib/gcc-lib/ia64-1inux/3.3.5/ crtend.o
fusr/lib/gcc-lib/ia6d-1inux/3.3.5/../../../crtn.o

Thefirst thing you noticeisthat a program called collect2 is being called. Thisisasimple wrapper around
Id that is used internally by gcc.

The next thing you notice is object files starting with cr t being specified to the linker. These functions
are provided by gcc and the system libraries and contain code required to start the program. In actuality,
themai n() functionisnot thefirst one called when aprogram runs, but afunction called _st ar t which
isinthecrt object files. This function does some generic setup which application programmers do not
need to worry about.

The path heirarchy is quite complicated, but in essence we can see that the final step isto link in some
extraobject files, namely

e crt 1. o: provided by the system libraries (libc) this object file containsthe _st art function which
isactually thefirst thing called within the program.

crti. o: provided by the system libraries
crtbegin.o
crtsaveres.o
crtend. o
crtn.o
We discuss how these are used to start the program alittle later.

Next you can see that welink in our two object files, hel |1 0. 0o andf unct i on. o. After that we specify
someextralibrarieswith - | flags. These libraries are system specific and required for every program. The
major oneis- | ¢ which bringsin the C library, which has all common functionslikepri ntf ().

After that we again link in some more system object files which do some cleanup after programs exit.

Although the details are complicated, the concept is straight forward. All the object files will be linked
together into a single executable file, ready to run!

The Executable

We will go into more details about the executable in the short future, but we can do some inspectionin a
similar fashion to the object filesto see what has happened.

Example 7.10. Executable Example

1
i anw@ i nme: ~/ prograns/ csbu/ wk7/ code$ gcc -o program hello.c funct
i anw@ i nme: ~/ prograns/ csbu/ wk7/ code$ readel f --synbols ./program

5 Synbol table '.dynsym contains 11 entries:
Num Val ue Si ze Type Bi nd Vis Ndx Nane
0: 0000000000000000 0 NOTYPE LOCAL DEFAULT UND
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10

15

20
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55

60

[

Synbol

Num

S A Al

CONTREWNEO

6000000000000de0
0000000000000000
600000000000109c
0000000000000000
600000000000109c
6000000000000f e8
0000000000000000
0000000000000000
0000000000000000

Val ue
0000000000000000
40000000000001c8
40000000000001€e0
4000000000000200
4000000000000240
4000000000000348
40000000000003d8
40000000000003f 0
4000000000000410
4000000000000440
40000000000004a0
40000000000004€e0
40000000000005€e0
4000000000000b00
4000000000000b40
4000000000000b60
4000000000000bd0
4000000000000ce0
6000000000000db8
6000000000000dd0
6000000000000dd8
6000000000000de0
6000000000000f cO
6000000000000f dO
6000000000000f e0
6000000000000f €8
6000000000001040
6000000000001080
60000000000010a0
60000000000010a8
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000

0

176

0

704

0
0
0

544

0

Si ze

0

cNeoNoNeololololoNoNoNolololNoloNoloNoNeololNoloNolNolololololoNolNoNolNololololNoNoNoNelNe]

OBJECT
FUNC
NOTYPE
FUNC
NOTYPE
OBJECT
NOTYPE
FUNC
NOTYPE

Type
NOTYPE
SECTI ON
SECTI ON
SECTI ON
SECTI ON
SECTI ON
SECTI ON
SECTI ON
SECTI ON
SECTI ON
SECTI ON
SECTI ON
SECTI ON
SECTI ON
SECTI ON
SECTI ON
SECTI ON
SECTI ON
SECTI ON
SECTI ON
SECTI ON
SECTI ON
SECTI ON
SECTI ON
SECTI ON
SECTI ON
SECTI ON
SECTI ON
SECTI ON
SECTI ON
SECTI ON
SECTI ON
SECTI ON
SECTI ON
SECTI ON
SECTI ON
SECTI ON
SECTI ON
SECTI ON
SECTI ON
FI LE

FI LE

GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
VEAK

GLOBAL
VEAK

table '.syntab' contains 127 entries:

Bi nd

LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL

DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT

Vis

DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT

ABS _DYNAM C

UND printf@sl BC 2.2 (2
ABS _ bss start

UND exit @l BC 2.2 (2)
ABS _edat a

ABS _GLOBAL_OFFSET_TABL
UND _Jv_Regi st erd asses
UND libc_start_nmai n@
UND _ gnon_start__

g

Name
UND

O©CoOoO~NOOOTPA,WNPE

39
ABS /buil d/ buil dd/glibc
ABS /buil d/ buil dd/glibc
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65

70

75

80

85

90

95

100

105

110

115

42:
43:
44.
45:
46:
47
48:
49:
50:
51:
52:
53:
54:
55:
56:
57:
58:
59:
60:
61:
62:
63:
64:
65:
66:
67:
68:
69:
70:
71:
72:
73:
74:
75:
76:
77:
78:
79:
80:
81:
82:
83:
84:
85:
86:
87:
88:
89:
90:
91:
92:
93:
94:
95:

0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
4000000000000670
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
6000000000000f cO
6000000000000f dO
6000000000000f €0
6000000000001088
40000000000006f O
4000000000000770
0000000000000000
6000000000001090
0000000000000000
6000000000001098
0000000000000000
0000000000000000
0000000000000000

e NeoNeoNeoleolololoNooNololololoNolNocleololololoNolNoleolololoNoNoNoNoloNolololNoNolNololNoNoNoNoNe

B
NN
o

oo hr~,oOohr~O

FI LE
FI LE
FI LE
FI LE
FI LE
FI LE
FI LE
FI LE
FI LE
FI LE
FI LE
FI LE
FI LE
FI LE
FI LE
FI LE
FI LE
FI LE
FI LE
FI LE
FI LE
FI LE
FI LE
FI LE
FI LE
FI LE
FI LE
FI LE
FUNC
FI LE
FI LE
FI LE
FI LE
FI LE
FI LE
FI LE
FI LE
FI LE
FI LE
FI LE
FI LE
NOTYPE
NOTYPE
NOTYPE
OBJECT
FUNC
FUNC
FI LE
OBJECT
FI LE
OBJECT
FI LE
FI LE
FI LE

LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL

DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT

[ bui | d/ buil dd/ glibc
[ bui | d/ buil dd/ glibc
[ bui | d/ buil dd/ glibc
[ bui | d/ buil dd/ glibc
<command | i ne>

[ bui | d/ buil dd/ glibc
<command | i ne>
<built-in>

abi -note. S

[ bui | d/ buil dd/ glibc
abi -note. S

[ bui | d/ buil dd/ glibc
abi -note. S

<command | i ne>

[ bui | d/ buil dd/ glibc
<command | i ne>
<built-in>

abi -note. S

init.c

[ bui |l d/ buil dd/ glibc
[ bui |l d/ buil dd/ glibc
initfini.c

[ bui |l d/ buil dd/ glibc
<command | i ne>

[ bui |l d/ buil dd/ glibc
<command | i ne>
<built-in>

[ bui |l d/ buil dd/ glibc
gnon_initializer

[ bui |l d/ buil dd/ glibc
[ bui |l d/ buil dd/ glibc
initfini.c

[ bui | d/ buil dd/ gli bc
<command | i ne>

[ bui | d/ buil dd/ gli bc
<command | i ne>
<built-in>

[ bui | d/ buil dd/ gli bc
aut o-host . h
<command | i ne>
<built-in>

__CTOR LIST

__ DTOR LIST
__JCR LIST
dtor_ptr
__do_gl obal _dtors_a
__do_jv_register_cl
hello.c

i

function.c

i

aut o-host . h
<command | i ne>
<built-in>
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96: 6000000000000f c8
97: 6000000000000f d8
98: 6000000000000f €0
99: 6000000000000de0
120 100: 4000000000000a70 14

NOTYPE LOCAL DEFAULT 22 _ CTOR END
NOTYPE LOCAL DEFAULT 23 _ DTOR END
NOTYPE LOCAL DEFAULT 24 _ JCR END
OBJECT G.OBAL DEFAULT ABS _DYNAM C
FUNC GLOBAL HHDDEN 12 _ do_gl obal _ctors_au
101: 6000000000000dd8 NOTYPE GLOBAL DEFAULT ABS _ fini_array_end
102: 60000000000010a8 OBJECT G.OBAL HHDDEN 29 _ dso_handl e
103: 40000000000009a0 208 FUNC GLOBAL DEFAULT 12 _ libc_csu_fini
104: 0000000000000000 176 FUNC GLOBAL DEFAULT UND printf@osl BC 2.2
125 105: 40000000000004a0 32 FUNC GLOBAL DEFAULT 10 _init
106: 4000000000000850 128 FUNC GLOBAL DEFAULT 12 function
107: 40000000000005€e0 144 FUNC GLOBAL DEFAULT 12 _start

0O P~,OOOO

108: 6000000000001094 4 OBJECT GLOBAL DEFAULT 27 gl obal

109: 6000000000000dd0O 0 NOTYPE GLOBAL DEFAULT ABS _ fini_array_start
130 110: 40000000000008d0 208 FUNC GLOBAL DEFAULT 12 _ libc_csu_init

111: 600000000000109c 0 NOTYPE GLOBAL DEFAULT ABS _ bss_start

112: 40000000000007f0 96 FUNC GLOBAL DEFAULT 12 main

113: 6000000000000dd0O 0 NOTYPE GLOBAL DEFAULT ABS __init_array_end

114: 6000000000000dd8 0 NOTYPE WEAK DEFAULT 20 data_start

135 115: 4000000000000b00 32 FUNC GLOBAL DEFAULT 13 _fini
116: 0000000000000000 704 FUNC GLOBAL DEFAULT UND exit @l BC 2.2

117: 600000000000109c 0 NOTYPE GLOBAL DEFAULT ABS _edata
118: 6000000000000f e8 0 OBJECT G.OBAL DEFAULT ABS _G.OBAL_OFFSET_TABL
119: 60000000000010b0 0 NOTYPE GLOBAL DEFAULT ABS _end
140 120: 6000000000000db8 0 NOTYPE GLOBAL DEFAULT ABS _ _init_array_start
121: 6000000000001080 4 OBJECT GLOBAL DEFAULT 27 _1 QO stdin_used
122: 60000000000010a0 8 OBJECT GLOBAL DEFAULT 28 _ libc_ia64_registe
123: 6000000000000dd8 0 NOTYPE GLOBAL DEFAULT 20 _ data_start
124: 0000000000000000 0 NOTYPE WEAK DEFAULT UND _Jv_Regi sterd asses
145 125: 0000000000000000 544 FUNC GLOBAL DEFAULT UND __libc_start_mai n@
126: 0000000000000000 0 NOTYPE WEAK  DEFAULT UND _ _gnon_start__

Some things to note
» Notel built the executable the "easy" way!

» Seetherearetwo symbol tables; thedynsymand synt ab ones. Weexplain how thedy nsy msymbols
work soon, but notice that some of them are versioned with an @symbol.

» Note the many symbolsthat have been included from the extraobject files. Many of them start with
to avoid clashing with any names the programmer might choose. Read through and pick out the symbols
we mentioned before from the object files and see if they have changed in any way.
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Chapter 8. Behind the process

Review of executable files

We know that a program running in memory has two major components in code (also commonly known
as atext for historical reasons) and data. We also know, however, an executable does not live itslifein
memory, but spends most of itslifeasafileon adisk. Thisfileisin what isreferred to as abinary format,
since the bits and bytes of the file are to be interpreted directly by processor hardware.

Representing executable files

Three Standard Sections

Any executable file format will need to specify where the code and data are in the binary file.

One additional component we have not mentioned until now is storage space of uninitialised global
variables. If we declare a variable and give it an initial value this obviously needs to be stored in the
executable file so that upon execution the value is correct. However many variables are uninitialised (or
zero) when the program isfirst executed. Making space for thesein the executable and then simply storing
zero or NULL values in it is a waste of space, needlessly bloating the executable file size. Thus each
executable file can define a BSS section which simply gives a size for the uninitialised data; on program
load the extra memory can be allocated (and set to zero!).1

Binary Format

The executableis created by the toolchain from the source code. Thisfile needsto bein aformat explicitly
defined such that the compiler can create it and the operating system can identify it and load into memory,
turning it into arunning process that the operating system can manage. This executable file format can be
specific to the operating system, as we would not normally expect that a program compiled for one system
will execute on another (for example, you don't expect your Windows programs to run on Linux, or your
Linux programsto run on OS X).

However, the common thread between all executable file formats is that they include a predefined,
standardised header which describes how program code and data are stored in the rest of thefile. Inwords,
it would generally describe "the program code starts 20 bytes into this file, and is 50 kilobytes long. The
program datafollowsit and is 20 kilobytes long".

In recent times one particular format has become the defacto standard for executable representation for
modern UNIX type systems. It is called the Execut abl e and Li nker For mat, or ELF for short;
well be looking at it in more detail soon.

Binary Format History

a.out

ELF was not always the standard; original UNIX systems used afile format called a. out . We can see
the vestiges of this if you compile a program without the - o option to specify an output file name; the
executable will be created with a default name of a. out .

Bss probably stands for Block Started by Symbol, an assembly command for aold IBM computer.

2In fact, a. out is the defauit output filename from the linker. The compiler generally uses randomly generated file names as intermediate files
for assembly and object code.
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COFF

ELF

a. out isavery simple header format that only allows a single data, code and bss section. As you will
cometo see, thisisinsufficient for modern systems with dynamic libraries.

The Common Object File Format, or COFF, wasthe precursor to ELF. It'sheader format was moreflexible,
allowing an more (but limited) sections in thefile.

COFF also has difficulties with elegant support of shared libraries, and ELF was selected as an alternative
implementation on Linux.

However, COFF lives on in Microsoft Windows as the Por t abl e Execut abl e or PE format. PE is
to Windows as ELF isto Linux.

ELF is an extremely flexible format for representing binary code in a system. By following the ELF
standard you can represent a kernel binary just as easily as a normal executable or a system library. The
sametools can be used to inspect and operate on all ELF files and devel opers who understand the EL F file
format can trandlate their skillsto most modern UNIX systems.

ELF in depth

ELF extends on COFF and givesthe header sufficient flexibility to define an arbitrary number of sections,
each with it's own properties. Thisfacilitates easier dynamic linking and debugging.
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Figure8.1. ELF Overview

Header

Header

Header

ELF File Header

Overdl, the file has afile header which describes the file in general and then has pointers to each of the
individual sections that make up the file.
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Example 8.1. The ELF Header

1
typedef struct {
unsi gned char e_ident[ El _NI DENT];
El f32_Hal f e _type;
5 El f32_Hal f e_nmachi ne;
El f32_Word e_version;
El f 32_Addr e entry;
Elf32 Of e_phoff;
Elf32 Of e_shoff;
10 El f32_Word e flags;
El f32_Hal f e_ehsi ze;
El f32_Hal f e_phentsi ze;
El f32_Hal f e_phnum
El f32_Hal f e_shentsi ze;
15 El f32_Hal f e_shnum
El f32_Hal f e_shstrndx;
} Elf32_Ehdr;

Above is the description as given in the APl documentation. This is the layout of the C structure which
defines a ELF header.

Example 8.2. The ELF Header, as shown by readelf

1
$ readel f --header /bin/ls
ELF Header:

5 Magi c: 7f 45 4c 46 01 02 01 00 00 00 OO 00 00 OO 00 OO
d ass: ELF32
Dat a: 2's conpl enent, big endian
Ver si on: 1 (current)
s/ ABI : UNI X - System V

10 ABI Ver si on: 0

Type: EXEC (Executable file)
Machi ne: Power PC
Ver si on: Ox1
Entry point address: 0x10002640

15 Start of program headers:
Start of section headers:

52 (bytes into file)
87460 (bytes into file)

Fl ags: 0x0

Si ze of this header: 52 (bytes)

Si ze of program headers: 32 (bytes)
20 Nunber of program headers: 8

Si ze of section headers: 40 (bytes)

Nurmber of section headers: 29

Section header string table index: 28

25  [...]
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Above is amore human readable form as present by the readelf program, which is part of GNU binutils.
Thee_i dent array isthe first thing at the start of any ELF file, and always starts with a few "magic"

bytes. The first byte is Ox7F and then the next three bytes are "ELF". Y ou can inspect an ELF binary to
see this for yourself with something like the hexdump command.

Example 8.3. Inspecting the EL F magic number

1
i anw@n ngus: ~$ hexdunp -C /bin/ls | nore

00000000 7f 45 4c 46 01 02 01 00 00 OO 00O OO0 00 00 00 OO0 |.ELF............

5 ... (rest of the programfoll ows)

Note the Ox7F to start, then the ASCII encoded "ELF" string. Have alook at the standard and see what the
rest of the array defines and what the values arein a binary.

Next we have some flags for the type of machine this binary is created for. The first thing we can seeis
that ELF defines different type sized versions, one for 32 bit and one for 64 bit versions; here we inspect
the 32 bit version. The difference is mostly that on 64 bit machines addresses obviously required to be
held in 64 bit variables. We can see that the binary has been created for a big endian machine that uses
2's complement to represent negative numbers. Skipping down a bit we can seethe Machi ne tellsusthis
isa PowerPC binary.

The apparently innocuous entry point address seems straight forward enough; thisisthe addressin memory
that the program code starts at.

Beginning C programmers are told that main() isthefirst program called in your program. Using the entry
point address we can actualy verify that it isn't.

Example 8.4. Investigating the entry point
1
$ cat test.c
#i ncl ude <stdio. h>

5 int main(void)

{
printf("mainis : %\n", &min);
return O;
}
10
$ gcc -vall -o test test.c
$ ./test
main is : 0x10000430
15
$ readelf --headers ./test | grep 'Entry point'
Entry point address: 0x100002b0

$ objdunmp --disassenble ./test | grep 100002b0
20 100002b0 <_start>:
100002h0: 7c 29 0b 78 nT ro,ri
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Abovewe can seethat the entry pointisactually afunction called _st ar t . Our program didn't define this
at al, and the leading underscore suggests that it isin a separate namespace. We examine how a program
starts up below.

After that the header contians pointers to where in the file other important parts of the ELF file start, like
atable of contents.

Symbols and Relocations

The ELF specification provides for symbol tables which are simply mappings of strings (symbols) to
locations in the file. Symbols are required for linking; for example assigning a value to a variable f oo
declaredasext er n i nt f 0o; wouldrequirethelinker to find theaddressof f oo, whichwouldinvolve
looking up "foo" in the symbol table and finding the address.

Closely related to symbols are relocations. A relocation is simply ablank space left to be patched up later.
Inthe previous example, until the address of f 0o isknown it can not be used. However, on a32-bit system,
we know the address of f 00 must be a4-byte value, so any time the compiler needsto use that address (to
say, assign avalue) it can simply leave 4-byes of blank space and keep arelocation that essentially says
to the linker "place the real value of "foo" into the 4 bytes at this address". As mentioned, thisrequiresthe
symbol "foo" to be resolved. the section called “ Relocations” contains further information on relocations.

Sections and Segments

The ELF format specifies two "views' of an ELF file -- that which is used for linking and that which is
used for execution. This affords significant flexibility for systems designers.

We talk about sections in object code waiting to be linked into an executable. One or more sections map
to a segment in the executable.

Segments

Aswe have done before, it is sometimes easier to look at the higher level of abstraction (segments) before
inspecting the lower layers.

Aswe mentioned the ELF file has an header that describes the overall layout of the file. The ELF header
actually points to another group of headers called the program headers. These headers describe to the
operating system anything that might be required for it to load the binary into memory and execute it.
Segments are described by program headers, but so are some other things reuquired to get the executable
running.

Example 8.5. The Program Header

1
typedef struct {
El f32_Word p_type;
Elf32 Of p_offset;
5 El f 32_Addr p_vaddr;
El f 32_Addr p_paddr;
El f32 Word p _filesz;
El f32_Word p_nensz;
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El f32_Word p_fl ags;
10 El f32_Word p_align;

Thedefinition of the program header is seen above. Y ou might have noticed from the EL F header definition
above how there were fields e_phof f, e_phnumand e_phent si ze; these are simply the offset in
the file where the program headers start, how many program headers there are and how big each program
header is. With these three bits of information you can easily find and read the program headers.

As we mentioned, program headers more than just segments. The p_t ype field defines just what the
program header is defining. For example, if this field is PT_I1 NTERP the header is defined as meaning
astring pointer to an interpreter for the binary file. We discussed compiled versus interpreted languages
previously and made the distinction that a compiler builds a binary which can be run in a stand aone
fashion. Why should it need an interpreter? As always, the true picture is alittle more complicated. There
are several reasons why a modern system wants flexibility when loading executable files, and to do this
some information can only be adequately acquired at the actual time the program is set up to run. We see
thisin future chapters where we | ook into dynamic linking. Consequently some minor changes might need
to be made to the binary to allow it to work properly at runtime. Thus the usual interpreter of abinary file
is the dyanmic loader, so called because it takes the final steps to complete loading of the exectable and
prepare the binary image for running.

Segments are described with avalue of PT_LOAD in the p_t ype field. Each segment is then described
by the other fieldsin the program header. The p_of f set field tells you how far into the file on disk the
datafor the segment is. Thep_vaddr field tellsyou what addressthat dataisto live at in virtual memory
(p_addr describes the physical address, which is only really useful for small embedded systems that do
not implement virtual memory). Thetwo flagsp_fi | esz and p_nenmsz work to tell you how big the
segment is on disk and how big it should be in memory. If the memory size is greater than the disk size,
then the overlap should be filled with zeros. In this way you can save considerable space in your binaries
by not having to waste space for empty global variables. Finally p_f | ags indicates the permissions on
the segment. Execute, read and write permissions can be specified in any combiation; for example code
segements should be marked as read and execute only, data sections as read and write with no exectue.

There are afew other segment types defined in the program headers, they are described more fully in the
standards specification (XXX).

Sections
Aswe have mentioned, sections make up segments. Sections are away to organise the binary into logical
areas to communicate information between the compiler and the linker. In some special binaries, such as

the linux kernel, sections are used in more specific ways.

We've seen how segments utimatley come down to ablob of datain afile on disk with some descriptions
about where it should be loaded and what permissions it has. (XXX)

Sections have a similar header to segments.

Example 8.6. Sections

1
typedef struct {
El f 32_Word sh_nane;
El f32_Word sh_type;
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5 El f32_Word sh_fl ags;

El f 32_Addr sh_addr;
El f32 Of sh_offset;
El f32_Word sh_si ze;
El f32_ Word sh_link;

10 El f32_Word sh_i nfo;
El f32_Word sh_addralign;
El f32_ Word sh_entsi ze;

15

Sections have a few more types defined for the sh_t ype field; for example a section of type
SH _PROGBI TS is defined as a section that hold binary data for use by the program. Other flags say if
this section is a symbol table (used by the linker or debugger for example) or maybe something for the

dynamic loader.

There are also more attributes, such asthe allocate attribute which flags that this section will need memory

dlocated for it.

Itis probably best to examine sections through an example of them in use. Consier the following program.

Example 8.7. Sections

1
#i ncl ude <stdi o. h>

int big_big array[10*1024*1024];
5
char *a_string = "Hello, Wrld!'";

int a_var_w th value = 0x100;

10 int main(void)
{
big big array[0] = 100;
printf("%\n", a_string);
a var_with_value += 20;
15 }

Example 8.8. Sectionsreadelf output

1
$ readelf --all ./sections
ELF Header:
5 Si ze of section headers: 40 (bytes)
Nunber of section headers: 37

Section header string table index: 34

Secti on Headers:
10 [Nr] Nane Type Addr

O f

Si ze

ES Fl g Lk Inf
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15

20

25

30

35

40

45

[ 0] NULL 00000000 000000 000000 00 0 O
[ 1] .interp PROGBI TS 10000114 000114 00000d OO A O O
[ 2] .note.ABI-tag NOTE 10000124 000124 000020 00O A O O
[ 3] .hash HASH 10000144 000144 00002c 04 A 4 O
[ 4] .dynsym DYNSYM 10000170 000170 000060 10 A 5 1
[ 5] .dynstr STRTAB 100001d0 0001d0 00005e 0O A O O
[ 6] .gnu.version VERSYM 1000022e 00022e 00000c 02 A 4 O
[ 71 .gnu.version_r VERNEED 1000023c 00023c 000020 00O A 5 1
[ 8] .rela.dyn RELA 1000025c 00025c 00000c Oc A 4 O
[ 9] .rela.plt RELA 10000268 000268 000018 Oc A 4 25
[10] .init PROGBI TS 10000280 000280 000028 00 AX O O
[11] .text PROGBI TS 100002b0 0002b0 000560 00 AX O O
[12] .fini PROGBI TS 10000810 000810 000020 00 AX O O
[13] .rodata PROGBI TS 10000830 000830 000024 00 A O O
[14] .sdata2 PROGBI TS 10000854 000854 000000 OO A O O
[15] .eh_frame PROGBI TS 10000854 000854 000004 00 A O O
[16] .ctors PROGBI TS 10010858 000858 000008 00O WA O O
[17] .dtors PROGBI TS 10010860 000860 000008 OO WA O O
[18] .jecr PROGBI TS 10010868 000868 000004 00 WA O O
[19] .got2 PROGBI TS 1001086¢c 00086¢c 000010 OO WA O O
[20] .dynamc DYNAM C 1001087c 00087c 0000c8 08 WA 5 O
[21] .data PROGBI TS 10010944 000944 000008 00 WA O O
[22] . got PROGBI TS 1001094c 00094c 000014 04 WAX 0 O
[23] .sdata PROGBI TS 10010960 000960 000008 OO WA O O
[24] .sbss NOBI TS 10010968 000968 000000 OO WA O O
[25] .plt NOBI TS 10010968 000968 000060 00 WAX O O
[26] .bss NOBI TS 100109c8 000968 2800004 00 WA O O
[27] .comment PROGBI TS 00000000 000968 00018f 00 0 O
[ 28] .debug_aranges PROGBI TS 00000000 000af 8 000078 00 0 O
[29] .debug_pubnanes PROGBI TS 00000000 000b70 000025 00 0 O
[30] .debug_info PROGBI TS 00000000 000b95 0002e5 00 0 O
[31] . debug_abbrev PROGBI TS 00000000 000e7a 000076 00 0 O
[32] .debug_line PROGBI TS 00000000 000ef O 0001de 00 0 O
[33] .debug_str PROGBI TS 00000000 0010ce 0000fO 01 Ms O O
[34] .shstrtab STRTAB 00000000 0011be 00013b 00 0 O
[35] .syntab SYMIAB 00000000 0018c4 000c90 10 36 65
[36] .strtab STRTAB 00000000 002554 000909 00 0 O
Key to Fl ags:
W(wite), A (alloc), X (execute), M (merge), S (strings)

I (info), L (link order), G (group), x (unknown)

O (extra OS processing required) o (OS specific), p (processor specific)

There are no section groups in this file.

Synbol
Num

contains 201 entries:
Bi nd Vis

table '.syntab'
Val ue Size Type Ndx Narme

99: 100109cc 0x2800000 OBJECT G.OBAL DEFAULT 26 big_big_array

60 ..

110: 10010960

130: 10010964

4 OBJECT GLOBAL DEFAULT

4 OBJECT GLOBAL DEFAULT

23 a_string

23 a_var_wth_val ue
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65 144: 10000430 96 FUNC GLOBAL DEFAULT 11 main

Abovewe have stripped some parts of the readelf output for clarity. We can analyse each part of our simple
program and see what happensto it.

Firstly, let uslook at the variable bi g_bi g_ar r ay, which as the name suggestsis afairly large global
array. If we skip down to the symbol table we can see that the variableis at location 0x100109cc which
we can correlate to the . bss section in the section listing, since it starts just below it at 0x100109c8.
Note the size, and how it is quite large. We mentioned that BSS is a standard part of a binary image since
it would be silly to require that binary on disk have 10 megabytes of space alocated to it, when all of
that space is going to be zero. Note that this section has a type of NOBI TS meaning that it does not have
any bytes on disk.

Thusthe. bss section isdefined for global variables whose value should be zero when the program starts.
We have seen how the memory size can be different to the on disk size in our discussion of segments;
variables being in the . bss section are an indication that they will be given zero value on program start.

Thea_stri ng variable livesin the . sdat a section, which stands for small data. Small data (and the
corresponding . sbss section) are sections that can be reached by an offset from some known pointer.
This means it is much faster to get to data in the sections as there are no extra lookups and loading of
addresses into memory required. On the other hand, most architectures are limited to the size of immediate
valuesyou can add to aregister (e.g. sayingr 1 = add r2, 70; 70isanimmediate value, as opposed
tosay, adding two valuesstored inregistersr 1 = add r 2, r 3) and can thusonly offset acertain "small"
distance from an address (XX X).

Wecanasoseethat oura_var _wi t h_val ue livesin the same place.

mai n however livesin the . t ext section, as we expect (remeber the name "text" and "code" are used
interchanably to refer to a program in memory.

Sections and Segments together

Example 8.9. Sections and Segments

1
$ readel f --segments /bin/ls

EIf file type is EXEC (Executable file)
5 Entry point 0x100026c0
There are 8 program headers, starting at offset 52

Pr ogr am Header s:

Type O fset Vi rt Addr PhysAddr FileSiz MenSiz Flg Align
10 PHDR 0x000034 0x10000034 0x10000034 0x00100 0x00100 R E 0x4

| NTERP 0x000154 0x10000154 0x10000154 0x0000d 0x0000d R  Ox1

[ Requesting programinterpreter: /lib/ld.so.1]

LOAD 0x000000 0x10000000 0x10000000 0x14d5c 0x14d5c R E 0x10000

LOAD 0x014d60 0x10024d60 0x10024d60 0x002b0 0x00b7c RWE 0x10000
15 DYNAM C 0x014f 00 0x10024f 00 0x10024f 00 0x000d8 0x000d8 RW 0x4

NOTE 0x000164 0x10000164 0x10000164 0x00020 0x00020 R  0x4

GNU_EH FRAME  0x014d30 0x10014d30 0x10014d30 0x0002c 0x0002c R  0x4

GNU_STACK 0x000000 0x00000000 0x00000000 0x00000 0x00000 RWE 0x4
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20 Section to Segment mappi ng:
Segnment Sections. ..

00

01 .interp

02 .interp .note.ABl-tag .hash .dynsym.dynstr .gnu.version .gnu.versio
25 03 .data .eh_frane .got2 .dynamic .ctors .dtors .jcr .got .sdata .sbss

04 . dynam c

05 .note. ABI -t ag

06 .eh_frame_hdr

07

30

readel f shows usthe segments and section mappings in the ELF file for the binary / bi n/ | s.

Skipping to the bottom of the output, we can see what sections have been moved into what segments. So,
for example the . i nt er p section is placed into an | NTERP flagged segment. Notice that readelf tells
usitisrequesting theinterpreter / | i b/ | d. so. 1; thisisthe dynamic linker which is run to prepare the
binary for execution.

Looking at the two LOAD segments we can see the distinction between text and data. Notice how the
first one has only "read" and "execute" permissions, whilst the next one has read, write and execute
permissions? These describe the code (r/w) and data (r/w/e) segments.

But data should not need to be executable! Indeed, on most architectures (for example, the most common
x86) the data section will not be marked as having the data section executable. However, the example
output above was taken from a PowerPC machinewhich hasasdlightly different programming model (ABI,
see below) requiring that the data section be executable 3, suchisthelifeof asystems programmer, where
rules were made to be broken!

The other intereseting thing to noteisthat the file sizeisthe same asthe memory size for the code segment,
however memory sizeis greater than the file size for the data segment. This comes from the BSS section
which holds zeroed global variables.

Debugging

Tradionally the primary method of post mortem debugging is referred to as the core dump. The term core
comes from the original physical characteristics of magnetic core memory, which uses the orientation of
small magnetic ringsto store state.

Thus a core dump is simply a complete snapshot of the program as it was running at a particular time.
A debugger can then be used to examine this dump and reconstruct the program state. Example 8.10,
“Example of creating a core dump and using it with gdb™” shows a sample program that writes to a
random memory location in order to force a crash. At this point the processes will be halted and a dump
of the current state is recorded.

Example 8.10. Example of creating a core dump and using it with gdb™

1
$ cat coredunp.c

3For those that are curious, the PowerPC ABI calls stubs for functions in dynamic libraries directly in the GOT, rather than having them bounce
through a seperate PLT entry. Thus the processor needs exectute permissions for the GOT section, which you can see is embedded in the data
segment. This should make sense after reading the dyanmic linking chapter!
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int main(void) {
char *foo = (char*)0x12345;
5 *foo ='a';

return O;

}

10 $ gcc -Vall -g -o coredunp coredunp.c

$ ./coredunp
Segnentation fault (core dunped)

15 $ file ./core
./core: ELF 32-bit LSB core file Intel 80386, version 1 (SYSV), SVR4-style, fr

$ gdb ./ coredunp

20 (gdb) core core
[ New LWP 31614]
Core was generated by "./coredunp'.
Programterm nated with signal 11, Segnmentation fault.
#0 0x080483c4 in main () at coredunp.c:3
25 3 *foo ='a';
(gdb)

Symbols and Debugging Information

As the example shows, the debugger gdb™ requires the original executable and the core dump to provide
the debugging session. Note that the original executable was built with the - g flag, which instructs the
compiler toinclude all debugging information. Debugging information created by the compiler and iskept
in special sections of the ELF file. It describes in detail things like what register values currently hold
which variables used in the code, size of variables, length of arrays, etc. It is generally in the standard
DWARF format (a pun on the homonym ELF).

Including debugging information can make executable files and libraries very large; athough thisdatais
not required resident in memory for actually running it can still take up considerable disk space. Thusthe
usual process is to strip this information from the ELF file. While it is possible to arrange for shipping
of both stripped and unstripped files, most al current binary distribution methods provide the debugging
information in separate files. The objcopy™ tool can be used to extract the debugging information (- -
onl y- keep- debug) and then add alink in the original executableto thisstripped information (- - add-
gnu- debugl i nk). After thisisdone, aspecial sectioncaled. gnu_debugl i nk will be present inthe
original executable, which contains a hash so that when a debugging sessions starts the debugger can be
sure it associates the right debugging information with the right executable.

Example8.11. Exampleof stripping debugging infor mation into separ atefilesusing
objcopy™

1
$ gcc -g -shared -o libtest.so libtest.c
$ objcopy --only-keep-debug libtest.so |ibtest.debug
$ obj copy --add-gnu-debuglink=libtest.debug |ibtest.so
5 $ objdunp -s -j .gnu_debuglink libtest.so
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i btest. so: file format el f32-i386
Contents of section .gnu_debuglink:
10 0000 6¢c696274 6573742e 64656275 67000000 |i btest. debug...
0010 52a7f dOa R ..

Symbols take up much less space, but are also targets for removal from final output. Once the individual
object files of an executable are linked into the single final image there is generally no need for most
symbols to remain. As discussed in the section called “ Symbols and Relocations’” symbols are required
to fix up relocation entries, but once this is done the symbols are not strictly necessary for running the
final program. On Linux the GNU toolchain strip™ program provides options to remove symbols. Note
that some symbols are required to be resolved at run-time (for dynamic linking, the focus of Chapter 9,
Dynamic Linking) but these are put in separate dynamic symbol tables so they will not be removed and
render the final output useless.

Inside coredumps

A coredump isreally just another ELF file; thisillustrates the flexibility of ELF as abinary format.

Example8.12. Exampleof usingreadelf™ and eu-readelf ™ to examinea coredump.

1
$ readelf --all ./core
ELF Header:

Magi c: 7f 45 4c 46 01 01 01 00 00 00 OO 00 00 OO 00 OO
5 d ass: ELF32

Dat a: 2's complement, little endian

Ver si on: 1 (current)

s/ ABI : UNI X - System V

ABI Ver si on: 0
10 Type: CORE (Core file)

Machi ne: Intel 80386

Ver si on: Ox1

Entry point address: 0x0

Start of program headers:
15 Start of section headers:

52 (bytes into file)
O (bytes into file)

Fl ags: 0x0
Si ze of this header: 52 (bytes)
Si ze of program headers: 32 (bytes)
Nunber of program headers: 15

20 Si ze of section headers: 0 (bytes)
Nunmber of section headers: 0
Section header string table index: O

There are no sections in this file.

25

There are no sections to group in this file.

Pr ogr am Header s:

Type O fset Vi rt Addr

PhysAddr FileSiz MenSiz Flg Align

30 NOTE 0x000214 0x00000000 0x00000000 0x0022c 0x00000
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LOAD 0x001000 0x08048000 0x00000000 0x01000 0x01000 R E 0x1000
LOAD 0x002000 0x08049000 0x00000000 0x01000 0x01000 RW 0x1000
LOAD 0x003000 0x489f cO00 0x00000000 0x01000 0x1b000 R E 0x1000
LOAD 0x004000 0x48al17000 0x00000000 0x01000 0x01000 R  0x1000
35 LOAD 0x005000 0x48a18000 0x00000000 0x01000 0x01000 RW 0x1000
LOAD 0x006000 0x48alf 000 0x00000000 0x01000 0x153000 R E 0x1000
LOAD 0x007000 0x48b72000 0x00000000 0x00000 0x01000 0x1000
LOAD 0x007000 0x48b73000 0x00000000 0x02000 0x02000 R  0x1000
LOAD 0x009000 0x48b75000 0x00000000 0x01000 0x01000 RW 0x1000
40 LOAD 0x00a000 0x48b76000 0x00000000 0x03000 0x03000 RW 0x1000
LOAD 0x00d000 0xb771c000 0x00000000 0x01000 0x01000 RW 0x1000
LOAD 0x00e000 0xb774d000 0x00000000 0x02000 0x02000 RW 0x1000
LOAD 0x010000 0xb774f 000 0x00000000 0x01000 0x01000 R E 0x1000
LOAD 0x011000 Oxbfeac000 0x00000000 0x22000 0x22000 RW 0x1000
45
There is no dynamic section in this file.
There are no relocations in this file.
50 There are no unwi nd sections in this file.
No version information found in this file.
Not es at of fset 0x00000214 with | ength 0x0000022c:
55 Owner Data size Description
CORE 0x00000090 NT_PRSTATUS (prstatus structure)
CORE 0x0000007c NT_PRPSI NFO (prpsinfo structure)
CORE 0x000000a0 NT_AUXV (auxiliary vector)
LI NUX 0x00000030 Unknown note type: (0x00000200)
60
$ eu-readelf -n ./core
Not e segnment of 556 bytes at offset 0x214:
Owner Data size Type
65 CORE 144 PRSTATUS
info.si_signo: 11, info.si_code: 0, info.si_errno: 0, cursig: 11
si gpend: <>
si ghol d: <>
pid: 31614, ppid: 31544, pgrp: 31614, sid: 31544
70 utime: 0.000000, stinme: 0.000000, cutime: 0.000000, cstime: 0.000000
orig_eax: -1, fpvalid: O
ebx: 1219973108 ecx: 1243440144 edx: 1
esi: 0 edi: 0 ebp: Oxbf ech828
eax: 74565 eip: 0x080483c4 eflags: 0x00010286
75 esp: Oxbf ech818
ds: O0x007b es: 0x007b fs: 0Ox0000 gs: 0x0033 «cs: 0x0073 ss: 0x007b
CORE 124 PRPSI NFO
state: 0, sname: R zonb: 0, nice: 0, flag: 0x00400400
uid: 1000, gid: 1000, pid: 31614, ppid: 31544, pgrp: 31614, sid: 31544
80 fnane: coredunp, psargs: ./coredunp
CORE 160 AUXV
SYSI NFO. 0xb774f 414
SYSI NFO_EHDR:  0Oxb774f 000
HWCAP: Oxafe8fbff <fpu vme de pse tsc nsr pae nte cx8 apic sep mrr pge n
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85 PAGESZ: 4096
CLKTCK: 100
PHDR 0x8048034
PHENT: 32
PHNUM 8

90 BASE: 0
FLAGS: 0
ENTRY: 0x8048300
U D: 1000
EU D: 1000

95 G D: 1000
EG D: 1000
SECURE: 0
RANDOM Oxbf ecbalb
EXECFN: Oxbfecdffl

100 PLATFORM 0xbf ecba2b
NULL
LI NUX 48 386_TLS
i ndex: 6, base: Oxb771c8dO, limt: Ox000fffff, flags: Ox00000051
i ndex: 7, base: 0x00000000, Ilimt: 0x00000000, flags: 0x00000028
105 i ndex: 8, base: 0x00000000, Ilimt: 0x00000000, flags: 0x00000028

In Example 8.12, “Example of using readelf™ and eu-readelf™ to examine a coredump.” we can see an
examination of the corefile produced by Example 8.10, “ Exampl e of creating acoredump and using it with
gdb™” using firstly the readelf™ tool. There are no sections, relocations or other extraneous information
inthefilethat may berequired for loading an executableor library; it simply consists of aseriesof program
headers describing LOAD segments. These segments are raw data dumps, created by the kernel, of the
current memory allocations.

The other component of the core dump is the NOT E sections which contain data necessary for debugging
but not necessarily captured in straight snapshot of the memory allocations. The eu-readelf™ program
used in the second part of the figure provides a more complete view of the data by decoding it.

The PRSTATUS note gives a range of interesting information about the process as it was running; for
example we can see from cur si g that the program received a signal 11, or segmentation fault, as we
would expect. Along with process number information, it also includes adump of all the current registers.
Given the register values, the debugger can reconstruct the stack state and hence provide a backtrace;
combined with the symbol and debugging information from the origina binary the debugger can show
exactly how you reached the current point of execution.

Another interesting output is the current auxiliary vector (AUXV), discussed in the section called “Kernel
communication to programs’. The 386_TLS describes global descriptor table entries used for the x86
implementation of thread-local storage (see the section called “ Fast System Calls’ for more information
on use of segmentation, and the section called “Threads’ for information on threads4).

Thekernel createsthe core dump file within the bounds of the current ul i m t settings— since aprogram
using alot of memory could result in avery large dump, potentially filling up disk and making problems
even worse, generally theul i m t isset low or even at zero, since most non-devel opers have little use
for a core dump file. However the core dump remains the single most useful way to debug an unexpected
situation in a postmortem fashion.

“For amulti-threaded application, there would be duplicate entries for each thread running. The debugger will understand this, and it is how gdb™
implementsthet hr ead command to show and switch between threads.
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ELF Executables

Executables are of course one of the primary uses of the ELF format. Contained within the binary is
everything required for the operating system to execute the code as intended.

Since an executable is designed to be run in a process with a unique address space (see Chapter 6, Virtual
Memory) the code can make assumptions about where the various parts of the program will be loaded in
memory. Example 8.13, “Segments of an executable file” shows an example using the readelf™ tool to
examine the segments of an executable file. We can see the virtual addresses at which the LOAD segments
are required to be placed at. We can further see that one segment is for code — it has read and execute
permissions only — and oneisfor data, unsurprisingly with read and write permissions, but importantly no
execute permissions (without execute permissions, even if abug allowed an attacker to introduce arbitrary
data the pages backing it would not be marked with execute permissions, and most processors will hence
disallow any execution of code in those pages).

Example 8.13. Segments of an executablefile

1
$ readel f --segments /bin/ls

ElIf file type is EXEC (Executable file)
5 Entry point 0x4046d4
There are 8 program headers, starting at offset 64

Pr ogr am Header s:

Type O f set Vi rt Addr PhysAddr
10 FileSiz Mentsi z Flags Align
PHDR 0x0000000000000040 0x0000000000400040 0x0000000000400040
0x00000000000001c0 0x00000000000001c0 R E 8
| NTERP 0x0000000000000200 0x0000000000400200 0x0000000000400200
0x000000000000001c 0x000000000000001c R 1
15 [ Requesting programinterpreter: /1ib64/1d-1inux-x86-64.so0.2]
LOAD 0x0000000000000000 0x0000000000400000 0x0000000000400000
0x0000000000019ef 4 0x0000000000019ef4 R E 200000
LOAD 0x000000000001a000 0x000000000061a000 0x000000000061a000
0x000000000000077¢c 0x0000000000001500 RW 200000
20 DYNAM C 0x000000000001a028 0x000000000061a028 0x000000000061a028
0x00000000000001d0 0x00000000000001d0 RW 8
NOTE 0x000000000000021c 0x000000000040021c 0x000000000040021c
0x0000000000000044 0x0000000000000044 R 4
GNU_EH FRAME  0x0000000000017768 0x0000000000417768 0x0000000000417768
25 0x00000000000006f ¢ 0x00000000000006fc R 4
GNU_STACK 0x0000000000000000 0x0000000000000000 0x0000000000000000

0x0000000000000000 0x0000000000000000 RW 8

Section to Segnent mappi ng:
30 Segnment Sections. ..

00
01 .interp
02 .interp .note.ABl-tag .note.gnu.build-id .hash .gnu. hash .dynsym .dy
03 .ctors .dtors .jcr .dynamic .got .got.plt .data .bss
35 04 . dynam c
05 .note. ABl -tag .note.gnu. build-id
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06 .eh_frame_hdr
07

40

The program segments must be loaded at these addresses; the last step of the linker is to resolve most
relocations (the section called “ Symbols and Relocations’) and patch them with the assumed absolute
addresses — the data describing the relocation is then discarded in the final binary and thereis no longer
away to find thisinformation.

In reality, executables generally have external dependencies on shared libraries, or pieces of common
code abstracted and shared among the entire system — almost all of the confusing parts of Example 8.13,
“Segments of an executablefile’ relate to the use of shared libraries. Libraries are discussed in the section
called “Libraries’, dynamic libraries in Chapter 9, Dynamic Linking.

Libraries

Developers soon tired of having to write everything from scratch, so one of thefirst inventions of computer
science was libraries.

A library is simply a collection of functions which you can call from your program. Obviously alibrary
has many advantages, not least of which isthat you can save much time by reusing work someone else has
already done and generally be more confident that it has fewer bugs (since probably many other people
use the libraries too, and you benefit from having them finding and fixing bugs). A library is exactly like
an executable, except instead of running directly the library functions are invoked with parameters from
your executable.

Static Libraries

The most straight forward way of using a library function is to have the object files from the library
linked directly into your final executable, just aswith those you have compiled yourself. When linked like
this the library is called a static library, because the library will remain unchanged unless the program
is recompiled.

Thisisthe most straight forward way of using alibrary as the final result is a simple executable with no
dependencies.

Inside static libraries

A static library issimply agroup of object files. The object files are kept in an archive, which leadsto their
usua . a suffix extension. Y ou can think of archives as similar to azip file, but without compression.

Below we show the creation of basic static library and introduce some common tools for working with
libraries.

Example 8.14. Creating and using a static library

1
$ cat library.c
/* Library Function */
int function(int input)
5
return input + 10;

}
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$ cat library.h
10 /* Function Definition */
int function(int);

$ cat programc
#i ncl ude <stdio. h>

15 /* Library header file */
#include "library. h"

i nt mai n(voi d)

{
20 int d = function(100);

printf("%\n", d);
}

25 $ gcc -c library.c
$ ar rc libtest.a library.o
$ranlib ./libtest.a
$ nm--print-armap ./libtest.a

30 Archive index:
function in library.o

library.o:
00000000 T function
35
$ gcc -L . programc -ltest -0 program

$ ./program
110
40

Firstly we compile or library to an object file, just as we have seen in the previous chapter.

Notice that we define the library API in the header file. The API consists of function definitions for the
functions in the library; this is so that the compiler knows what types the functions take when building
object filesthat reference the library (e.g. pr ogr am c, which #i ncl udesthe header file).

Wecreatethelibrary ar (short for "archive") command. By convention static library filenamesare prefixed
with | i b and have the extension . a. The ¢ argument tells the program to create the archive, and a tells
archive to add the object files specified into the library file.

Next we use the ranlib application to make a header in the library with the symbols of the object file
contents. This helps the compiler to quickly reference symbols; in the case where we just have one this
step may seem a little redundant; however a large library may have thousands of symbols meaning an
index can significantly speed up finding references. We inspect this new header with the nm application.
We seethef unct i on symbol for thef unct i on() function at offset zero, as we expect.

SArchives created with ar pop up in afew different places around Linux systems other than just creating static libraries. Onewidely used application
isin the . deb packaging format used with Debian, Ubuntu and some other Linux systems is one example. debs use archives to keep al the
application files together in the one package file. Redhat RPM packages use an alternate but similar format called cpio. Of course the canonical
application for keeping files together isthet ar file, which isacommon format to distribute source code.
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Y ou then specify thelibrary to the compiler with - | name where nameisthefilenameof thelibrary without
the prefix | i b. We also provide an extra search directory for libraries, namely the current directory (-
L .), since by default the current directory is not searched for libraries.

The final result is a single executable with our new library included.

Static Linking Drawbacks
Static linking is very straight forward, but has a number of drawbacks.

There are two main disadvantages; firstly if the library code is updated (to fix a bug, say) you have to
recompile your program into a new executable and secondly, every program in the system that uses that
library contains a copy in it's executable. Thisis very inefficient (and a pain if you find a bug and have
to recompile, as per point one).

For example, the Clibrary (glibc) isincluded in all programs, and provides all the common functions such
asprintf.

Shared Libraries

Shared libraries are an elegant way around the problems posed by a static library. A shared library is a
library that isloaded dynamically at runtime for each application that requiresit.

The application simply leaves pointers that it will require a certain library, and when the function call
is made the library is loaded into memory and executed. If the library is aready loaded for another
application, the code can be shared between the two, saving considerable resources with commonly used
libraries.

This process, called dynamic linking, is one of the more intricate parts of a modern operating system. As
such, we dedicate the next chapter to investigating the dynamic linking process.

ABI's

An ABI is aterm you will hear alot about when working with systems programming. We have talked
extensively about API, which are interfaces the programmer sees to your code.

ABI'srefer to lower level interfaces which the compiler, operating system and, to some extent, processor,
must agree on to communicate together. Below we introduce a number of concepts which are important
to understanding ABI considerations.

Byte Order

Endianess

Calling Conventions
Passing parameters
registers or stack?

Function Descriptors

On many architectures you must call afunction through a function descriptor, rather than directly.
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For example, on 1A64 afunction descriptor consists of two components; the address of the function (that
being a64 hit, or 8 byte value) and the address of the global pointer (gp). The ABI specifiesthat rl should
always contain the gp value for afunction. This meansthat when you call afunction, itisthecal | ees job
to savetheir gp value, set rl to be the new value (from the function descriptor) and t hen call the function.

Thismay seem like a strange way to do things, but it has very useful practical implications as you will see
in the next chapter about global offset tables. On 1A64 an add instruction can only take a maximum 22
bit immediate value®. An immediate value is one that is specified directly, rather than in aregister (e.g. in
add r1 + 100 100 istheimmediate value).

Y ou might recognise 22 hits as being able to represent 4194304 bytes, or 4MB. Thus each function can
directly offset into an area of memory 4MB big without having to take the penalty of loading any values
into a register. If the compiler, linker and loader all agree on what the global pointer is pointing to (as
specified in the ABI) performance can be improved by less loading.

Starting a process

We mentioned before that simply saying the program starts with the mai n() function is not quite true.
Below we exaime what happens to a typical dynamically linked program when it is loaded and run
(statically linked programs are similar but different XXX should we go into this?).

Firstly, in response to an exec system call the kernel allocates the structures for a new process and reads
the ELF file specified from disk.

We mentioned that ELF has a program interpreter field, PT_I NTERP, which can be set to 'interpret’ the
program. For dynamically linked applications that interpreter is the dynamic linker, namely |d.so, which
allows some of the linking process to be done on the fly before the program starts.

In this case, the kernel also reads in the dynamic linker code, and starts the program from the entry point
address as specified by it. We examine the role of the dynamic linker in depth in the next chapter, but
suffice to say it does some setup like loading any libraries required by the application (as specified in the
dynamic section of the binary) and then starts execution of the program binary at it's entry point address
(i.e.the _i ni t function).

Kernel communication to programs

Thekernel needsto communicate some thingsto programswhen they start up; namely the argumentsto the
program, the current environment variables and a special structure called the Auxi | i ary Vect or or
auxv (you can request thethe dynamic linker show you some debugging output of theauxv by specifying
the environment value LD_SHOW AUXV=1).

Theargumentsand environment at fairly straight forward, and the variousincarnations of theexec system
call allow you to specify these for the program.

The kernel communicates this by putting all the required information on the stack for the newly created
program to pick up. Thus when the program starts it can use it's stack pointer to find the all the startup
information required.

The auxiliary vector is a specia structure that is for passing information directly from the kernel to the
newly running program. It contains system specific information that may be required, such as the default
size of avirtual memory page on the system or hardware capabilities; that is specific features that the
kernel has identified the underlying hardware has that userspace programs can take advantage of.

6Technically this is because of the way 1A64 bundles instructions. Three instructions are put into each bundle, and there is only enough room to
keep a 22 bit value to keep the bundle together.
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Kernel Library

We mentioned previously that system calls are slow, and modern systems have mechanisms to avoid the
overheads of calling atrap to the processor.

In Linux, thisisimplemented by aneat trick between the dyanmic loader and the kernel, all communicated
with the AUXYV structure. The kernel actually adds a small shared library into the address space of every
newly created process which contains afunction that makes system callsfor you. The beauty of this system
isthat if the underlying hardware supports afast system call mechanism the kernel (being the creater of the
library) can useit, otherwise it can use the old scheme of generating atrap. Thislibrary isnamed | i nux-
gat e. so. 1, so caled becauseit is a gateway to the inner workings of the kernel.

When the kernel startsthe dynamic linker it adds an entry to the auxv called AT_SYSI NFO_EHDR, which
isthe addressin memory that the specia kernel library livesin. When the dynamic linker startsit can look
for the AT_SYSI NFO_EHDR pointer, and if found load that library for the program. The program has no
ideathislibrary exists; thisis a private arrangement between the dynamic linker and the kernel.

We mentioned that programmers make system calls indirectly through calling functions in the system
libraries, namely libc. libc can check to seeif the special kernel binary isloaded, and if so use the functions
within that to make system calls. As we mentioned, if the kernel determines the hardware is capable, this
will use the fast sytem call method.

Starting the program

Once the kernel has loaded the interpreter it passes it to the entry point as given in the interpreter file
(note will not examine how the dynamic linker starts at this stage; see Chapter 9, Dynamic Linking for
afull discussion of dyanmic linking). The dynamic linker will jump to the entry point address as given
inthe ELF binary.

Example 8.15. Disassembley of program startup

1
$ cat test.c
i nt mai n(voi d)
5
return O;
}
$ gcc -0 test test.c
10
$ readelf --headers ./test | grep Entry

Entry point address: 0x80482b0

$ obj dunp --disassenble ./test
15

[...]

080482b0 < start>:

80482h0: 31 ed xor Y%ebp, Yebp

20 80482b2: 5e pop %es
80482b3: 89 el nov %esp, Yecx
80482b5: 83 e4 O and $OxfFfffffO, Yesp
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80482h8: 50 push Y%eax
80482h9: 54 push Y%esp
25 80482ba: 52 push Y%edx
80482bb: 68 00 84 04 08 push  $0x8048400
80482c0: 68 90 83 04 08 push  $0x8048390
80482c5: 51 push %ecx
80482c6: 56 push %es
30 80482c7: 68 68 83 04 08 push  $0x8048368
80482cc: e8 b3 ff ff ff cal | 8048284 <__libc_start_main@lt>
80482d1: fa hi t
80482d2: 90 nop
80482d3: 90 nop
35
08048368 <mai n>:
8048368: 55 push Y%ebp
8048369: 89 e5 nov Y%esp, Yebp
804836bh: 83 ec 08 sub $0x8, %esp
40 804836e: 83 e4 O and $oxfFFffffO, Yesp
8048371: b8 00 00 00 00 nov $0x0, %eax
8048376: 83 c0 of add $0xf , %eax
8048379: 83 c0 of add $0xf , %eax
804837c: cl e8 04 shr $0x4, Y%eax
45 804837f: cl e0 04 shl $0x4, Yeax
8048382: 29 c4 sub Y%eax, Yesp
8048384 b8 00 00 00 00 nov $0x0, %eax
8048389: c9 | eave
804838a: c3 ret
50 804838bh: 90 nop
804838c: 90 nop
804838d: 90 nop
804838e: 90 nop
804838f : 90 nop
55
08048390 <_libc_csu_init>:
8048390: 55 push Y%ebp
8048391 89 e5 nov Y%esp, Yebp
[...]
60
08048400 <__libc_csu_fini>:
8048400: 55 push Y%ebp

[...]

Above we investigate the very simplest program. Using readelf we can see that the entry point is the
_start function in the binary. At this point we can see in the disassembley some values are pushed
onto the stack. The first value, 0x8048400 isthe __|ibc_csu_fi ni function; 0x8048390 is
the __libc_csu_init and then finaly 0x8048368, the mai n() function. After this the value
__libc_start_nmain functioniscalled.

__libc_start_main isdefined in the glibc sources sysdeps/ generic/libc-start.c. The
file function is quite complicated and hidden between alarge number of defines, asit needs to be portable
acrossthe very wide number of systemsand architecturesthat glibc can run on. It doesanumber of specific
things related to setting up the C library which the average programmer does not need to worry about. The
next point where the library calls back into the program isto handlei ni t code.
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init andfini aretwo specia concepts that call parts of code in shared libraries that may need to
be called before the library starts or if the library is unloaded respectiviey. You can see how this might
be useful for library programmers to setup variables when the library is started, or to clean up at the
end. Originaly the functions _i nit and _fi ni were looked for in the library; however this became
somewhat limiting as everything was required to be in these functions. Below we will examine just how
thei ni t /f i ni processworks.

At this stage we can see that the __ | i bc_start_mai n function will receive quite a few input
paramaters on the stack. Firstly it will have access to the program arguments, environment variables and
auxiliary vector from the kernel. Then theinitalization function will have pushed onto the stack addresses
for functionsto handlei ni t , f i ni , and finally the address of the main function it's self.

We need some way to indicate in the source code that afunction should becalled by i ni t orfi ni . With
gcc we use attributes to label two functions as constructors and destructors in our main program. These
terms are more commonly used with object orientent langauges to describe object lifecycles.

Example 8.16. Constructorsand Destructors

1
$ cat test.c
#i ncl ude <stdi o. h>

5 void __attribute_ ((constructor)) programinit(void) {
printf("init\n");
}

void _ attribute__((destructor)) programfini(void) ({
10 printf("fini\n");
}

i nt mai n(voi d)

{
15 return O;

}

$ gcc -vall -0 test test.c
20 $ ./test

init

fini

$ objdump --disassenble ./test | grep program.init
25 08048398 <program.i nit>:

$ objdunmp --disassenble ./test | grep programfini
080483b0 <program fini>:

30 $ objdunp --disassenble ./test

[...]
08048280 <_i ni t >:

8048280: 55 push Y%ebp
35 8048281: 89 e5 nmov Y%esp, Yebp
8048283: 83 ec 08 sub $0x8, %esp
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8048286: e8 79 00 00 00 cal | 8048304 <cal |l _gnon_start >
804828b: e8 e0 00 00 0O cal | 8048370 <frame_dumy>
8048290: e8 2b 02 00 00 cal | 80484c0 <__do_gl obal _ctors_aux>
8048295: c9 | eave
8048296: c3 ret
[...]
080484c0 <__do_gl obal _ctors_aux>:
80484c0: 55 push Y%ebp
80484c1: 89 e5 nov Y%esp, Yebp
80484c3: 53 push Y%ebx
80484c4: 52 push Y%edx
80484c5: al 2c 95 04 08 nov 0x804952c, %eax
80484ca: 83 f8 ff cnp S$OxFEffffff, Yeax
80484cd: 74 le je 80484ed <__do_gl obal _ctors_aux+
80484cf : bb 2c 95 04 08 nov $0x804952c, %ebx
80484d4: 8d b6 00 00 00 00 | ea OxO0(%esi ), Yes
80484da: 8d bf 00 00 00 00 | ea 0x0( %edi ), %&d
80484e0: ff do cal | *Ogax
80484e2: 8b 43 fc nov Oxfffffffc(%bx), Yeax
80484e5: 83 eb 04 sub $0x4, %ebx
80484e8: 83 f8 ff cnp S$OxFEffffff, Yeax
80484eb: 75 3 j ne 80484e0 <__do_gl obal _ctors_aux+
80484ed: 58 pop Yeax
80484ee: 5b pop Y%ebx
80484ef : 5d pop Y%ebp
80484f 0: c3 ret
80484f 1: 90 nop
80484f 2: 90 nop
80484f 3: 90 nop
$ readelf --sections ./test

There are 34 section headers,

Secti on Headers:
[Nr] Nane
[ O]
[ 1] .interp
[ 21 .note.ABl-tag
[ 3] .hash
[ 4] .dynsym
[ 5] .dynstr
[ 6] .gnu.version
[ 71 .gnu.version_r
[ 8 .rel.dyn
[ 9] .rel.plt
[10] .init
[11] .plt
[12] .text
[13] .fini
[14] .rodata
[15] .eh_frane
[16] .ctors

Type
NULL
PROGBI TS
NOTE
HASH
DYNSYM
STRTAB
VERSYM
VERNEED
REL

REL
PROGBI TS
PROGBI TS
PROGBI TS
PROGBI TS
PROGBI TS
PROGBI TS
PROGBI TS

Addr

00000000
08048114
08048128
08048148
08048174
080481d4
08048232
08048240
08048260
08048268
08048280
08048298
080482e0
080484f 4
08048510
08048524
08049528

starting at offset OxfbO:

Of

000000
000114
000128
000148
000174
0001d4
000232
000240
000260
000268
000280
000298
0002e0
0004f 4
000510
000524
000528

Size

000000
000013
000020
00002c
000060
00005e
00000c¢
000020
000008
000018
000017
000040
000214
00001a
000012
000004
00000c¢

ES Fl g Lk Inf

00
00
00
04
10
00
02
00
08
08
00
04
00
00
00
00
00
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[6)
OWOOOOOOOOOO0OO0OO0OOOOo

[17] .dtors PROGBI TS 08049534 000534 00000c 00 WA O
[18] .jecr PROGBI TS 08049540 000540 000004 00 WA O
[19] .dynamc DYNAM C 08049544 000544 0000c8 08 WA 5
[20] . got PROGBI TS 0804960c 00060c 000004 04 WA O
95 [21] .got.plt PROGBI TS 08049610 000610 000018 04 WA O
[22] .data PROGBI TS 08049628 000628 00000c 00 WA O
[23] .bss NOBI TS 08049634 000634 000004 00 WA O
[24] .comment PROGBI TS 00000000 000634 00018f 00 0
[ 25] . debug_aranges PROGBI TS 00000000 0007c8 000078 00 0
100 [26] .debug_pubnanes PROGBI TS 00000000 000840 000025 00 0
[27] .debug_info PROGBI TS 00000000 000865 0002el1 00 0
[ 28] .debug_abbrev PROGBI TS 00000000 000b46 000076 00 0
[29] .debug_line PROGBI TS 00000000 000bbc 0001da 00 0
[30] .debug_str PROGBI TS 00000000 000d96 0000f3 01 Ms O
105 [31] .shstrtab STRTAB 00000000 000e89 000127 00 0
[32] .syntab SYMIAB 00000000 001500 000490 10 33
[33] .strtab STRTAB 00000000 001990 000218 00 0
Key to Fl ags:
W(wite), A (alloc), X (execute), M (merge), S (strings)
110 I (info), L (link order), G (group), x (unknown)
O (extra OS processing required) o (OS specific), p (processor specific)
$ objdump --disassenble-all --section .ctors ./test
115 ./test: file format el f32-i 386
Contents of section .ctors:
8049528 ffffffff 98830408 00000000  ............
120
The last value pushed onto the stack for the _ |i bc_start _mai n was the initaisation function
__libc_csu_init.If wefollow thecal chainthroughfrom __| i bc_csu_i ni t wecanseeit does

some setup and then callsthe _i ni t function in the executable. The _i ni t function eventualy calls a
function called __do_gl obal _ct or s_aux. Looking at the disassembley of this function we can see
that it appearsto start at address 0x804952¢ and loop along, reading an value and calling it. We can see
that this starting addressisinthe . ct or s section of thefile; if we have alook inside this we see that it
contains the first value - 1, afunction address (in big endian format) and the value zero.

The address in big endian format is 0x08048398, or the address of pr ogr am_i ni t function! So the
format of the. ct or s sectionisfirstly a-1, and then the address of functionsto be called on initalisation,
and finally a zero to indicate the list is complete. Each entry will be called (in this case we only have the
one funtion).

Once__|ibc_start _nmi n hascompleted withthe i nit call it finally calsthe mai n() function!
Remember that it had the stack setup initially with the argumentsand environment pointersfromthekernel;
thisishow main getsitsargc, argv[], envp[] arguments. The process now runs and the setup
phase is complete.

A similar process is enacted with the .dtors for destructors when the program exits.
__libc_start_main calsthese when the mai n() function completes.

Asyou can see, alot isdone before the program getsto start, and even alittle after you think it is finished!
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Code Sharing

We know that for the operating system code is considered read only, and separate from data. It seems
logical then that if programs can not modify code and have large amounts of common code, instead of
replicating it for every executable it should be shared between many executables.

With virtual memory this can be easily done. The physical pages of memory the library code is loaded
into can be easily referenced by any number of virtual pagesin any number of address spaces. So while
you only have one physical copy of the library code in system memory, every process can have access to
that library code at any virtual addressit likes.

Thus people quickly came up with the idea of a shared library which, as the name suggests, is shared by
multiple executables. Each executable contains a reference essentially saying "I need library foo". When
the program is loaded, it is up to the system to either check if some other program has already |oaded the
codefor library foo into memory, and thus share it by mapping pagesinto the executable for that physical
memory, or otherwise load the library into memory for the executable.

This processis called dynamic linking because it does part of the linking process "on the fly" as programs
are executed in the system.

Dynamic Library Details

Librariesare very much like a program that never gets started. They have code and data sections (functions
and variables) just like every executable; but no where to start running. They just provide a library of
functions for developersto call.

Thus ELF can represent a dynamic library just as it does an executable. There are some fundamental
differences, such asthereisno pointer to where execution should start, but all shared librariesarejust ELF
objects like any other executable.

The ELF header has two mutually exclusive flags, ET_EXEC and ET_DYN to mark an ELF file as either
an executable or a shared object file.

Including libraries in an executable

Compilation

When you compile your program that uses a dynamic library, object files are left with references to the
library functions just as for any other external reference.

Y ou need to include the header for thelibrary so that the compiler knows the specific types of the functions
you are calling. Note the compiler only needs to know the types associated with a function (such as, it
takesani nt andreturnsachar *) sothat it can correctly allocate space for the function call 1

1This has not always been the case with the C standard. Previously, compilers would assume that any function it did not know about returned an
i nt. On a32 hit system, the size of a pointer isthe same sizeasan i nt , so there was no problem. However, with a 64 bit system, the size of a
pointer isgenerally twicethesizeof ani nt soif the function actually returnsapointer, itsvalue will be destroyed. Thisis clearly not acceptable, as
the pointer will thus not point to valid memory. The C99 standard has changed such that you are required to specify the types of included functions.
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Linking

Even though the dynamic linker does alot of the work for shared libraries, the traditional linker still has
aroleto play in creating the executable.

The traditional linker needs to leave a pointer in the executable so that the dynamic linker knows what
library will satisfy the dependencies at runtime.

The dynani ¢ section of the executable requires a NEEDED entry for each shared library that the
executable depends on.

Again, we can inspect these fields with ther eadel f program. Below we have alook at a very standard
binary,/ bin/1s

Example 9.1. Specifying Dynamic Libraries

1
$ readelf --dynanmic /bin/ls

Dynam c segnent at of fset 0x22f78 contains 27 entries:

5 Tag Type Nane/ Val ue
0x0000000000000001 ( NEEDED) Shared library: [librt.so.1]
0x0000000000000001 ( NEEDED) Shared library: [libacl.so.1]
0x0000000000000001 ( NEEDED) Shared library: [libc.so.6.1]
0x000000000000000c (I NI'T) 0x4000000000001e30

10 ... snip ...

Y ou can seethat it specifiesthree libraries. The most common library shared by most, if not all, programs
onthesystemisl i bc. There are a'so some other libraries that the program needs to run correctly.

Reading the ELF file directly is sometimes useful, but the usual way to inspect a dynamically linked
executableisvial dd. | dd "walks" the dependencies of libraries for you; that isif alibrary depends on
another library, it will show it to you.

Example 9.2. Looking at dynamic libraries

1
$1dd /bin/ls

librt.so.1 =>/lib/tls/librt.so.1 (0x2000000000058000)
libacl.so.1 => /lib/libacl.so.1 (0x2000000000078000)

5 libc.so.6.1 =>/lib/tls/libc.so.6.1 (0x2000000000098000)
i bpthread.so.0 => /lib/tls/libpthread.so.0 (0x20000000002e0000)
[lib/ld-1inux-ia64.s0.2 => /lib/ld-linux-ia64.so.2 (0x2000000000000000
l[ibattr.so.1 => /lib/libattr.so.1 (0x2000000000310000)

$ readelf --dynamic /lib/librt.so.1

10
Dynam ¢ segment at of fset Oxd600 contains 30 entries:
Tag Type Nane/ Val ue
0x0000000000000001 ( NEEDED) Shared library: [libc.so.6.1]
0x0000000000000001 ( NEEDED) Shared library: [libpthread. so. 0]
15 ... snip ...
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We can see above that | i bpt hr ead has been required from somewhere. If we do alittle digging, we
can see that the requirement comesfrom | i brt .

The Dynamic Linker

The dynamic linker is the program that manages shared dynamic libraries on behalf of an executable. It
worksto load librariesinto memory and modify the program at runtimeto call the functionsin thelibrary.

ELF alows executables to specify an interpreter, which is a program that should be used to run the

executable. The compiler and static linker set theinterpreter of executables that rely on dynamic libraries
to be the dynamic linker.

Example 9.3. Checking the program inter preter

1

i anw@ i ne: ~/ progr ans/ csbu$ readel f --headers /bin/ls

Program Headers:

5 Type O fset Vi rt Addr PhysAddr
FileSiz Menti z Flags Align
PHDR 0x0000000000000040 0x4000000000000040 0x4000000000000040
0x0000000000000188 0x0000000000000188 R E 8
| NTERP 0x00000000000001c8 0x40000000000001c8 0x40000000000001c8
10 0x0000000000000018 0x0000000000000018 R 1
[ Requesting programinterpreter: /lib/ld-1inux-ia64.so.2]
LOAD 0x0000000000000000 0x4000000000000000 0x4000000000000000
0x0000000000022e40 0x0000000000022e40 R E 10000
LOAD 0x0000000000022e40 0x6000000000002e40 0x6000000000002e40
15 0x0000000000001138 0x00000000000017b8 RW 10000
DYNAM C 0x0000000000022f 78 0x6000000000002f 78 0x6000000000002f 78
0x0000000000000200 0x0000000000000200 RW 8
NOTE 0x00000000000001e0 0x40000000000001e0 0x40000000000001e0
0x0000000000000020 0x0000000000000020 R 4
20 A 64 _UNWND 0x0000000000022018 0x4000000000022018 0x4000000000022018
0x0000000000000e28 0x0000000000000e28 R 8

You can see above that the interpreter is set to be /lib/ld-linux-ia64.s0.2, which is the dynamic linker.
When the kernel loads the binary for execution, it will check if the PT_I NTERP field is present, and if
so load what it points to into memory and start it.

We mentioned that dynamically linked executables leave behind references that need to be fixed with
information that isn't available until runtime, such as the address of a function in a shared library. The
references that are left behind are called relocations.

Relocations

The essential part of the dynamic linker is fixing up addresses at runtime, which is the only time you can
know for certain where you are loaded in memory. A relocation can simply be thought of as a note that a
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particular address will need to be fixed at load time. Before the code is ready to run you will need to go
through and read all the relocations and fix the addresses it refers to to point to the right place.

Table 9.1. Relocation Example

Address Action
0x123456 Address of symbol "x"
0x564773 Function X

There are many types of relocation for each architecture, and each types exact behaviour is documented
as part of the ABI for the system. The definition of arelocation is quite straight forward.

Example 9.4. Relocation as defined by ELF

1
typedef struct {
El f 32_Addr r offset; <--- address to fix
El f32_Word r_info; <--- synbol table pointer and relocation type
5}

typedef struct {
El f 32_Addr r_of fset;
El f 32 Word r_info;
10 El f 32_Sword r _addend;
} EIf32_Rela

Ther _of f set fieldreferstotheoffset inthefilethat needstobefixed up. Ther _i nf o field specifiesthe
type of relocation which describes what exactly must be done to fix this code up. The simplest relocation
usually defined for an architecture is simply the value of the symbol. In this case you simply substitute the
address of the symbol at the location specified, and the rel ocation has been "fixed-up”.

The two types, one with an addend and one without specify different ways for the relocation to operate.
An addend is simply something that should be added to the fixed up address to find the correct address.
For example, if therelocation isfor the symbol i because the original code is doing something likei [ 8]
the addend will be set to 8. This means "find the address of i , and go 8 past it".

That addend value needs to be stored somewhere. The two solutions are covered by the two forms. In the
REL form the addend is actually store in the program code in the place where the fixed up address should
be. This means that to fix up the address properly, you need to first read the memory you are about to fix
up to get any addend, store that, find the "real” address, add the addend to it and then write it back (over
the addend). The RELA format specifies the addend right there in the relocation.

The trade offs of each approach should be clear. With REL you need to do an extra memory reference to
find the addend before the fixup, but you don't waste space in the binary because you use relocation target
memory. With RELA you keep the addend with the relocation, but waste that space in the on disk binary.
Most modern systems use RELA relocations.

Relocations in action

The example below shows how rel ocationswork. We create two very simple shared libraries and reference
one from in the other.
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Example 9.5. Specifying Dynamic Libraries

1
$ cat addendtest.c
extern int i[4];
int *j =1 + 2;

$ cat addendtest2.c
int i[4];

$ gcc -nostdlib -shared -fpic -s -0 addendtest2.so addendtest2.c
10 $ gcc -nostdlib -shared -fpic -o addendtest.so addendtest.c ./addendtest2.so

$ readelf -r ./addendtest.so

Rel ocation section '.rela.dyn' at offset Ox3b8 contains 1 entries:
15 O fset Info Type Sym Val ue Sym Nane + Adde
0000000104f 8 000f 00000027 R_I A64_DI R64LSB  0000000000000000 i + 8

We thus have one relocation in addendt est . so of type R | A64_DI R64LSB. If you look thisup in
the IA64 ABI, the acronym can be broken down to

1. R_1A64: dl relocations start with this prefix.
2. DIR64 : a64 hit direct type relocation

3. LB : Since |A64 can operate in big and little endian modes, this relocation is little endian (least
significant byte).

The ABI continues to say that that rel ocation means "the value of the symbol pointed to by the relocation,
plus any addend". We can see we have an addend of 8, sincesi zeof (i nt) == 4 and we have moved
twoint'sintothearray (*j = i + 2). Soat runtime, to fix this relocation you need to find the address
of symbol i and put it's value, plus 8 into 0x104f 8.

Position Independence

In an executable file, the code and data segment is given a specified base address in virtual memory. The
executable code is not shared, and each executable gets its own fresh address space. This means that the
compiler knows exactly where the data section will be, and can reference it directly.

Libraries have no such guarantee. They can know that their data section will be a specified offset from the
base address; but exactly where that base addressis can only be known at runtime.

Consequently al libraries must be produced with code that can execute no matter where it is put into
memory, known as position independent code (or PIC for short). Note that the data section is still afixed
offset from the code section; but to actually find the address of data the offset needs to be added to the
load address.

Global Offset Tables

You might have noticed a critical problem with relocations when thinking about the goals of a shared
library. We mentioned previously that the big advantage of a shared library with virtual memory is that
multiple programs can use the code in memory by sharing of pages.
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The problem stemsfrom thefact that libraries have no guarantee about where they will be put into memory.
The dynamic linker will find the most convenient place in virtual memory for each library required and
place it there. Think about the alternative if this were not to happen; every library in the system would
requireits own chunk of virtual memory so that no two overlapped. Every time anew library were added
to the system it would require allocation. Someone could potentially be a hog and write a huge library,
not |eaving enough space for other libraries! And chances are, your program doesn't ever want to use that
library anyway.

Thus, if you modify the code of a shared library with arelocation, that code no longer becomes sharable.
WEe've lost the advantage of our shared library.

Below we explain the mechanism for doing this.

The Global Offset Table

So imagine the situation where we take the value of a symbol. With only relocations, we would have the
dynamic linker look up the memory address of that symbol and re-write the code to load that address.

A fairly straight forward enhancement would be to set aside space in our binary to hold the address of that
symbol, and have the dynamic linker put the address there rather than in the code directly. This way we
never need to touch the code part of the binary.

The areathat is set aside for these addresses is called the Global Offset Table, or GOT. The GOT lives
in asection of the ELF filecalled . got .
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Figure 9.1. Memory accessviathe GOT
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The GOT is private to each process, and the process must have write permissions to it. Conversely the
library codeis shared and the process should have only read and execute permissions on the code; it would
be a serious security breach if the process could modify code.

The GOT in action

Example 9.6. Using the GOT

1
$ cat got.c
extern int i;

5 voi d test(void)
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}

$ gcc -nostdlib

100;

-shared -0 got.so ./got.c

$ obj dunp --disassenble ./got.so

./ got.so:

Di sassenbly of section .text:

0000000000000410 <test>:

410: 0d 10 00 18 00 21 [ MFI ]
416: 00 00 00 02 00 cO

41c: 81 09 00 90

420: 0d 78 00 1c 18 10 [ MFI ]
426: 00 00 00 02 00 cO

42c: 41 06 00 90

430: 11 00 38 1le 90 11 [ M B]
436: cO 00 08 00 42 80

43c: 08 00 84 00

$ readelf --sections ./got.so

Secti on Headers:

[Nr]
[ 0]
[ 1]
[ 2]
[ 3]
[ 4]
[ 5]
[ 6]
[ 7]
[ 8]
[ 9]
[10]
[11]

[12]

Name
Si ze

0000000000000000
. hash
00000000000000a0
.dynsym
00000000000001f 8
.dynstr
000000000000003f
.rela.dyn
0000000000000018
.text
0000000000000030
.1 A 64. unwi nd_i nf
0000000000000018
.1 A 64. unwi nd
0000000000000018
.data
0000000000000000
. dynam c
0000000000000100
. got
0000000000000020
. sbss
0000000000000000
. bss

starting at

Type

Ent Si ze

NULL
0000000000000000
HASH
0000000000000004
DYNSYM
0000000000000018
STRTAB
0000000000000000
RELA
0000000000000018
PROGBI TS
0000000000000000
PROGBI TS
0000000000000000
I A 64 UNW ND
0000000000000000
PROGBI TS
0000000000000000
DYNAM C
0000000000000010
PROGBI TS
0000000000000000
NOBI TS
0000000000000000
NOBI TS

file format el f64-ia64-little

mov r2=r12
nop.f 0x0
addl
[ d8 r15=[r 14]
nop.f 0x0

mov r14=100;
st4 [r15]=r14
mov r12=r2

r14=24,r1;

br.ret.sptk. many boO;;

of f set 0x640:

Addr ess
Flags Link Inf
0000000000000000
0
0000000000000120
A 2
00000000000001cO
A 3
00000000000003b8
A 0
00000000000003f 8
A 2
0000000000000410
AX 0
0000000000000440
A 0
0000000000000458
AL 5
0000000000010470
WA 0
0000000000010470
WA 3
0000000000010570
WAp 0
0000000000010590
w 0
0000000000010590

(0]

0

0

e

0

0

0

0

5

0

0

0

0

O fset
Align
00000000
0
00000120
8
000001cO
8
000003b8
1
000003f 8
8
00000410
16
00000440
8
00000458
8
00000470
1
00000470
8
00000570
8
00000590
1
00000590
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60 0000000000000000 0000000000000000 WA 0 0 1

[13] . conment PROGBI TS 0000000000000000 00000590
0000000000000026 0000000000000000 0 0 1

[14] .shstrtab STRTAB 0000000000000000 000005h6
000000000000008a 0000000000000000 0 0 1

65 [15] .syntab SYMIAB 0000000000000000 00000a80
0000000000000258 0000000000000018 16 12 8

[16] .strtab STRTAB 0000000000000000 00000cd8
0000000000000045 0000000000000000 0 0 1

Key to Fl ags:
70 W(wite), A (alloc), X (execute), M (nerge), S (strings)
I (info), L (link order), G (group), x (unknown)
O (extra OS processing required) o (OS specific), p (processor specific)

Above we create a simple shared library which refersto an external symbol. We do not know the address
of this symbol at compile time, so we leave it for the dynamic linker to fix up at runtime.

But we want our code to remain sharable, in case other processes want to use our code as well.

The disassembly reveals just how we do this with the . got . On |A64 (the architecture which the library
was compiled for) the register r 1 is known as the global pointer and always points to where the . got
section isloaded into memory.

If we have alook at the r eadel f output we can see that the . got section starts 0x10570 bytes past
where library was loaded into memory. Thus if the library were to be loaded into memory at address
0x6000000000000000 the . got would be at 0x6000000000010570, and register r 1 would always point
to this address.

Working backwards through the disassembly, we can see that we store the value 100 into the memory
address held in register r 15. If we look back we can see that register 15 holds the value of the memory
address stored in register 14. Going back one more step, we see we load this address is found by adding
asmall number to register 1. The GOT issimply abig long list of entries, one for each external variable.
This means that the GOT entry for the external variablei is stored 24 bytes (that is 3 64 bit addresses).

Example 9.7. Relocations against the GOT

1
$ readelf --relocs ./got.so

Rel ocation section '.rela.dyn' at offset Ox3f8 contains 1 entries:
5 O fset Info Type Sym Val ue Sym Nane + Adde
000000010588 000f 00000027 R_I A64_DI R64LSB  0000000000000000 i + O

We can aso check out the relocation for this entry too. The relocation says "replace the value at offset
10588 with the memory location that symbol i is stored at".

We know that the . got starts at offset 0x10570 from the previous output. We have also seen how the
code loads an address 0x18 (24 in decimal) past this, giving us an address of 0x10570 + 0x18 = 0x10588 ...
the address which the relocation is for!

So before the program begins, the dynamic linker will have fixed up the relocation to ensure that the value
of the memory at offset 0x10588 is the address of the global variablei !
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Libraries
The Procedure Lookup Table

Libraries may contain many functions, and a program may end up including many librariesto get itswork
done. A program may only useoneor two functionsfrom each library of the many available, and depending
on the run-time path through the code may use some functions and not others.

Aswe have seen, the process of dynamic linking isafairly computationally intensive one, sinceit involves
looking up and searching through many tables. Anything that can be done to reduce the overheads will
increase performance.

The Procedure Lookup Table (PLT) facilitates what is called lazy binding in programs. Binding is
synonymous with the fix-up process described above for variableslocated in the GOT. When an entry has
been "fixed-up" it is said to be "bound" to its real address.

As we mentioned, sometimes a program will include afunction from alibrary but never actually call that
function, depending on user input. The process of binding thisfunctionisquiteintensive, involving loading
code, searching through tables and writing memory. To go through the process of binding a function that
isnot used is ssimply awaste of time.

Lazy binding defers this expense until the actual functioniscalled by usingaPLT.

Each library function has an entry in the PL T, which initially pointsto some special dummy code. When
the program calls the function, it actually callsthe PLT entry (in the same was as variables are referenced
through the GOT).

This dummy function will load a few parameters that need to be passed to the dynamic linker for it to
resolve the function and then call into a special lookup function of the dynamic linker. The dynamic linker
finds the real address of the function, and writes that location into the calling binary over the top of the
dummy function call.

Thus, the next time the function is called the address can be loaded without having to go back into the
dynamic loader again. If afunction is never called, then the PLT entry will never be modified but there
will be no runtime overhead.

The PLT in action

Things start to get a bit hairy here! If nothing else, you should begin to appreciate that there is afair bit
of work in resolving a dynamic symbol!

Let us consider the simple "hello World" application. Thiswill only make onelibrary call to pri ntf to
output the string to the user.

Example 9.8. HelloWorld PLT example

1
$ cat hello.c
#i ncl ude <stdi o. h>

5 int main(void)
{
printf("Hello, Worldl\n");
return O;
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10

15

20

25

$ gcc -0 hello hello.c

$ readelf --relocs ./hello
Rel ocation section '.rela.dyn" at offset Ox3f0 contains 2 entries:

O f set Info Type Sym Val ue Sym Nane + Adde
6000000000000ed8 000700000047 R | A64_FPTR64LSB 0000000000000000 _Jv_Regi ster
6000000000000ee0 000900000047 R | A64_FPTR64LSB 0000000000000000 __ gnon_start

Rel ocation section '.rela.lA 64.pltoff' at offset 0x420 contains 3 entries:

O f set Info Type Sym Val ue Sym Nane + Adde
6000000000000f 10 000200000081 R | A64_I PLTLSB 0000000000000000 printf + O
6000000000000f 20 000800000081 R | A64_I PLTLSB 0000000000000000 _ libc_start

6000000000000f 30 000900000081 R | A64_I PLTLSB 0000000000000000 __gnon_start

We can see above that wehaveaR | A64_| PLTLSB relocation for our pri nt f symbol. Thisis saying
"put the address of symbol printf into memory address 0x6000000000000f10". We have to start digging
deeper to find the exact procedure that gets us the function.

Below we have alook at the disassembly of themai n() function of the program.

Example 9.9. Hello world main()

1

10

15

20

4000000000000790 <mai n>:

4000000000000790: 00 08 15 08 80 05 [MI] alloc r33=ar.pfs,5
4000000000000796: 20 02 30 00 42 60 nov r34=r12
400000000000079c: 04 08 00 84 nov r35=rl
40000000000007a0: 01 00 00 00 01 0O [MI] nop. m 0x0
40000000000007a6: 00 02 00 62 00 cO nov r32=b0
40000000000007ac: 81 Oc 00 90 addl r14=72,r1;
40000000000007b0: 1c 20 01 1c 18 10 [ MB] | d8 r36=[r14]
40000000000007b6: 00 00 00 02 00 00 nop. f 0x0
40000000000007bc: 78 fd ff 58 br.call.sptk. many
40000000000007cO: 02 08 00 46 00 21 [MI] nov r1l=r35
40000000000007c6: e0 00 00 00 42 00 nov r 14=r0;
40000000000007cc: 01 70 00 84 nov r8=r 14
40000000000007dO0: 00 00 00 00 01 0O [MI] nop. m 0x0
40000000000007d6: 00 08 01 55 00 00 nov.i ar.pfs=r33
40000000000007dc: 00 Oa 00 07 nov b0=r 32
40000000000007€0: 1d 60 00 44 00 21 [ MB] nov r12=r34
40000000000007e€6: 00 00 00 02 00 80 nop. f 0x0
40000000000007ec: 08 00 84 00 br.ret.sptk. many b

The call to 0x4000000000000520 must be us calling the pri nt f function. We can find out where this
isby looking at the sectionswithr eadel f .

Example 9.10. Hello world sections

1
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$ readel f

5 Section Headers:

[Nr]

[ 0]

10 ..

15

20

25

30

35

40

45

50

55

[11]
[12]
[13]
[ 14]
[ 15]
[ 16]
[17)
[ 18]
[ 19]
[ 20]
[21]
[22]
[23]
[ 24]
[ 25]
[ 26]
[27]
[ 28]
[ 29]
[30]
[31]
[32]

[33]

Name
Si ze

0000000000000000

.plt
00000000000000c0
. text
00000000000004a0
Lfini
0000000000000040
.rodat a
000000000000000f
.opd
0000000000000070
.1 A 64. unwi nd_i nf
00000000000000f 0O
.1 A 64. unwi nd
00000000000000c0
.init_array
0000000000000018
.fini _array
0000000000000008
. data
0000000000000004
. dynam c
00000000000001€e0
.ctors
0000000000000010
.dtors
0000000000000010
.jer
0000000000000008
. got
0000000000000050
1A 64.pltoff
0000000000000030
. sdata
0000000000000010
. Sbss
0000000000000008
. bss
0000000000000008
. conment
00000000000000b9
. debug_ar anges
0000000000000090
. debug_pubnanes
0000000000000025
.debug_info

--sections
There are 40 section headers,

starting at

Type

Ent Si ze

NULL
0000000000000000

PROGBI TS
0000000000000000
PROGBI TS
0000000000000000
PROGBI TS
0000000000000000
PROGBI TS
0000000000000000
PROGBI TS
0000000000000000
PROGBI TS
0000000000000000
| A 64_UNW ND
0000000000000000
| NI T_ARRAY
0000000000000000
FI NI _ARRAY
0000000000000000
PROGBI TS
0000000000000000
DYNAM C
0000000000000010
PROGBI TS
0000000000000000
PROGBI TS
0000000000000000
PROGBI TS
0000000000000000
PROGBI TS
0000000000000000
PROGBI TS
0000000000000000
PROGBI TS
0000000000000000
NOBI TS
0000000000000000
NOBI TS
0000000000000000
PROGBI TS
0000000000000000
PROGBI TS
0000000000000000
PROGBI TS
0000000000000000
PROGBI TS

./hello

of fset 0x25cO0:

Addr ess

Flags Link Inf

0000000000000000
0

40000000000004c0
AX 0
4000000000000580
AX 0
4000000000000a20
AX 0
4000000000000a60
A 0
4000000000000a70
A 0
4000000000000ae0
A 0
4000000000000bd0
AL 12
6000000000000c90
0
6000000000000ca8
0
6000000000000ch0
0
6000000000000ch8
5
6000000000000€98
0
6000000000000ea8
0
6000000000000eb8
0
6000000000000ecO
0
6000000000000f 10
0
6000000000000f 40
0
00000000000f 50
0
6000000000000f 58
0
00000000000000
0
0000000000000000
0
0000000000000000
0
0000000000000000

3333838353

=

22383

6

%O

=

0

o

(0]

0

0

0

0

0

0

0

c

0

0

0

0

0

0

0

0

0

0

0

0

0

0

0

O fset

Align

00000000
0

000004c0
32
00000580
32
00000a20
16
00000a60
8
00000a70
16
00000ae0l
8
00000bdO
8
00000c90
8
00000ca8
8
00000chO
4
00000ch8
8
00000e98
8
00000ea8
8
00000eb8
8
00000ecO
8
00000f 10
16
00000f 40
8
00000f 50
8
00000f 50
8
00000f 50
1
00001010
16
000010a0
1
000010c5
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00000000000009c4 0000000000000000 0 0 1
[34] . debug_abbrev PROGBI TS 0000000000000000 00001a89
0000000000000124 0000000000000000 0 0 1
[35] .debug_line PROGBI TS 0000000000000000 00001bad
60 00000000000001f e 0000000000000000 0 0 1
[36] .debug_str PROGBI TS 0000000000000000 00001dab
00000000000006a1 0000000000000001 NS 0 0 1
[37] .shstrtab STRTAB 0000000000000000 0000244c
000000000000016f 0000000000000000 0 0 1
65 [38] .syntab SYMIAB 0000000000000000 00002f cO
0000000000000b58 0000000000000018 39 60 8
[39] .strtab STRTAB 0000000000000000 00003b18
0000000000000479 0000000000000000 0 0 1
Key to Fl ags:
70 W(wite), A (alloc), X (execute), M (nerge), S (strings)

I (info), L (link order), G (group), x (unknown)

O (extra OS processing required) o (OS specific), p (processor specific)

That address is (unsurprisingly) in the . pl t section. So there we have our call into the PLT! But we're
not satisfied with that, let's keep digging further to see what we can uncover. We disassemble the . pl t
section to see what that call actually does.

Example 9.11. Helloworld PLT

1
40000000000004c0 <. plt>:
40000000000004c0: Ob 10 00 1c 00 21 [MM] nmov r2=r14;,
40000000000004c6: e0 00 08 00 48 00 addl r14=0,r2

5 40000000000004cc: 00 00 04 00 nop.i 0xO;;
40000000000004d0: Ob 80 20 1c 18 14 [MM] | d8 r16=[r14], 8;;
40000000000004d6: 10 41 38 30 28 00 [d8 r17=[r14],8
40000000000004dc: 00 00 04 00 nop.i 0xO0;;
40000000000004¢€0: 11 08 00 1c 18 10 [M B] [d8 r1=[r14]

10 40000000000004¢€6: 60 88 04 80 03 00 nov b6=r17
40000000000004ec: 60 00 80 00 br.few b6;;
40000000000004f O: 11 78 00 00 00 24 [M B] nmov r15=0
40000000000004f 6: 00 00 00 02 00 00 nop.i 0xO
40000000000004f c: do ff ff 48 br.few 40000000000

15 4000000000000500: 11 78 04 00 00 24 [M B] nmov r15=1
4000000000000506: 00 00 00 02 00 00 nop.i 0xO
400000000000050c: cO ff ff 48 br.few 40000000000
4000000000000510: 11 78 08 00 00 24 [M B] nmov r15=2
4000000000000516: 00 00 00 02 00 00 nop.i 0xO

20 400000000000051c: bO ff ff 48 br.few 40000000000
4000000000000520: Ob 78 40 03 00 24 [MM] addl r15=80,r1;;
4000000000000526: 00 41 3c 70 29 cO | d8. acq r16=[r15],
400000000000052c: 01 08 00 84 mov rl4=r1l,;,
4000000000000530: 11 08 00 1e 18 10 [M B] [d8 r1=[r15]

25 4000000000000536: 60 80 04 80 03 00 nov b6=r 16
400000000000053c: 60 00 80 00 br.few b6;;
4000000000000540: Ob 78 80 03 00 24 [MM] addl r15=96,r1;;
4000000000000546: 00 41 3c 70 29 cO | d8. acq r16=[r15],
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30

35

40

400000000000054c:
4000000000000550:
4000000000000556:
400000000000055c:
4000000000000560:
4000000000000566:
400000000000056¢:
4000000000000570:
4000000000000576:
400000000000057c:

01
11
60
60
Ob
00
01
11
60
60

08
08
80
00
78
41
08
08
80
00

00
00
04
80
cO
3c
00
00
04
80

84
le
80
00
03
70
84
le
80
00

18
03

00
29

18
03

10
00

24
cO

10
00

[M B

[M B

nov r
1d8 r

14=r1;;
1=[r15]

nov b6=r 16
br.few b6; ;

add|

ris5=112,r1;,

| d8. acq r16=[r15],

nov r
1d8 r

14=r1;;
1=[r15]

nov b6=r 16
br.few b6; ;

Let us step through the instructions. Firstly, we add 80 to the value in rl, storing it in r15. We know from
before that r1 will be pointing to the GOT, so thisis saying "storein r15 80 bytesinto the GOT". The next
thing we do isload into r16 the value stored in this location in the GOT, and post increment the value in
ri15 by 8 bytes. We then store r1 (the location of the GOT) in r14 and set rl to be the value in the next 8
bytes after r15. Then we branch to r16.

In the previous chapter we discussed how functions are actually called through a function descriptor which
contains the function address and the address of the global pointer. Here we can see that the PLT entry is
first loading the function value, moving on 8 bytes to the second part of the function descriptor and then
loading that value into the gp register before calling the function.

But what exactly are we loading? We know that rl will be pointing to the GOT. We go 80 bytes past
the got (0x50)

Example9.12. Helloworld GOT

1

10

15

20

25

$ obj dunp --disassenble-all
Di sassenbly of section .got:

6000000000000ec0 <. got >:

6000000000000€e8:
6000000000000¢€e€e:
6000000000000ef 2:
6000000000000ef 8:
6000000000000ef e:
6000000000000f 02:
6000000000000f 08:
6000000000000f Oe:
Di sassenbly of section .1A 64.

6000000000000f 10 <. 1A 64. pltoff>;
6000000000000f 10:
6000000000000f 16:
6000000000000f 1c:
6000000000000f 20:
6000000000000f 26:
6000000000000f 2c:
6000000000000f 30:
6000000000000f 36:
6000000000000f 3c:

80
00
00
a0
00
00
60
00

fo
00
00
00
00
00
10
00
00

Oa
40
00
Oa
40
00
Oa
40

04
40
00
05
40
00
05
40
00

00
90
00
00
50
00
00
90

00
Oa
00
00
of

00
00
06

00

00
00

00
00

pl toff:

00
cO
00
00
cO
00
00
cO
00

00
Oe
60
00
Oe
60
00
Oe
60

00
00

00
00

00
00

00

40
00

60
00

00
00

00
00

00
00

./hello

[M B

[M B

[M B

[MI1]

[M B

(p20)

(p58)

(p39)

(p40)

(p40)

dat a8

0x02a000000

dep r0=r0,r0,63,1

br eak
dat a8

. mOx1
0x02a810000

br.few 60000000000

br eak
dat a8

. mOx1
0x029818000

br.few 60000000000

br eak
dat a8
dat a8

br eak.

dat a8
dat a8

br eak.

dat a8
dat a8

. m 0x0
0x03b010000
0xc000000000
m 0x0
0x03b010000
0xc000000000
m 0x0
0x03b010000
0xc000000000
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0x6000000000000ecO + 0x50 = 0x6000000000000f10, or the . | A_64. pl t of f section. Now we're
starting to get somewhere!

We can decode the objdump output so we can see exactly what is being loaded here. Swapping the byte
order of the first 8 bytesf 0 04 00 00 00 00 00 40 we end up with 0x4000000000004f 0.
Now that address looks familiar! Looking back up at the assemble output of the PLT we see that address.

The code at 0x4000000000004f 0O firstly puts a zero value into r15, and then branches back to
0x40000000000004c0. Wait aminute! That's the start of our PLT section.

We can trace this code through too. Firstly we save the value of the global pointer (r 2) then weload three
8 bytevaluesintor 16, r 17 and finaly, r 1. We then branch to the addressin r 17. What we are seeing
here isthe actual call into the dynamic linker!

We need to delve into the ABI to understand exactly what is being loaded at this point. The
ABI says two things -- dynamicaly linked programs must have a special section (caled the
DT_I A 64_PLT_RESERVE section) that can hold three 8 byte values. There is a pointer where this
reserved areain the dynamic segment of the binary.

Example 9.13. Dynamic Segment

1

Dynam ¢ segment at of fset Oxcb8 contains 25 entries:
Tag Type Nane/ Val ue

5 0x0000000000000001 ( NEEDED) Shared library: [libc.so.6.1]
0x000000000000000c (I NI'T) 0x4000000000000470
0x000000000000000d (FI NI') 0x4000000000000a20
0x0000000000000019 (I NI T_ARRAY) 0x6000000000000c90
0x000000000000001b (I NI T_ARRAYSZ) 24 (bytes)

10 0x000000000000001a (FI NI _ARRAY) 0x6000000000000ca8
0x000000000000001c ( FI NI _ARRAYSZ) 8 (bytes)
0x0000000000000004 ( HASH) 0x4000000000000200
0x0000000000000005 ( STRTAB) 0x4000000000000330
0x0000000000000006 ( SYMTAB) 0x4000000000000240

15 0x000000000000000a ( STRSZ) 138 (bytes)
0x000000000000000b ( SYMENT) 24 (bytes)
0x0000000000000015 ( DEBUG) 0x0
0x0000000070000000 (I A 64 _PLT_RESERVE) 0x6000000000000ec0O0 -- 0x6000000000000
0x0000000000000003 ( PLTGOT) 0x6000000000000ecO

20 0x0000000000000002 (PLTRELSZ) 72 (bytes)
0x0000000000000014 ( PLTREL) RELA
0x0000000000000017 ( JMPREL) 0x4000000000000420
0x0000000000000007 ( RELA) 0x40000000000003f 0
0x0000000000000008 ( RELASZ) 48 (bytes)

25 0x0000000000000009 ( RELAENT) 24 (bytes)
0x000000006f fffffe (VERNEED) 0x40000000000003d0
0x000000006f ffffff (VERNEEDNUM 1
0x000000006f fffff0O (VERSYM 0x40000000000003ba
0x0000000000000000 ( NULL) 0x0

30
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Do you notice anything about it? It's the same value as the GOT. This means that the first three 8 byte
entriesin the GOT are actually the reserved area; thus will always be pointed to by the global pointer.

When the dynamic linker startsit isits duty to fill these valuesin. The ABI saysthat the first value will be
filled in by the dynamic linker giving thismoduleaunique ID. The second valueisthe global pointer value
for the dynamic linker, and the third value is the address of the function that finds and fixes up the symbol.

Example 9.14. Code in the dynamic linker for setting up special values (from libc
sysdeps/i a64/ dl - machi ne. h)

1
/* Set up the | oaded object described by L so its unrelocated PL
entries will junp to the on-denmand fixup code in dl-runtime.c. */

5 static inline int _ attribute__ ((unused, always_inline))
el f_machi ne_runtine_setup (struct link_map *I, int lazy, int profile)
{
extern void _dl _runtime_resolve (void);
extern void _dl _runtime_profile (void);

10
if (lazy)
{
register Elf64_Addr gp __asm __ ("gp");
El f 64 _Addr *reserve, doit;
15
/*
* Careful with the typecast here or it will try to add |-1_addr
* pointer elenents
*/
20 reserve = ((Elf64_Addr *)
(I-> _info[DT_I A 64 (PLT_RESERVE)]->d un.d_ptr + |->l_addr));
/* ldentify this shared object. */
reserve[0] = (Elf64_Addr) I;
25 /* This function will be called to performthe relocation. */
if (!'profile)
doit = (ElIf64_Addr) ((struct fdesc *) & dl _runtinme_resolve)->ip;
el se
{
30 if (GLRO(dlI _profile) != NULL
&& _dl _name_match_p (GLRO(dlI _profile), 1))
{
/* This is the object we are looking for. Say that we really
want profiling and the timers are started. */
35 G(dl _profile_map) = 1;
}
doit = (ElIf64_Addr) ((struct fdesc *) & dl _runtinme_profile)->ip;
}
40 reserve[ 1] = doit;
reserve[ 2] = gp;

}

return | azy;
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45 }

We can see how this gets setup by the dynamic linker by looking at the function that does this for the
binary. Ther eser ve variable is set from the PLT_RESERVE section pointer in the binary. The unique
value (put intor eser ve[ 0] ) is the address of the link map for this object. Link maps are the internal
representationwithingl i bc for shared objects. Wethen putintheaddressof _dl _runti ne_resol ve
to the second value (assuming we are not using profiling). r eser ve[ 2] isfinaly set to gp, which has
been found fromr2 withthe __asm__ call.

Looking back at the ABI, we seethat ther el ocat i on i ndex for the entry must be placedinr 15 and
the unique identifier must be passedinr 16.

r 15 has previously been set in the stub code, before we jumped back to the start of the PLT. Have alook
down the entries, and notice how each PLT entry loadsr 15 with an incremented value? It should come
asno surpriseif you look at the relocationsthe pri nt f relocation is number zero.

r 16 weload up from the values that have been initialised by the dynamic linker, as previously discussed.
Once that is ready, we can load the function address and global pointer and branch into the function.

What happens at this point is the dynamic linker function _dl _runti me_r esol ve isrun. It findsthe
relocation; remember how the relocation specified the name of the symbol? It uses this name to find the
right function; this might involve loading the library from disk if it is not already in memory, or otherwise
sharing the code.

Therelocation record provides the dynamic linker with the addressit needsto "fix up”; remember it wasin
the GOT and loaded by theinitial PLT stub? This means that after the first time the function is called, the
second time it isloaded it will get the direct address of the function; short circuiting the dynamic linker.

Summary

Y ou've seen the exact mechanism behind the PLT, and consequently the inner workings of the dynamic
linker. The important points to remember are

e Library callsin your program actually call astub of codeinthe PLT of the binary.
 That stub code loads an address and jumpsto it.

* Initialy, that address pointsto afunction in the dynamic linker which is capable of looking up the "real"
function, given the information in the relocation entry for that function.

* The dynamic linker re-writes the address that the stub code reads, so that the next time the function is
called it will go straight to the right address.

Working with libraries and the linker

The presence of the dynamic linker provides both some advantages we can utilise and some extra issues
that need to be resolved to get afunctional system.

Library versions

One potential issue is different versions of libraries. With only static libraries there is much |ess potential
for problems, asal library codeisbuilt directly into the binary of the application. If you want to use anew
version of the library you need to recompile it into a new binary, replacing the old one.
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Thisis obviously fairly impractical for common libraries, the most common of course being libc which
isincluded in most all applications. If it were only available as a static library any change would require
every single application in the system be rebuilt.

However, changesin theway the dynamic library work could cause multiple problems. In the best case, the
modifications are completely compatible and nothing externally visibleis changed. On the other hand the
changes might cause the application to crash; for exampleif afunction that used totakeani nt changesto
takeani nt *.Worse, the new library version could have changed semantics and suddenly start silently
returning different, possibly wrong values. This can be a very nasty bug to try and track down; when an
application crashes you can use a debugger to isolate where the error occurs whilst data corruption or
modification may only show up in seemingly unrelated parts of the application.

The dynamic linker requires a way to determine the version of libraries within the system so that newer
revisions can be identified. There are a number of schemes a modern dynamic linker can use to find the
right versions of libraries.

sonanes
Using sonanes we can add some extrainformation to alibrary to help identify versions.

As we have seen previoudly, an application lists the libraries it requires in DT_NEEDED fields in the
dynamic section of the binary. The actua library isheld in afileon disc, usually in/ | i b for core system
librariesor / usr/ 1 i b for optional libraries.

To alow multiple versions of the library to exist on disk, they obviously require differing file names. The
sonane scheme uses a combination of names and file system links to build a hierarchy of libraries.

This is done by introducing the concept of major and minor library revisions. A minor revision is one
wholly backwards compatiblewith apreviousversion of thelibrary; thisusually consists of only bug fixes.
A mgjor revision is therefore any revision that is not compatible; e.g. changes the inputs to functions or
the way afunction behaves.

Aseach library revision, major or minor, will need to be kept in a separate file on disk, thisformsthe basis
of thelibrary hierarchy. Thelibrary nameisby convention| i bNAME. so. MAJOR. M NORZ. However, if
every application weredirectly linked against thisfilewewould have the sasmeissue aswith astaticlibrary;
every time aminor change happened we would need to rebuild the application to point to the new library.

What we really want to refer to is the major number of the library. If this changes, we reasonably are
required to recompile our application, since we need to make sure our program is still compatible with
the new library.

Thus the sonan®e isthel i bNAME. so. MAJOR. The sonane should be set in the DT_SONANME field
of the dynamic section in a shared library; the library author can specify this version when they build the
library.

Thuseach minor version library file on disc can specify the same major version number init'sDT_ SONAME
field, allowing the dynamic linker to know that this particular library file implements a particular major
revision of the library APl and ABI.

To keep track of this, an application called Idconfig is commonly run to create symbolic links named for
the major version to the latest minor version on the system. ldconfig works by running through all the
libraries that implement a particular major revision number, and then picks out the one with the highest
minor revision. It then creates a symbolic link from | i bNAME. so. MAJOR to the actua library file on
disc,i.e. | i bNAME. so. MAJOR. M NOR.

2Youcan optionally have arelease asafinal identifier after the minor number. Generally thisisenough to distinguish al the various versionslibrary.
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XXX : talk about libtool versions

The final piece of the hierarchy isthe compile name for the library. When you compile your program, to
link against alibrary you usethe - | NAME flag, which goes off searching for thel i bNAME. so fileinthe
library search path. Notice however, we have not specified any version number; wejust want to link against
the latest library on the system. It is up to the installation procedure for the library to create the symbolic
link between the compile | i bNAME. so name and the latest library code on the system. Usually thisis
handled by your package management system (dpkg or rpm). Thisis not an automated process because it
is possible that the latest library on the system may not be the one you wish to always compile against; for
exampleif the latest installed library were a devel opment version not appropriate for general use.

The general processisillustrated below.

Figure9.2. sonanes

New Build P
$ gcc -0 test test.c -1foo

l'i bf 00.s0.2.0

Major Revision 2

Minor Revision 0

[ fusr/lib/libfoo.so } libfoo.so.2
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DT_NEEDED
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lusr/lib

B - nene
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How the dynamic linker looks up libraries

When the application starts, the dynamic linker looksat the DT_NEEDEDfield tofind therequired libraries.
Thisfield contains the sonane of the library, so the next step is for the dynamic linker to walk through
all thelibrariesin its search path looking for it.
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This process conceptually involves two steps. Firstly the dynamic linker needs to search through all the
libraries to find those that implement the given sonane. Secondly the file names for the minor revisions
need to be compared to find the latest version, which is then ready to be loaded.

We mentioned previously that thereis a symboalic link setup by ldconfig between the library sonane and
the latest minor revision. Thus the dynamic linker should need to only follow that link to find the correct
file to load, rather than having to open all possible libraries and decide which one to go with each time
the application is required.

Since file system access is so slow, Idconfig also creates a cache of libraries installed in the system.
This cache is simply alist of sonanes of libraries available to the dynamic linker and a pointer to the
major version link on disk, saving the dynamic linker having to read entire directories full of files to
locate the correct link. You can analyse this with /shin/ldconfig -p; it actually lives in the file / et c/
| dconfi g. so. cache. If thelibrary is not found in the cache the dynamic linker will fall back to the
slower option of walking the file system, thus it is important to re-run ldconfig when new libraries are
installed.

Finding symbols

We've aready discussed how the dynamic linker gets the address of a library function and putsit in the
PLT for the program to use. But so far we haven't discussed just how the dynamic linker finds the address
of the function. The whole process is called binding, because the symbol name is bound to the address
it represents.

The dynamic linker has afew pieces of information; firstly the symbol that it is searching for, and secondly
alist of libraries that that symbol might bein, as defined by the DT_NEEDED fieldsin the binary.

Each shared object library hasasection, marked SHT_DYNSYMand called . dynsymwhichistheminimal
set of symbols required for dynamic linking -- that is any symbol in the library that may be called by an
external program.

Dynamic Symbol Table

In fact, there are three sections that all play a part in describing the dynamic symbols. Firstly, let us look
at the definition of a symbol from the ELF specification

Example 9.15. Symbol definition from ELF

1
typedef struct {
El f32_Word st _nane;
El f 32_Addr st _val ue;
5 El f32_Word st _si ze;
unsi gned char st _info;
unsi gned char st_ot her;
El f 32_Hal f st _shndx;
} EIf32_Sym
10

Table9.2. ELF symbol fields

Field Value
st _nane Anindex to the string table
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Field Value

st _val ue Value - in arelocatable shared object this holds the
offset fromthe section of index giveninst _shndx

st _size Any associated size of the symbol

st_info Information on the binding of the symbol (described
below) and what type of symbol thisis (afunction,
object, etc).

st _ot her Not currently used

st _shndx Index of the section this symbol resides in (see
st _val ue

Asyou can see, the actual string of the symbol nameis held in a separate section (. dynst r ; theentry in
the. dynsymsection only holds an index into the string section. This creates some level of overhead for
the dynamic linker; the dynamic linker must read all of the symbol entriesin the . dynsymsection and
then follow the index pointer to find the symbol name for comparison.

To speed this process up, athird section called . hash isintroduced, containing a hash table of symbol
names to symbol table entries. This hash table is pre-computed when the library is built and alows the
dynamic linker to find the symbol entry much faster, generally with only one or two lookups.

Symbol Binding

Whilst we usually say the process of finding the address of a symbol refers is the process of binding that
symbol, the symbol binding has a separate meaning.

The binding of asymbol dictatesits external visibility during the dynamic linking process. A local symbol
is not visible outside the object file it is defined in. A global symbol is visible to other object files, and
can satisfy undefined referencesin other objects.

A weak reference is a specia type of lower priority global reference. This means it is designed to be
overridden, as we will see shortly.

Below we have an example C program which we analyse to inspect the symbol bindings.

Example 9.16. Examples of symbol bindings

1
$ cat test.c
static int static_variable;

5 extern int extern_variable;
i nt external _function(void);

i nt function(void)
10 {
return external _function();

}

static int static_function(void)
15 {
return 10;
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}

#pragma weak weak_ function
20 int weak_function(void)

{
}

25 $ gcc -c test.c
$ obj dunp --syms test.o

return 10;

test.o: file format el f32-powerpc

30 SYMBOL TABLE:

00000000 df *ABS* 00000000 test.c
00000000 d .text 00000000 .text
00000000 d .data 00000000 .data
00000000 d .bss 00000000 . bss

I
I
I
I
35 00000038 | F .text 00000024 static_function
I
I
I
I

00000000 d .sbss 00000000 . shss
00000000 O .sbss 00000004 static_variable
00000000 d .note. GNU st ack 00000000 . not e. GNU- st ack
00000000 d .comrent 00000000 . comrent
40 00000000 g F .text 00000038 function
00000000 *UND* 00000000 external function

0000005¢c w F .text 00000024 weak function

$ nmtest.o

45 U external function
00000000 T function
00000038 t static_function
00000000 s static_variable
0000005¢ W weak_function

50

Notice the use of #pr agna to define the weak symbol. A pr agma is a way of communicating extra
information to the compiler; its use is not common but occasionally is required to get the compiler to do
out of the ordinary operations.x

We inspect the symbols with two different tools; in both cases the binding is shown in the second column;
the codes should be quite straight forward (are are documented in the tools man page).

Overriding symbols

It is often very useful for a programmer to be able to override asymbol in alibrary; that is to subvert the
normal symbol with a different definition.

We mentioned that the order that libraries is searched is given by the order of the DT_NEEDED fields
within the library. However, it is possible to insert libraries as the last libraries to be searched; this means
that any symbols within them will be found as the final reference.

This is done via an environment variable called LD _PRELOAD which specifies libraries that the linker
should load last.
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Example 9.17. Example of LD _PRELOAD

1
$ cat override.c
#define _GNU_SOURCE 1
#i ncl ude <stdi o. h>
5 #include <stdlib. h>
#i ncl ude <uni std. h>
#i ncl ude <sys/types. h>
#i ncl ude <dl fcn. h>

10 pid_t getpid(void)
{
pidt (*orig _getpid)(void) = dl sym( RTLD _NEXT, "getpid");
printf("Calling GETPID\n");
15 return orig _getpid();
}

$ cat test.c

#i ncl ude <stdio. h>
20 #include <stdlib. h>

#i ncl ude <unistd. h>

i nt mai n(voi d)
{

25 printf("%l\n", getpid());
}

$ gcc -shared -fPIC -0 liboverride.so override.c -1dl
$ gcc -0 test test.c
30 $ LD PRELOAD=./liboverride.so ./test
Calling GETPID
15187

In the above example we override the get pi d function to print out a small statement when it is called.
We use the dI ysmfunction provided by | i bc with an argument telling it to continue on and find the
next symbol called get pi d.

Weak symbols over time

The concept of the weak symbol isthat the symbol is marked as alower priority and can be overridden by
another symbol. Only if no other implementation is found will the weak symbol be the one that it used.

The logical extension of this for the dynamic loader is that all libraries should be loaded, and any weak
symbolsin those libraries should be ignored for normal symbolsin any other library. Thiswasindeed how
weak symbol handling was originally implemented in Linux by glibc.

However, this was actually incorrect to the letter of the Unix standard at the time (SysVr4). The standard
actually dictates that weak symbols should only be handled by the static linker; they should remain
irrelevant to the dynamic linker (see the section on binding order below).

At thetime, the Linux implementation of making the dynamic linker override weak symbols matched with
SGI's IRIX platform, but differed to others such as Solaris and AlX. When the developers realised this
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behaviour violated the standard it was reversed, and the old behaviour relegated to requiring a special
environment flag (LD_DYNAMIC_WEAK) be set.

Specifying binding order

We have seen how we can override afunction in another library by preloading another shared library with
the same symbol defined. The symbol that gets resolved as the final one is the last one in the order that
the dynamic loader loads the libraries.

Libraries are loaded in the order they are specified in the DT_NEEDED flag of the binary. Thisin turnis
decided from the order that libraries are passed in on the command line when the object is built. When
symbols are to be located, the dynamic linker starts at the last loaded library and works backwards until
the symbol is found.

Some shared libraries, however, need a way to override this behaviour. They need to say to the dynamic
linker "look first inside mefor these symbols, rather than working backwards from the last loaded library".
Libraries can set the DT_SYMBOLI C flag in their dynamic section header to get this behaviour (thisis
usually set by passing the- Bsynbol i ¢ flag on the static linkers command line when building the shared
library).

What this flag is doing is controlling symbol visibility. The symbolsin the library can not be overridden
so could be considered private to the library that is being loaded.

However, thisloses alot of granularity since the library is either flagged for this behaviour, or itisnot. A
better system would allow us to make some symbols private and some symbols public.

Symbol Versioning

That better system comes from symbol versioning. With symbol versioning we specify some extrainput
to the static linker to give it some more information about the symbolsin our shared library.

Example 9.18. Example of symbol versioning

1
$ cat Makefile
all: test testsym
5 cl ean:
rm-f *.so test testsym
i boverride.so : override.c
$(CC) -shared -fPIC -0 liboverride.so override.c
10
libtest.so : libtest.c
$(CC) -shared -fPIC -0 libtest.so libtest.c
libtestsymso : libtest.c
15 $(CC) -shared -fPIC -W,-Bsynbolic -0 libtestsymso libtest.c

test : test.c libtest.so |liboverride.so
$(CC) -L. -ltest -0 test test.c

20 testsym: test.c |libtestsymso |iboverride.so
$(CC) -L. -ltestsym-o0 testsymtest.c
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$ cat libtest.c
#i ncl ude <stdio. h>
25
int foo(void) {
printf("libtest foo called\n");
return 1,
}
30
int test_foo(void)

{

}
35

$ cat override.c
#i ncl ude <stdi o. h>

return foo();

int foo(void)
40 {
printf("override foo called\n");
return O;

}

45 $ cat test.c
#i ncl ude <stdi o. h>

i nt mai n(voi d)

{
50 printf("%l\n", test _foo());
}
$ cat Versions
{gl obal: test_foo; local: *; };

55
$ gcc -shared -fPIC -W, -version-script=Versions -0 libtestver.so libtest.c

$ gcc -L. -ltestver -0 testver test.c

60 $ LD LI BRARY_PATH=. LD PRELOAD=./!liboverride.so ./testver
libtest foo called

100000574 | F .text 00000054 f oo
000005c8 g F .text 00000038 test _foo
65

In the simplest case as above, we simply state if the symbol is global or local. Thus in the case above
the f oo function is most likely a support function for t est _f oo; whilst we are happy for the overall
functionality of thet est _f oo function to be overridden, if we do use the shared library version it needs
to have unaltered access nobody should modify the support function.

Thisallowsusto keep our namespace better organi sed. Many libraries might want to implement something
that could be named likeacommon functionliker ead orwr i t e; however if they all did theactual version
given to the program might be completely wrong. By specifying symbolsaslocal only the developer can be
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surethat nothing will conflict with that internal name, and conversely the name he chose will not influence
any other program.

An extension of this schemeis symbol versioning. With thisyou can specify multiple versions of the same
symbol in the same library. The static linker appends some version information after the symbol name
(something like @/ER) describing what version the symbol is given.

If the developer implements a function that has the same name but possibly a binary or programatically
different implementation he can increase the version number. When new applications are built against
the shared library, they will pick up the latest version of the symbol. However, applications built against
earlier versions of the same library will be requesting older versions (e.g. will have older @/ER stringsin
the symbol name they request) and thus get the original implementation. XXX : example
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181



Computer Science from the Bottom Up

Glossary
A

Application
Interface

Programming

Application Binary Interface

E

Extensible Markup Language

Standardised Generalised

Markup Language

M

Mutually Exclusive

MMU

O

Open Source

S

Shell

The set of variables and functions used to communicate between different parts
of programs.
See Also Application Binary Interface.

A technical description of how the operating system should interface with
hardware.
See Also Application Programming Interface.

Some reasonable definition here.
See Also Standardised Generalised Markup Language.

The grand daddy of all documents
See Also Extensible Markup Language.

When anumber of things are mutually exclusive, only one can be valid at atime.
The fact that one of the thingsis valid makes the othersinvalid.

The memory managment unit component of the hardware architecture.

Software distributed in source form under licenses guaranteeing anybody rightsto
freely use, modify, and redistribute the code.

Theinterface used to interact with the operating system.
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